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o LS Baaine Aol (27) Aaalal) cilpliaie NS
(Badina Aol 21) A laY)

Third: University Requirements (27 Credit Hours):
A. Obligatory (21 Credit Hours):

cilliadl G Course Name e | gl | A Balal) au Balall a8
JalS 5 <Y Introduction to Islamic Creed 0 1 1| e sagad) ) Jaadl | 1504100
JalS a5 Sl Benevolence 0 1 1 Ol 1504101
JalS (s ) Quran and Recitation 0 1 1 452 5 g S (]l 1504102
o Biography of the Prophet Al 53 A gl 3yl
S s (an analytical study) 0 3 3 Aullas 1504103
1504096
JalS 5 ) s Arabic Language (1) 0 3 3 (1) duadl 450 1504104
1504097
1504098
JelS (355 5 English Language (1) 0| 3 |3 (1) &3y 2l 1504105
1504099
Jals (55l Military Sciences 0 3 3 4 Sual) o slal) 1504106
JalS a5 S National Education 0 3 3 Aida sl A il 1504107
JalS i) Entrepreneurship and Innovation 0 3 3 DN 5 33l 1504123
B. Elective Requirements (6 C.H) to be chosen from: 10 JUAS (Baainae clebu 6) Ay LYl @
1. Domain of Human & Islamic Sciences (3 C.H): 1(Badina clelu 3) daadlu g Ay psladl Jlaa 1
clBadle Gl p Course Name PRV PR - PR 8alal) amd Balall a8
DAl (& alall ey
Jals s ) Scientific Miracles in Quran & Sunnah 0 3 3 ST M\ 1504110
5
dalS (535 58] Life Skills 0 3 3 Jgilall &Ll 1504142
dalS (535 1Sl Principles of Islamic Education 0 3 3 Tl Ay il J gl 1504115
dals 5 ) Contemporary Issues 0 3 3 5 pralaa Llzd 1504122
2. Domain of Social & Economic Sciences (3 C.H): (Pdinae el 3) Lalai®y) g e laia¥) aghall Jlaa 2
Gliadle Gl o Course Name e | B | Ao Balal) au 3alal) a8
JalS (5 A Law in our Life 0 3 3 il A oy slall 1504117
dalS sl Family and Community System 0 3 3 einall 58yl aldas 1504124
dals (58 Civilization of Islam 0 3 3 Ay 5 jlas 1504126
dalS 5 S Leadership and Social Responsibility 0 3 3| Ladad A ysedl gaadl | 1504144
3. Domain of Sciences & Technology & Health (3 C.H): 1(Bdlina ol 3) dauall g Lia gl giSill g o glall Jlaa .3
ailiadla G a | Course Name s | B | A Balal) and Balall a3
JalS g i) Digital Culture 0 3 3 e Il Aaal) 1505151
JalS Sl Development and Environment 0 3 3 Al 5 Al 1505152
JalS g ) Nutrition & Health 0 3 3 Ll 5 daall 1505132
dalS i ) Sports in our life 0 3 3 Ll Al )l 1504135
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Fourth: College Requirements (18) C.H follows:

gﬂl.:t LS Baaies ds bl (18) A4 cltata slay

clBadle Gl Course Name PRV PR~ P Bakal) aca) salall b
Tade Computer Skills (1) 0 | 3 3 *(1) eaulall @l jlga 1505137
et Information Technology 0 3 3 e sl Lia o iS5 ol 0603100

Fundamentals
o 1505137 Programming Fundamentals 3 3 Hiaa_ll il 0602110
T 0602110 | Software Engineering Fundamentals 3 3 * e l) duis Sl 0604240
Fundamentals of Data Communication ey .
JdS alss | 0603100 and Networking 0 3 3 * IS § Sl Jud 5 sae | 0603201
0603100 Technical Writing and Specialized Glll @l jlgee 5 Al A0
JalS ala . . 0 3 3 . TN 0604206
1504105 English Language Skills dpaiadill 4y jalaiV)
18 £ saxal)

.%20 &S5 (Project Based Learning) dsles) g jldial) o Lganli b 3adina Balall *
sl LS Baline Aol (84) panaddl) cililhiia sLuald

Fifth: Department Requirements (84) C.H as follows:
A. Obligatory (66 C.H):

bl Aol (66) Ay ||

Glaadta Gl i Course Name glas ‘5)25 A salall P"“‘ Balall @3)
o 0603342 Network Programming 0 3 * SN e 0603440
ek 0603201 Information Security 0 3 * il slaall (el 0605220
Toe 0602201 Algorithms 0 3 * Gl )l sal) 0602302

0602201 .
o 0602221 Operating Systems 0 3 3 *Ja Sl ala 0602322
Tede 0603443 Ethical Hacking 0 3 3 * EAY) 3 ) 0605435
e 0603341 Network Administration 0 3 3 * il 5l 0603444
Tl 0602212 Visual Programming 0 3 3 * 4 yall ol 0602313
T 0603342 Wireless Computer Networks 0 3 3 * SO Gpulall il | 0603345
Tade 0602120 Computer Design and Organization 0 3 3 PR LTPRIe 0602221
) 0603342 Network Protocols 0 3 3 G @Y S g 5 0603341
o 0603201 Operating System / Linux 0] 3 | 3 Sl ] g S 0603320
3 sy | 0603100 Digital Logic Design 0 | 3 | 3 | *osdghdlmeas | 0602120
dalS als 1505153 Discrete Mathematics 0 3 3 Jadadiall laaly 0602200
JalS Al 0603201 Computer Networks 2 2 3 HC gulall GlSus 0603342
JalS ala 0603342 Networks Security 2 2 3 FECAGA Cyal 0603443
0604333 .. . e | e L
oS ala 0602313 Web Applications Programming 2 2 3 sy gyl cilinlidae | 0604313
JalS ala s 0602110 Object Oriented Programming 2 2 30| FFOULSl dga sall daadl | 0602212
0602200
JalS als Data Struct 2 2 3 ok Ulal) (s 3 0602201
Al 0602212 ata Structure By
JoS ala 0602110 Selected Programming Language 3 g )lide daa o Al 0602312
S Al 0602201 Database 3 kU e 8 0604333
§ ~aall
JalS ala s 930 & i’u Practical Training 6 0 3 o Slaal) il 0603450
§ >l
Jis sy | 0 ST Graduation Project 6 | 0| 3 sz adl g 5y 0603451
66 & gaxall

.%20 035 (Project Based Learning) dslasdl g Ll o Lganii 8 Baaliaa salal) *
.(1 Credit Hour) 33a g $adiae 4=l Jalai (2 Contact Hours) Osides (el JS #%
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B. Elective Requirements (9 C.H):

shaaina cilelu (9) 4 LAY o

GlBada Gl Course Name e | i | am Balal) pul Balall 3
Introduction to Cybercrimes and A g iSIY R jal) 8 Aania
e 0603443 Digital Forensics 0 3 3 * e )l ALY 0605434
Networks and Information Risk Gl Hlalase Jilas
oo 0603443 Analysis 0 3 3 ¥ e sladll 5 0605432
e gggggiz Distributed systems 0o 3|3 PRPWERN 0603346
ol 2 5 , . el A h e s
. s Special Topics in Computer Sl A dals dle i se
Ll =
Toe 60 i&, > Networks 0 3 3 s gl 0603445
Mobile and Wireless Devices Aaviall 3 3ea Yl daa
e 0602313 Programming 0 3 3 AL 0603446
T 0602201 Artificial Intelligence 0 3 3 =lihal) 184 0602433
JiSgalas | 0603342 Network Monitoring and 20| 2 | 3| eMass, i AE . | 0603448
Documentation

.%20 035 (Project Based Learning) dslesd) g Ll o Lganii 8 Baatiaa Balal) *
.(1 Credit Hour) 313l § 3.2 4ol Jalai (2 Contact Hours) Osisles (ficbu JS **

C. Supplementary Requirements (9 C.H):

Baine el (9) Baibusal) 7

cUaada Gl Course Name s | B | A Babal) acul 3alal) a8
JalS ol Mathematics and Linear Algebra 0 3 3 B iy alumb W | 1505153
JalS alas | 1505153 Numerical Analysis 0 3 3 gl Jalal) 1505138
JalS alay | 1505153 Probability and Statistics 0 3 3 sbas ¥y CYlaial) 1505139

.%20 &3 (Project Based Learning) 4slen) g il o Lpandi A Saaiaa Balall ¢ (i Balal) el il *

O o Amalad) A Al o Aad (g) (e Bk ol LAY Gulldal) )lSaly) Baatina Cilobu GG ad) gy culdal) L Uiy 5 s Bala sladba

(R0 G 05 Y
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Quomlal) il alil b (g3 5 G geall s Apalidi yiu) Adadl) el

Ao Al
A Juadl) Js¥) Juail)

Balall P dalall ) . . Balall ) salall ) . .
Aplaiaan [P aaanm | WS dayian, | o S
Programming 5 |l Mathematics and
Fundamentals 3 el ol 0602110 Linear Algebra 3 1505153

Tecgnsical .W;itigg il 1)
Ean i }f’icla 7€ 3 Al @l jleas 0604206 | Computer Skills (1) | 3 | (1) ws=lallcdlea | 1505137
nglish Language foaasd) 4 iy
Skills
. Information ;
Lia ol 38 el
Probability and 3 RO 505139 Technology 3 S 0603100
Statistics Cila glaall
Fundamentals
Lia)) daala alhaia
Digital Logic Design | 3 | <80 3hiall pasi | 0602120 3 [ (35 ey
3 - 3 | S
(o) 5l skl (o)
(i) 5l s al)
18 £ el 15 £ aall
daaly cullaia SR el il s pawdd ki
FIREATIF RN
S Juadl) Js¥) Juadl
salall (u.u‘ dalal) PHI\ " = salal) eu\ salall ‘m.u‘ - -
Agamiaan, || apendny | M) w8 G anan Sl
Data Structures 3 allall Sl 5 | 0602201 | Discrete Mathematics | 3 dadadial) Sl ) 0602200
. . . L Computer Design & - .
Lo ) oyl 1)
Information Security 3 Sl gladll (0 0605220 Organization 3 Cpulall alaiig aeat | 0602221
. . i i i | daa yll
Visual Programming | 3 | is,alise,dl | 0602313 |  OPiect Oriented 3 tesed U@’*’ 0602212
Programming Ll
. . . Fundamentals of
i il L) Sl 55 gsalee
Software Engincering | - 5 | S5 &3 0604240 | Data Communication | 3 | o Selik 0603201
Fundamentals Silina sl . Gl
and Networking
Numerical and . Laala (llaia
gaaxl) Jalasl 2
Analysis > 105138 MO )
3 5 o))
(R
18 £ gaxall 15 £ el

- . fmu. .M ‘éJ%‘ Lmu .@ L’SJ%! = ) “
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PETIATIE R
(AE Juadlf Js¥ Juadl)
Balal) aml Balal) awl Balal) awl Balal) al
pt s sl b s g salall b
Ry | M) gy | M) ppeyian, |0 pad, | MW
icati Glankidsa
Web Applications | 4 e 0604313 | Computer Networks | 3 | wosallciSs | 0603342
Programming < yiy)
Wireless Computer Gulall Gl . e
& “ilaa ) ) gl
Networks 3 <L 0603345 Algorithms 3 eyl 53l 0602302
Network Protocols | 3 | <lSuill ¥ S5sn | 0603341 Database 3 Gl o) 8 0604333
& L
3 L._SJL):‘;‘ Operating System 3 BERFRY 0602322
dada llia Operating System / o
~ . . B LLS
° (s 5l s kal) Linux 3 2/l ¢ 0603320
(gosa) sl g lal)
15 g el 18 £ gaall
Ay 1) Asud)
A Juadl) Js¥) Juadl
salall an salall a Balall aw Balall av
o = . e o Balall 8 o e Ao o o 3alall a8,
A jalady) Aadly A ad) Aslly A i) Aallly A ad) Sl
Selected
Practical Training 3 (il 0603450 Programming 3| solsedaandal | 0602312
Language
Graduation Project 3 z AN & 5 ke 0603451 Network 3| sy 0603444
Administration
Network 3 Sl daa 0603440 | Network Security | 3 Sl ol 0603443
Programming
‘ = s
Ethical Hacking 3 SR @)Y 0605435 3 Lﬁ)\_ﬁ;‘
S 3
wolisl
3 oba)) dmala llaia
(sl sf
18 £ saxall 15 & gaall
w7 cilelu 9 iclu 6
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Ahil) 3 ga Cheag sl

(0602120) Digital Logic Design 8l (hial) aranal
Credit Hours: 3 3:baalinal) cilelad)
Prerequisite: 0603100 0603100 = 3:besl) llaial)

Number systems, binary codes, Boolean algebra and logic gates. Simplification of Boolean functions. Combinational logic:
Adders, subtractors, code converters, comparators, encoders, decoders, multiplexers and ROMs. Sequential logic: Flip-Flops,
Registers, Counters, and RAM.

30l el il Ja g 5l ‘CJH‘ 5l ‘c.qg.“ 55l Gx.}n;ﬂ\ éla.mﬂ Al ) sall Jaet dsslaiall chll gall u_al_ul\ saall Al Gl jauill axl) PRI
A gl 3_SIAN cchlalaall Ol ccillatasl) 6:.\\:\3“ é.k.m” asé el yall 3 SIag HLad¥) 5 yla ‘M\ <l 3 c‘):\éﬂ\ 5l s:\j‘)&.d\

(0602212) Object Oriented Programming UL dga gall Aol
Credit Hours: 3 (2+2) (2+2) 3 :dadinal) cile L)
Prerequisite: 0602110 0602110 :(Gled) allaial)

The basic concepts and techniques of object-oriented programming (OOP) using a popular OOP language (e.g., JAVA).
Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes.

Object Oriented Programming -(LAB):Writing Classes, objects, attributes and methods, object instantiation, constructor and
destructor, inheritance, overloading and polymorphism, interfaces, serialization, usage of class libraries and packages, and
generic methods and classes.

saa3 5 20 31 Jaanill 5 31551 5 ¢ el g 5 ¢ ASD el ilasd) coLuiY) cp 1531 | ks Jie 2ad pladiiuly ddndll dae sl L 5 aulud) anlidl)

Aaladl g1 591 5 a5 ¢ g1 80 o 5a s i€ aladinl 5 bl (lga) 5 (JSEY)
Y1 ) s Gada Ll Jie 3l Ao sl ae 5 Aoy A3 aladialy 3l Ao yall L5 Apulul ) analiall ks (ULSH g sall Aoyl it
)5V a5 o) s ada g S ladiind 5 cJudesil) cilgal 5 (JWSEY) dand g 23150 Janill 5 (&) 1 5 ¢ parall 5 S5 (IS el 5 cland)

Al
(0602200) Discrete Mathematics Aadaiial) cilualy
Credit Hours: 3 3:bdainal) cile L)
Prerequisite: 1505153 1505153 : Gsbuad) ullaial)

Sets, set operations, relations, and functions. Propositional and predicate calculus, propositions, truth tables, tautologies,
fallacies and quantifiers. Induction and recursion. Counting techniques: Permutations, combinations, and counting finite sets.
Graph theory: paths connected and weighted graphs, matrix representation, spanning trees and traversing graphs and trees.

lgaad) (@l gaall s Uadll Jglaa cciluzm il slagide clileall s (galinYl s ol @Y haiall Ul @Yy Clilall (e senall Gllee (e sanall
¢l jlusal) silaladall Ay i ggiiall e ganall 2o (Gl sl (VAL caall 5ok aad il SIA ele iVl g ozl N el Y]l ) sl ¢ adlll
Aaall cllaladall g culaladall ALLEN 5 L 5N caataall Jlad¥) ecild shiaall Jiiad ¢ g ) gall 5 ddagl jiall cullaladall

(0603342) Computer Networks

Gmlal) Clud

Credit Hours: 3 (2+2)

(2+2) 3 :Padinal) cilelul)

Prerequisite: 0603201

0603201 :(3:leal) ullaial)

Details of protocols and technologies of both LANs and WANSs, with emphasis on LAN-related protocols. OSI and TCP/IP
stacks, LAN technologies, IP address (Classful and Classless), Subnetting, super-netting, delivery and forwarding of IP
packets, NAT technology, ARP, and RARP protocols.

Computer Networks LAB: The Computer Networks—LAB: Cabling, design, and installation of LAN Networks, switch and
router configuration, NAT configuration, VLAN configuration, and static and dynamic routing configuration.

dee) il ISl oy glie (ISl il (il e Ay jlane (SN Y S 55 aallall g Alaal) Dy puladl G araal 8 dlY) anliall
O i) s Se J S 555 5 ¢ sind) s J S 555 50 ASWBl) (0 glie A 55 bl Jysad Bale ) s Jua 55 Sl (g slie i

cilalae) () @Y dlaall Kl Glalae] cadall s 350 Slea dlae) dladll IS eaty avenad ¢l sSI @D slae] s gulall CISWE i
odall g i) aga gl
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(0602322) Operating Systems Jadal) ala

Credit Hours: 3 3:baalinall cale L)

Prerequisite: 0602201 & 0602221 0602201 + 0602221 : Glwad) cullaial)

historical perspective of how operating systems evolved, processes and threads, CPU scheduling, inter-process
communication and synchronization, deadlock handling, memory paging and segmentation, virtual memory management,
disk organization and scheduling.

el il 555 llaall (s YL g i3S pal) Aallaall 325 5 &l g2 5 ey Ailaiall Al al el gally I8 325 ) Clanl) g (il Al o R 2 )5 shaie
o Al ALy adai g Faal Y1 5 HSIAN 5 513 89130 i g 3 e el o

(0602201) Data Structures

il ) s

Credit Hours: 3(2+2)

(2+2)3 shadinal) s lud)

Prerequisite: 0602200 &0602212

0602212+ 0602200 : ) cullaial)

Data types and structures, Introduction to data structure, Analysis of Algorithms and Complexity (Best, Worst, and Average
Cases), Array List, Linked list, Recursion, Stack, Queue, Binary trees, AVL Trees, Graph.

Data Structures LAB: writing a code to deal with different types of the data, dealing with different types of data structures
(arrays, list, linked list, stack. Queue, trees, graphs). Implements several searching and sorting algorithms (eg. binary search,
quick sort...etc).

G el Ay jidl W)l gl (ool S ela V) ¢ ulshll ) SY) bl Calat s sasaall bl g5l bl sl iy g ) gl
i o Letay Conll oyl s & ca ) i 3 e JAnY) a5 maall a3 e il a5 e Jalll a5 JUall s o e Al i )l 52
) Candl (bl Jadd) Can ) JUial)

JlaniY) cadal yiall a3l gill 5 o gll ¢yl ghall ¢l siaall cadliaall i) g sl e Jalaill g i) )T Al asalial) Gk bl ) 5 i
(.. Al (a5 g g paall i Sl ¢ AL 5 bl Canll Jie) Caliaal) Cag i) 5 Gan) Cile 5 ) s Gaakad 4L

(0602302) Algorithms Gilaa ) gAY

Credit Hours: 3 3 baalinall cale L)

Prerequisite: 0602201 0602201 :Galudl qullaial)

Algorithms, Mathematical induction, classifying functions. Computational complexity of algorithms. Searching and sorting
algorithms. Algorithms analysis and design techniques: Divide and conquer greedy methods. Trees and graphs. Hashing
algorithms. Combinatorial algorithms. P/NP problems.

S\ RL VSV PR S PN (I IV PN | PNVNOS g AN I P | PPN LA P PENPTGR BV PEN RVE S ENER T g [P PO g P P T IV PN
bl je o Jall Al Jiluall cdagdl gill culaa sl ¢ e il cilae ) ) s cdy jadll cillaladall g cildaladall dagdll

(0602312) Selected Programming Language

[P LEOY PORI |

Credit Hours: 3(2+2)

(2+2)3:82aixal) e L)

Prerequisite: 0602110

0602110 :Glesd) cullaial)

Teaching a programming language which is not taught in the curriculum, and it is chosen by the lecturer. Subject to the
approval of the department chair and the dean.

Selected Programming Language — LAB: applying the concepts learned in the course by writing and executing programs
using the selected programming language, while enhancing problem-solving skills.

iy camal) Lga phay A Ll 406 Lt ) i) (e da ae 0585 Y o Ja s Al jal) aliall 8 Gy ol A da s g a8 Glasall 138 2
andl g nall sl s ) 4381 ga Ay i Bl pualans (32 5k (e Lo Ll
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(0602221) Computer Design and Organization Ggulal) alall g aranal
Credit Hours: 3 3:baalinall cale L)
Prerequisite: 0602120 0602120 2 dlasd) callaiall

Numbers representation. Organization concepts of Von Neumann machines. Instructions set and assembly language.
Addressing modes. CPU structure and function. I/O systems. Internal and external memory organization. Interrupt handling.

arail Ay JUasy) dakail oy 3 pall Aallaall sn 5 il g5 a5 e siall 6k cimpanill il s il Jad) e gana (o (s ol s i alia eyl Jiia
Aadalial ol e el Al 5,030

(0602313 )Visual Programming A pal) Aoyl
Credit Hours: 3 3 baalinall cale L)
Prerequisite: 0602212 0602212 :(Gled) athial)

This course concerns designing and developing a Graphical User Interface (GUI) applications. Besides, this course enriches
the developed applications with available facilities in Java2D, which are Graphics, Event Handling, Exception Handling and
Files I/O. Finally, this course prepares the students to connect GUI program with Java DB.

o Aaliall Bl 5 skl il Gladl) 138 o i s cila ) (GUI) da s l) pkinal) gl y linad sy apacals Ghosell 13 3oy

Java DB = 4 su ) aadiall

(0604313 ) Web Applications Programming AN el daa
Credit Hours: 3(2+2) (2+2)3:82ainal) e L)
Prerequisite: 0604333 & 0602313 0602313 & 0604333 : Gl lkial)

This course introduces students to basic web design using HTML (Hypertext Markup Language) and CSS (Cascading Style
Sheets). Throughout the course students are introduced to planning and designing effective web pages; implementing web
pages by writing HTML and CSS code; enhancing web pages with the use of page layout techniques, text formatting,
graphics, images, and multimedia; and producing a functional, multi-page website. This course will cover the practical aspects
of building web application using suitable language such as (Java Sever Pages (JSP), PHP, ASP.NET). The goal of this course
is to introduce the students to the basics of internet applications programming. Finally, this course prepares the students to
connect the application with a database.

Web Application Programming -(LAB): This material focuses on hands-on practical training in Web programming. Students
will complete applied exercises and lab activities covering the HTML, CSS, JavaScript, PHP and SQL.

Dl y Dl s 5 il Gausi 5 Aadeal) Tadads Sl aladinly cy sl Cladia Guead € CSS s HTML 258 A4S i)kb oo cusll Cladia 20 Alladll
Java Sever ) Jie daalic dad e\;&l.ul..: cu ol landa ol dlaall Cuil gall (3lusal) Gl;uuﬁu Cladiall daxia @,ﬂ:} Cus cﬁ}a C\:ub ¢aamiall Jatlu 5l
Loy O Bleaall 138 Seag ¢ pual s i) cilida dae y lanlils GOl (i jad g8 ) 138 e a3l (ASP.NET s PHP 5 Pages (JSP)
bl 3ac ey Gubil)

s HTML, CSS, JavaScript, PHP (s dddee ¢ jbai s ddaidal 3ty Aallall o s s e sl Ainva o (8 Al Alee il p e uiaadl sabe K5
SQL.
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(0604333) Data Base alild) oo 68
Credit Hours: 3 (2+2) (2+2) 3 :3adinal) cilelud)
Prerequisite: 0602201 0602201 :G:besd) ulliall

The main objective of this course is to provide students with fundamental knowledge of database systems, database
management, and theoretical foundations. It covers database system concepts, database modeling using the Entity-
Relationship (ER) and Enhanced-ER models, and query formulation using both Structured Query Language (SQL) and
relational algebra. Students will also learn how to define and manage databases using Data Definition Language (DDL) and
Data Manipulation Language (DML), as well as perform normalization using different normal forms.

(LAB) This lab focuses on the practical application of SQL in relational databases. Students will practice writing queries,
defining database structures, and performing data storage, retrieval, and manipulation using SQL (DDL and DML).

) Aadai g el ae ) 58 Aakl aalia arys Led Ay il anl g Lol s cilibad) el 8 Aadaily a8 jeally Al a5 55 ) GBlasall 138 Cangy
Ul Adainl) Al (e IS aladiuly cledlaiu¥) delua ) 28LaYU ¢ (Enhanced-BR)gws sall z35eill g (BR) <ldlall g GULSH 73 g0 aladiuly
Jaly bl adati g (DML)s (DDL) (3 plasiuly calibull s 8 5 la) 5 ol 4588 4kl Llaty LS (Relational Algebra). &3l yall s(SQL)
Al ) A el JICEY) alasiinly i) 53 ga s ) Sl JI&S 48y jlay Jglasl)

eJstandl el 5 eclaDain) LS e Agdlall Gy . A@iblal) il 2ol 8 3 SQL Aall Lead) Gudaill o jidd) 13a 38 5 il ac) 8 i

.(DML) 5 (DDL) alaadiuly Lehaed g Leela yiaul g llall Ji) cililee 24

(0603443) Networks Security Sl ¢yl
Credit Hours: 3 (2+2) (2+2) 3 :dadinal) il L)
Prerequisite: 0603342 0603342 (abedd) allaiall

This course provides students with fundamental and advanced knowledge of network security, focusing on protecting network
infrastructure and data from cyber threats. It covers core concepts, vulnerabilities, threats, and attack types, as well as Layer 2
attacks including MAC Table, DHCP, ARP, and Address Spoofing, along with their mitigation techniques. The course also
addresses Access Control Lists (ACLs), firewall technologies, and Intrusion Detection and Prevention Systems (IDS/IPS),
enabling students to analyze security threats, implement protection mechanisms, and design secure network environments
based on a defense-in-depth approach.

Network Security LAB: This lab provides experience in implementing, analyzing, and mitigating network attacks such as
CAM Table, DHCP, ARP, and Address Spoofing. It also focuses on applying security mechanisms including Port Security,
DHCP Snooping, and Dynamic ARP Inspection (DAI), configuring Standard and Extended ACLs, and implementing device
security practices such as password protection and SSH.

b, Ayl Claagill e Gl s daall ) e o 58 53 ae IS8l el 8 dasiall 5 Apulal) 4 ey ddlall 3555 ) salad) 38 Caags
e Casinl JaBSARP SDHCP 5 CAM Table Jie 40 Aakll cilass ) dla) cilanglls Sl s <l sl ¢) il s Al (Y asalia 3oLl
Alall (K Ley ¢« (IDS/IPS) bl a5 S dalail 5 ¢ (Firewalls)Aoll) ol jasdl Gl g ¢ (ACLs) s sl aSall 2] 8 J i LS, Lgie dglaall (5,10
il aaeie g laall Tase (38 5 el CSE avana s dlandl Ll Gaadai 5 gl Jidas g

Gl gs ¢ ial) JaBl SARP SDHCP 5 CAM Table Jie lSaill s dadlas s sty 3055 3 e 558 piiall 138 i Sl (el i
Extended s Standard sl oSaill &) & slaels <Dynamic ARP Inspection s DHCP Snooping s Port Security Jie dlesll il
SSH 5 sl GlalS dlea Jie 3 eVl (gl il jlas 24555 < ACLs
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(0603345) Wireless Computer Networks AL gl Sl

Credit Hours: 3 3:baalinall cale L)

Prerequisite: 0603342 0603342 : Giled) ullial)

This course deals with the principles, technologies, protocols and standards of wireless RF communication, with emphasis on
wireless LAN and WAN. Topics include: Satellite Communication, Cellular Wireless Networks, Ad-Hoc versus structured
networks, Bluetooth and IEEE 802.15 and Wi-Fi networks, IEEE 802.11/b,g,n standard, broadband wireless networks, 1P
Mobile networks, Wimax, GSM, GPRS, UMTS,4th , and 5th generation mobile networks, sensor network, LiFi, and Internet
of things (IoT) networks.

e g sall i Ao ) S AL Sl ) IS e 58 501 e LU L) o s Y 58 55535 it 5obn (Blasdl 13 J Jy
n s¢g s Wi-Fi SIEEE 802.15 5 G,5Y) omd) il g AlSseall Sl Jilia Aliadial) cilSull 5 iy slall 2S00 il 5 casiDlElu) cylasy)
el ) diall il s CUMTS 5 «GPRS 5 <«GSM 5 «Wimax s <IP Mobile <lSuls ¢ Qi) Ay yo ASL LS 5 JEEE 802.11/b

L) e ) ClSd g A gl A0S LiFT g o a1 A0 5 ¢ panall S0 5 Aunalall
(0603320) Operating System / Linux sl / Ja aldas

Credit Hours: 3

3:5alinal) cilelad)

Prerequisite: 0603201

0603201 :Gbusd) callaial)

Cover fundamental network administration and system management using Linux (ubuntu) operating system. Topics to be
covered include: shell programming, accessing and configuring basic network services, managing directory services, and
using network management software on Linux operating system platforms. Students should be able to apply system
administrator skills in developing a network management strategy from installation, configuration and administration of Linux
Operating Systems.

Jsna sl cshell O Aae s il ol sl Jaliyy (Linux) O oUai sl ol 5 1a]s Aunbud 380 5 18] Sl i ) sl 130 ity
Tt i) iy 3 AUl g paan ol jlen Gl Linux it sl e 3080 5 )1a) el gy alaid (Jlall cilass 3 51) ) AS0al cilass (0S5
Linux aUai 303 5 calac Y15 ccndiill (o ¢ lai) 4050 5 1oy

(0603341) Network Protocols

LAl &Y oS g g 0

Credit Hours: 3

3:5alinal) cilelad)

Prerequisite: 0603342

0603342 : bl cullaial)

Provide a detailed understanding of essential Internet protocols. Topics to be covered include: ARP, IPv4,IPv6, ICMP, IGMP,
routing protocols such as RIP, OSPF and BGP, multicasting and multicast routing protocols such as DVMRP, MOSPF and
PIM, application protocols such as DNS, DHCP, FTP and HTTP.

«UDP <IGMP <ICMP <IPV6 <IPv4 <ARP :Jaii Glusall Lgahaiy 3l ganial gall AadaY) s i) Y o gl Juaba agh aail J) (lsal) 138 Cang
PIM ¢<MOSPF «DVMRP :die 43 sill 22xiall (S0l Eull g aaaiall JuayY) &Y S 555505 «BGP «OSPF (RIP Jie 14 il &Y S 535 5 «TCP
HTTP FTP <DHCP ¢DNS Jie :ilipdailly dalall <V o 55 5l 5

(0603440) Network Programming i) daa

Credit Hours: 3 3 baalinall cale L)

Prerequisite: 0603342 0603342 :(G:lud) cullatiall

This course provides various aspects of computer network programming. covered topics are input and output stream,
multithreaded, TCP/IP addressing, URL parsing, URL encoding, socket programming in both the TCP and UDP domains, the
client/server programming model and multicasting programming.

4 g «(multithreaded) leall Baame (ila jAkll 5 @Bl (38 o Blasall Cile g gall | gulall ClSuE A g = Aaline il g (luall 138 a3y
Sl Eull 3ot Anapll g paldll [ Jaenl) Ak gy z3sad « UDP 5 TCP <liail socket 4aw: « URL s ¢ URL ol Jida3 «TCP / 1P
.(Multicasting)
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(0603444) Network Administration Sl 31

Credit Hours: 3 3:baalinall cale L)

0603341 :Glud) cullaial)

Prerequisite: 0603341

Provide some exposure about the topics in network administration and management duties as network
administrators/managers. Topics to be covered include host management, infrastructure components, users’ management,
Simple Network Management Protocol (SNMP), Management Information Base (MIB), remote monitoring, desktop
management, web based management and network security management.

b Sa (ol 5l e (Sluall Leadaiy @l\ @.'A\}Aﬂ _(.g_ﬂ..z.;bj aal) (St (Al 5l ‘; dalaial) @u."a\}dl U HJL L.;‘ Gl 128 Caagy
u&i E)\J)j u.a‘)l\‘Y\ P SJ\J!} il c.}:u.u BJ\J! e 3_\5\)41\ ‘(MIB) EX (SNMP) Jia Qy‘,s)ﬁj).ﬂ‘ ) cugam‘ SJ\J‘\ M:G;ﬂ\ fm.d\
sl

(0605220) Information Security

ilaglaal) ¢yal

Credit Hours: 3

3:baalizall cile L)

Prerequisite: 0603201

0603201 :Gbusd) callaial)

Introduction to vulnerability analysis and exploitation techniques. Topics include common attacking techniques such as virus,
Trojan, worms and memory exploits; intrusion detection, Security Information Event Managers (SIEM), and legal and ethical
issues in computer security. An overview to modern cryptography types such as (symmetric, Asymmetric), traditional
cryptography and crypto analysis. This includes algorithms such as hash functions, RSA, Diffie-Hellman, El-Gamal, elliptic
curve and AES algorithms. Also, an introduction to number theory, pseudo-random number generator, message
Authentication, basic Protocols and public and private key schemes.

el o€ 65 SIAN JDaiaal 5 plasall 5 ¢80 5 yda Aaal 5 il s il Jia AnSLil) o gmgd) i e gain sall Jadii JDaiaa) g 5 ol jaill Jolasl dadia
Jalad g galiil) il g bl e 5 alinall il Jie ac) iy Cuaall yadill 4k e 330 Gogulall (el & AEMAY 5 4 56 Wil 5 ((SIEM)
g5 e A il Laxie s AES 42l 5 coala) iniall cdandl dpa 1 53 clalin i dua 55 (RSA edijadll J 5o iy j ) 53 Jadiiy , il

oalall 5 alal) el cillaladie 5 il Al Y 6 55 5all 5 Jibas ) Aaliae 5 35 sl 40 28 ,Y)

(0602433) Artificial Intelligence

gﬁl.'\h.m\}\ slSAl)

Credit Hours: 3

3obaairall cile Ll

Prerequisite: 0602201

0602201 :bud) cullaial)

Basic concepts of Artificial Intelligence. Fields of research and application. Structures for state space search. Knowledge
representation and logic. Propositional and Predicate calculus. Strategies for state space search. Heuristic search. Control and
implementation of state space search. Production systems. Languages for Al. Programming in Prolog.

Gob gy o Y1 gl chial) (o il 5 48 juall i eVal sliady Jiladll Jiiad diliplats e lihaaY) oS Glad c¥laa ¢ elilal oSHI (5aln
b Al e ) (e libaa oIS il i) o) canall Gl e s (ool Y1 anal) (VL) pLind b Cand)

(0603346) Distributed systems de j gall Aakai¥

Credit Hours: 3 3:baalinal) cilelad)

0603342 &0604333 :(G:luad) ulkaial)

Prerequisite: 0604333& 0603342

This course covers various aspects of the Distributed system. covered topics are: communication in distributed systems;
layered protocols; synchronous vs. asynchronous communication mechanisms; client-server model vs. peer-to-peer model;
Remote Method Invocation (RMI) and Common Object Request Broker Architecture (CORBA); group communication,
processes vs. threads, physical vs. logical clocks, Lamport clocks, distributed mutual exclusion, election algorithms and
distributed transactions.

Ol iall Juas¥) gl e @3 Y S5 5 e sal) Al 8 JuaiVl ;o Blanall e g sall e ) gall Aabas (pe ddlide Cail o GSlosal) 138 a0
¢ (CORBA) 4S yifiall i€l alla Jagus 5 iy g (RMI) sl osba¥) slexind ¢ pulai Ml 3 5e3 Jilie Jaeall adla 3503 ¢ 000l Jiall e il
LAY e 3l i cp 3 sall Jabia) Slaiud) ¢ Lamport el dgihial clelull Jiie Lalal) cileludl oda il Jilie illeal) e panall L)

A el O ladll g
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(0603445) Special Topics in Computer Networks

@yhﬁ\&l&,\ﬁdl@%&&bg&y

Credit Hours: 3

38 alinal) cilelad)

Prerequisite:islu 60 o gladll of acdl) 488) ga

Aol 60 8 Lol gf acddl) 4881 ga 3 gilaad) callaial)

A topic in computer networks will be selected by faculty members. The selected course should not be one of the courses given
by the department. The course selection is based on the department committee approval.

ol e 4380 gay g ansil) Lga ylay 3 ClBLisall ZailE Lgianiati i) Cllasall (panm o 35 o) il o gadal S0 e gum ga af (a5 Blasall 13 5

(0603446) Mobile and Wireless Devices Programming

A<l g Atatial) 5 5gal) A

Credit Hours: 3

3:baalizall cilelud)

Prerequisite: 0602313

0602313 :Gbasd) callaial)

This course provides various aspects of programming applications for Mobile and Wireless Devices that run using Android
operating system. Covered topics are: designing activity interfaces, interacting with components, View using various layouts,
and communicating between activities using Intent, database applications using SQLite and maps using Google-Map and
Map-Fragment.

cleals apaai & slanall Sle s sall Android Jsil) Ui alaiuly Jead il ASLOU) 5 Alkiiall 5 a5 daa il 8 dilide il g Gl 138 235,
SQLite plaaiuly byl ac) @ ik Intent plasiuly Aadil) o Joal sl 5 Ailine cillaghads aladinly (oasally il Sl an Jeléll y calall
.Map-Fragment s Google-Map alaaiuly Jail jall

(0605435) Ethical Hacking AR ) Ay
Credit Hours: 3 3:ddalinal) cile L)
Prerequisite: 0603443 0603443 :(Gled) thial)

Ethical hacking and penetration testing techniques. This includes learning techniques and tools used by hackers and
systematically investigates a computer network for possible vulnerabilities. Scan, test, hack, and secure target systems. In
addition, the Five Phases of Ethical Hacking (Reconnaissance, Gaining Access, Enumeration, Maintaining Access, and
covering your tracks). Moreover, the tools used by Ethical Hackers to examine the security of a device or network.

O smlal) A e oagie Iy 3 A8S 0 slluiall Lgeading S Ol g5 L) @l amy Cam EMAY) 31 AN 5 (3) A HLas) s
(sl Jsmasll s g N1 (3 (a gall 5 ABMAY) Lia jill Geaddl Jal jall S ALYl Adagiuall Takai¥) Gaelis 31580 ¢ LA cruse Alaiaall < i)
A ol Slea ol Gandl ) s8AY) ¢ slluiall aaiiing ) @ 5ol celld e 3 0ke @l Aalall ol jluad) dhaat 5 oJ e sl e Llaall g calaxil

(0604240) Software Engineering Fundamental laa ) iy lbad
Credit Hours: 3 3 baalinall cale L)
Prerequisite:0602110 0602110 :Glesl) ulliall

This course introduces the goals, concepts, principles, methods, paradigms and tools of SE. In addition, this course describes
the process models, planning &effort estimation, team organization, object-oriented analysis and design, testing techniques,
quality metrics, quality assurance, software configuration on management, case studies of software project.

g Tadadil) (ililaall 3lai el 138 Chay celly ) ALYl il sl duaia 3 Ol ool 5 zilais callad 5 (s0la s aaalia s calaal Gluall 138 a3
sand aldld Al oy cchlima all 3513 B3 gall Jlaa B3 gall (unlia ciliaa yull SLAAYT s (WK as gl M\} Jalaill ¢ 358l HL.\S c3gall
e ) o sl
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(0603448) Network Monitoring and Documentation Ll g g ciladd) 438) ya
Credit Hours: 3(2+2) (2+2)3:82ai2al) e L)
Prerequisite: 0603342 0603342 Gibusd) llaial)

A network evaluation both physically and logically to determine proper sensor placement, filter network traffic to comply
with wiretap authority, hide the presence of the monitoring workstation on the network, evaluate captured traffic for the
proper content, configure windows network monitoring AIS (automatic identification system), analyze and verify gathered
data in a windows environment, install and configure software including Wireshark, TCPDump, WinPcap, WinDump.

Network Monitoring Lab: This lab provides students with practical experience in monitoring, analyzing, documenting, and
troubleshooting network traffic and performance. It focuses on packet capture, traffic analysis, vulnerability scanning,
protocol inspection, network simulation, and performance measurement using tools such as Wireshark, Nmap, Cisco Packet
Tracer, and Netstat. It also enables students to evaluate network behavior, identify connectivity and performance issues,
analyze security-related events, and support the effective management and protection of network environments.

Sl ¢ g IY) Caioatl ALl Ul e gl 5 A8 yn Ao (A pall) L) 8 Sl Candi ol o - apont] Ailaial) s ookl Rl (e A1 s
dalad ¢ IV o el pU aladiuly 52y ASul A8 pe (9 5S5 Adalilal) e glaall )5 50 AS jad auliall (5 siaall s AL o A8 ) Alass 2
Wireshark, TCPDump, WinPcap, WinDump. :Jie Gl s Jasia g Cuii ¢ § g2y 4y 8 aead Al QUL (e 3830

Llall e S s Leiadln s LIS CaLASIL 5 Lgdli 555 Lelilad s SRl 5 5a A4S ja 48 o (8 Alee 3 58 Allall jiaal) 138 8 5 ASWBl) 480 5o s
Cisco sNmap s Wireshark Jie <l saf alasialy e1a¥) Gl 5 (IS0l 5lSlaa 5 (Y oS 55 g pall (and g ol ol anid s ¢ Sall ) sall Jidai g ¢a 3all
31V aca s eclSuil) Cpaly A yall Culaa¥1 Jala s cela¥) 5 JuaiV) cDISie apaas s (A0l @ sl ani e 4lk) (& LSNetstat  sPacket Tracer
Leilea 5 OSSN il dle )

(0603451) Graduation Project gAY £ g pdia
Credit Hours: 3 3:baalinal) cilelad)
Prerequisite: 33aixa dslu 90 (4 zladl Badine Aol 90 (b zladl) : Gubead) callaial)

A design and programming project is done by the student individually or in a group under the supervision of some faculty
member. Projects involving research and analysis only may be permitted in some cases. Students are required to submit
detailed documentation of their work and pass an oral examination at the end of the module. In some cases, a written
examination may also be scheduled for the student.

&N\&é}ﬁé\@)hﬂ\ @Eﬂw\.ﬂ\u&gj_\ﬂ\i.gb;Lax:\uauu\)aﬂ\um@wu’ﬁ}\édﬁd&h;ﬂu\ue}QW})M&})&
b S (g 0 olatel il GOl (e il VIS Gians s melend Aliaia 55 5w g5yl 138 JOA ORI e il e cmans o San Jaladll g
58l Laie¥) Y ALY (5 aT il ailhis whs VAN s b 4l LS« 3lasall gl

A 2 Lo s el D) S pgy jlliay S8l 5 pean JAT @l G Saaill GOl 8 o8 ey o g AN o jlia O G seadll s e JLie ) S e

(0603450) Practical Training aall cy st
Credit Hours: 3 3 baalinall cale L)
Prerequisite: 33 4ol 90 2 gladl Badins Aol 90 (A gl gl ulkaial)

Field Training in some local or international establishment, whether it be commercial, educational, governmental, or
otherwise under the condition that it either produces or employs IT products. Following up the student progress in the
training process, submitting a final report summarizing the results of his/her training.

Claiie padiod o it of da iy Gl e ol dae oS cpaglai g Ay jlad S 21 s el ol o Al il all (a8 (lead) Gy il lasall Gy il a3
A il Gadly Liles T ks o llall e a5 eyl dulae 8 Ul w085 dnlia Cila sbeall Lin sl S A0S e ain s il sheal) L 5l 553
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(0605432) Networks and Information risk analysis Cila glaal) g cludll jhaldie Julad
Credit Hours: 3 3 baalinall cale L)
Prerequisite :0603443 0603443 : Gl cullaial)

Introduction to Networks and Information Security. Explanation of Security Policy and planning, Threats and vulnerabilities
identification, Identifying and Assessing Risk, Controlling Risk, network continuity& Disaster Recovery, Networks and
Information Security standards.

) el Uaal) e b skl ¢ UadY) a5 aaad cChmall Tl g Cilangil) suans gl Jaghadil) 5 Ay pull A1 raia 53 il sheall 5 lSpll gl ) Aedia
e sleall g Sl el e o) oS g i) 5 2S00

g):r(zsnéijéls) Introduction to Cybercrimes and Digital ) AL A5 Y1 ) B ati
Credit Hours: 3 3:baalinal) cilelad)
Prerequisite: 0603443 0603443 e llaiall

Basic technology and techniques which are used to investigate cybercrime. A systematic approach to planning and
implementing a comprehensive computer forensic investigation, particularly evidence collection and the reconstruction of
events. also, learning about computer crime, use of Linux as an investigative environment, file systems as a source of forensic
evidence, data acquisition, computer forensics tools, computer forensic analysis, internet history and email, reporting results
of investigations. Moreover, learn techniques used by hackers to improve the protection of systems and prevent similar
breaches in the future.

oY) pan Aala g o pulall Jals s (385 20855 5 Jahadl avgiall Jabadll o slal A5 iSOV 230 5ad) 8 (3aail] daodiunal) il g dpulall) s 5l 53S0
el e Jsanl) ¢ddd I A jaaeS cilalall dakail ¢5ia3 20K Linux aladiul ¢ s 5SIY1 &0 el o Copeill Loagl 5 et Glaa¥) ol sale)
alad @l e s dle s cligaill 25 e ¢ Y1 §s IV 2l s i Y1 ) o sulall el Gaiadll Jiad e sulall Jliall sl ol sl

sl 8 ABLaal) CISLEY aie s abail) dlan Gauadl Galluiall U8 (e Aediiosall i)

(0604206) Te?hnical Writing and Specialized English i A1) A Sl ) ARl il lgua g At A4S
Language Skills

Credit Hours: 3 3 baalinall cale L)
Prerequisite: 0603100 + 1504105 1504105 + 0603100: Gwd! qullaial)

This course will introduce students to how to communicate through technical writing and explore how research is done in IT
using the following skills: search, read, write and present .In addition, it focuses on the specific English vocabulary,
communication skills, and cultural contexts relevant to the IT industry. It equips IT professionals and students with the
linguistic tools needed for effective communication, professional interaction, and comprehension of technical materials within
global IT environments.

A el alaialy il slaall i sl iS5 Dl 8 ol ol ) S RSy il LUSH YA (o Jeal il 48 e Ul Glall 138 o yay
L )55 Uy Aball cld L8N i)y cJoal il ) Jlgas chaanall A 5alaiy) Gl s jie o S5 LS mpally A€y cael a5 cCanl
iy 5 A ) sall agd g ¢ igall Jeliil 5 e Jlaill Jual sill o U1 Ay galll ) gL Ol 5 il sheall L 51 9iS5 amncniia (Blasall 138 353 e slaal
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Kgallell Rgalu il gglell Realy
The World Islamic Sciences and Education University
(1505137 ) Computer Skills (1) (1) @sulall &) g
Credit Hours: 3 3 bdalinall cale L)
Prerequisite: - - slad) allaial)

This course introduces the fundamentals of programming using C++. Students will learn key programming concepts such as
data types, operators, control structures (including loops and selection statements), functions, arrays, pointers, and basic
object-oriented programming with classes. Emphasis will be placed on problem-solving techniques and writing efficient code.
By the end of the course, students will be able to design, implement, and debug simple C++ programs.

Al 8 Lay) aSaill JSLa 5 ecDlabaall g eclibal o) il Jia G 5l Al asalia GOl alatio s Co, Aad aladinly dae yd) il salall 038 235
Ay OIS Ja il e 38 5l i, ) aladinly 4K A ) il 5 el i gall 5 ol ghuaall 5 o) sall 5 o(Agiail) iladain) 5 cilalal)
Ay CH gl n sl s 20 5 aanald (e Ul (St ¢Blusal) Algdy 36Uy A yall Cilalatl

(0602110)Programming Fundamentals A ) bl
Credit Hours: 3 3:baaliral) cilelad)
Prerequisite: 1505137 1505137 :aabead) ullaial)

This course introduces the basic concepts and techniques of programming using Java language. The course would cover many
topics as shown below: Basic data types, operators, Decision Making, Loops, Methods, Arrays, and Objects.

¢(Operators) <Slabaall danlull) Sl ) 6 :Jia aacal sall (e paall Balall aa g, Java 4ad aladinls eyl il s daulul) aliall salall s2a o355
.(Objects) <liilsll 5 «(Arrays) <l staall ¢((Methods) J sl «(Loops) <élall ¢(Decision Making) __all 33l

(0603100)Information Technology Fundamentals e glaal) L o1 5385 Cilualasd
Credit Hours: 3 3:balinall cile L)
Prerequisite: - - b llaial

This course introduces students to a well-rounded approach to computer literacy that includes: Introduction to computers, The
Internet and World Wide Web, The Components of the System Unit, Boolean Algebra & Logic Gates, Flowcharts,
Algorithm, Pseudo code, software engineering, Communications and Networks, Programming Languages and Program
Development and Artificial Intelligence.

AcWorld Wide Web  dxalladl AS0El) g i i) 5 o guslal) ‘_‘,A Ladia rJedii Cua Ay gulal) daLE0) ‘55 ALl 5 ALald dungiay Aulhall (glusell 128 (o yay

SV ALyl (@bl alls ¢ Flowcharts cidakhall PP eu.as)l\ kil axa’l sBoolean Algebra BN PRTEPWIEN! eUa.\l\ saa g b S
,ch\LuaY\ <\SAll ‘C.A\)gl‘ a skl g daa ) Calad g eculadll g VLAY g ccibina il dwxia g «Pseudo Code

1(\?e6t(:302:)1(1311?;ndamentals of Data Communication and il g L) Jul 5 15 e
Credit Hours: 3 3:balinall cile L)
Prerequisite: 0603100 0603100 = lusd) cullaial)

This course provides a comprehensive introduction to computer networking principles and architecture. It covers fundamental
concepts such as network types, components, transmission media, and reference models (OSI and TCP/IP). Students gain
practical experience through labs involving Ethernet cabling, MAC addressing, and switch configuration. The course
examines key networking layers—Data Link, Internet, and Transport—focusing on IP addressing, frame structures, ports, and
core protocols including ARP, DHCP, DNS, FTP, HTTP, and email systems. Using tools like Cisco Packet Tracer, students
develop skills in network design, analysis, and troubleshooting, preparing them for advanced study and professional roles in
networking.
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