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Third: University Requirements (27 Credit Hours):

A. Obligatory (21 Credit Hours):

¢ LS Baaina 45 Lu (27) Aralad) cilllaie G5

(Gela 21) k)

pladll gs
ol Ay . . " - - .
claada g-'Jj;:“ ‘@)‘M Gilwa Course Name e | s B Ao Balal) awa Balall a8,
(e
Jals (A5 A Introduction to Islamic Creed 0 1 1 Sl 3a@all N Jaadll | 1504100
Jals gl Benevolence 0 1 1 ey | 1504101
Jals g st Quran and its Recitation 0 1 1 A5y S A | 1504102
Jals g st S:Sg;e)iphy of the Prophet (an Analytical 0 3 3 Al Al 3 223 gl 3 i) 1504103
Jals (A g Asl) 1504096
3 Arabic (1) 0 3 3 (1) &l 430 | 1504104
1504097
Jals (A g Asl) 1504098
3 English (1) 0 | 3 3 (1) &dasy 4300 | 1504105
1504099
Jals 39 sl Military Sciences 0 3 3 4GSl gl | 1504106
Jals g National Education 0 3 3 Lib i | 1504107
Jals g Al Entrepreneurship and Innovation 0 3 3 DS el | 1504123

B. Elective Requirements (6 C.H) to be chosen from

tow groups of the following three groups:
1. Domain of Human & Islamic Sciences

ALY EDEN e ganall ¢ (e gara o GRS (clelu 6) LAY o

Sl 5 i) pslal) Jina 1

pladl) Je&
ciliada ga‘;ﬁ‘\a‘é)uu Chibaa Course Name e | o | A 33Lal) anil 33Lall A
(da
dals (g Rl Scientific Miracles in Quran & Sunnah 0 3 3 Rl A & bl SlaeY) | 1504110
Jals (A g Al Life Skills 0 3 3 dgball Gl | 1504142
Jals g Sl Foundations of Islamic Education 0 3 3 LY Ay Al Jeal | 1504115
Jals (A sl Contemporary Issues 0 3 3 b palaa ULl | 1504122
2. Domain of Social & Economic Sciences: Ayl s laia¥) aglall Jlaa , 2
Jals (ARl Law in our Life 0 3 3 Lila & ol | 1504117
Jals (g S Family and Social System 0 3 3 ainall g3l W3 | 1504124
Jals (gl Civilization of Islam 0 3 3 Y3 b | 1504126
Jals (gl Leadership and Social Responsibility 0 3 3 Al Al g pudll s 5l | 1504144
3. Domain of Sciences &Technology & Health sAaal) g L gl 9iSill g gladl Jlaa,
Jals A A Digital Culture 03] 3 Lad Nl AAE | 1505151
JalS g Al Development and Environment 0|3 3 Al 4l | 1505152
4l (g Al Health and Nutrition 03] 3 sl dsall | 1505132
Jals (s Sports in our life 0| 3 3 lis il ) | 1504135
Fourth: College Requirements (21)C.H follows: iy LaS Baaina dsbu(21) sAaiSh cililaia slayl
cilliadle | abdl Jo&
c;-"‘;;:;‘e“zah Gilap Course Name AP IPR -] PV X 5L Al
(das
Al Differentiation and Integration Jalsill y Juliill | 1505135
) 1505135 | | jnear Algebra =l sl | 1505136
Toe Computer Skills (1) (1) wsulall o jlge | 1505137
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) 1505137 | programming Fundamentals 2 3 Al clauld | 0602110
Hplas Information Technology Fundamentals 3 | 3 | clskdladaabuld | 0603100
s | 0603100 | Fundamental of Data Communicationand | o | 3 | 3 Sl Jd i (s3ke | 0603201

7 Networking )
& gy A@ll 2SN | 0604205

1505137 | Technical Writing, Communication Skills, e .

s . 0| 3 3 Ganll callad 5 JIlasy)

- 1504105 | and Scientific research methods oalall
120 21 g sl

Fifth: Department Requirements(81)C.H as follows:

1l LaS Badinag Ao lu(81) pawadil) cilihia

A ES

A. Obligatory (66 C.H): :Baiaa Al (66) 4 baY)
clBaada aladl) g2
Ay i
(e Gila Course Name Ghes | B | A Salal) ol Salall ol
9 RSl
(G
shlas 0603100 | Digital Logic Design 0 3 3 il shid) manss | 0602120
delu(1)
o u:;f e 0602110 | Object Oriented Programming 41 | 3 | 4 Sl Aga sall Al | 0602211
%
1+1)
Alas 1505136 | Discrete Mathematics dabafiall Clazli )l | 0602200
0602200 }
bl )
Toe 0602211 Data Structure 0 3 3 Ll S 5 | 0602201
Toe 0603340 | Network Protocols 0 3 3 SN Y S g 0603341
T 0602120 | Computer Design and Organization 0 3 3 NEPENPU-L PRI 0602221
e 0603341 | Network Programming 0 3 3 il s | 0603440
e 0602201 | Selected Programming Language 0 3 3 5l das paxd | 0602312
Tk 0602201 | Algorithms 0 3 3 e 5 ) sall 0602302
0602201 . -
(Y sl Ak
) 0602221 Operating System 0 3 3 Jeiiill ol | 0602322
Bl
iclu 90 ) o
Al + Saciad Practical Training 0 3 3 el sl 0603450
anill 48] 5o
Pl
el 90 ) )
e 4 3adind Graduation Project 0 3 3 zoAll ¢ 5 ie | 0603451
anadll 4381 50
e 0603201 | Computer Networks 1+1 | 3 4 Csalall GlSs | 0603340
T 0603340 | Operating System / Linux 0 3 3 oSl / dadi s | 0603320
o 0603340 | Information Security 0 3 3 ilaslaall ol | 0605220
e 0603341 | Networks Security 1 2 3 il el | 0603443
Tode 0603341 | Network Administration 0 3 3 clsaill s | 0603444
Tode 0602211 | Visual Programming 0 3 3 iyl daa il | 0602313
0604331 — . . .
Cai iy il
T 0602313 Web Application Programming 0 3 3 ) cilinks daa sy | 0604313
e 0602201 | pata Base 1+1 | 3 4 clild el g | 0604331
sAlas 0603340 | Wireless Computer Networks 0 3 3 LA o sulall CiSes | 0603345
4 | 62 | 66 £ saxal
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B. Elective Requirements (9 C.H): sadine cilelu(9) &LEAY) .
claada aladl) g2
«Alay) )
et GRla Course Name Gl | ool | Ao Balall ol Balall a8
9 RSl
(4
Toe 0603443 Network quitoring and 0 3 3 L 53 5 Sul) 48) 5 0603448
Documentation
Tade 0604331 —_— TR 0603346
0603340 Distributed systems 0 3 3 4e 5al >
rade &) Zad) i€l &3 e e . 0603445
& ;ﬂ;\-ﬂ\};\ Special Topics in Computer 0 3 3 S (G Aals e s s
“ielgo | Networks A pulad)
Towe 0604313 Mobile an(_i Wireless Devices 0 3 3 AL 5 A08ial) 3 jeaY) dae p 0603446
Programming
Toe 0603443 | Ethical Hacking 0 3 3 SRV LY | 0605435
Zade 0602201 | Artificial Intelligence 0 3 3 bkl o83 | 0602433
Tee 0602110 | Software Engineering Fundamental 0 3 3 Gl ) duxia bl | 0604240
C. Requirements (6 C.H): Supplementary 1dadina ClS L (6) Bailwall
claada aladl) g2
«Al2y) )
et (il Course Name s B am Salal) ol dalall 8
9 RSl
(S
Al 1505136 | Numerical Analysis 0 | 3| 3 @l il 11505138
Al 1505135 | probability and statistics 0 |3 3 sbaa¥ls VLAY | 1505139

Aaalad) & Aol o A (o (e Bala (o) JLd) quldal) (lSaly ) Baaina el 3 adl gy alldal) Wy Uiy 5 s Baba sl
(kg B s Y O o

Page 5 of 17



https://www.khanacademy.org/math/probability

allad) iadla) a glall daals
The World Islamic Sciences and Education University

(W.LS.E)
CilSudd) g il glaall aldi 8 (g1 3 oISl greall jud A3al jia) ddadl)
A A
AGN Juadl Js¥ Juadll
P dalall ?u‘ Balall ?3‘) P Balall ?u\ Balall @gJ
Linear Algebra 3 B> | 1505136 | Differentiation and integration | 3 Jalsill 5 Jusalall | 1505135
Programming Basics 3 el bl | 0602110 | Computer Skills (1) 3 (1) wsulall & jlea | 1505137
Technical Writing, 3 < lea s Al AN | 0604205 | Information Technology Lo 51555 il 0603100
Communication Skills, and Gl bl 5 Juaryl Fundamentals 3 “' au;u\
Scientific research methods (salall
- - 3 sbaal sc¥laa¥l | 1505139 soka)) Aaals llaia
Probability and statistics 3 A ) (k)
(Baday
] ‘Bbm‘?waj Lia)) dxala allaia
Digital Logic Design 3 o ’ 0602120 3 gl Rl Loy
() o
3 EBEN) REPENI )
(o) sl
18 g saxall 15 £ sanall
L8 Zaud)
LY Juadl) Js¥) Juadl
pu dalall @u‘ Balall eﬁ‘) A Balall ?u\ Balall ?gJ
bl as) g . .
Data Structures 3 #==2 0602201 | Discrete Mathematics 3 axkaiall Clpaly )l | 0602200
a1l Julail Computer Design &
Numerical Analysis 3 ¢ 1505138 Orgarr)lization 9 3 | coulall plaiiy e | 0602221
. . FRYWF | i i i F | & |
Visual Programming 3 ol A 0602313 Object Oriented Programming 4 fensed tﬁtﬁu 0602211
. . Fundamental of Data UL Jad 5 e salaa
laa)) daals callaie
3 | ¢ ) “‘E st d communication and 3 alsalls| 0603201
GO Networking
3 @obal) s llaia 3 @oba)) dads llaia
(gl (5]
3 @) daals allaia
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Web Application 3 #ET2|0604313 | Computer Networks 4 Gsdall ciSad | 0603340
Programming i Y
Operating System / Linux | 3 oSul/dais alas | 0603320 | Algorithms 3 <heilal | 0602302
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Wireless Computer 3 P, | 0603345 | Data Base 4 cishels | 0604331
Networks -
Network Protocols 3 il e S5, 2| 0603341 | Operating System 3 sl ol | 0602322
. . . $oba)) daals allaia
Information Security 3 Clasladll ol | 0605220 3| Laal
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Practical Training 3 Sl el | 0603450 Selected Programming 3 5 Jiie e e il 0602312
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(0602120) Digital Logic Design B (ghaial) aranal

Credit Hours: 3 328 adiaal) cile Lud)

0603100 :(G:leal) callaial)

Prerequisite: 0603100

Number systems, binary codes, Boolean algebra and logic gates. Simplification of Boolean functions. Combinational
logic: Adders, subtractors, code converters, comparators, encoders, decoders, multiplexers and ROMs. Sequential
logic: Flip-Flops, Registers, Counters, and RAM.

cC'_I\‘)s_uﬂ\ Jgnd a‘).a\dsc‘)ﬂ\ 5l ec.q;.“ 3 Gx:u\;ﬂ\ éL.\A]\ LAl J) gall Javet dsslaiall cull gl g L;—"L""“ sl LAl Gl Hadll aall PN
A dall 3 HSIAN echlalaad) e Sanall) eciaUail) ;2 Gl shaial) Jadd 3e) 30 5 jSI3 5 LAY 3 iy ¢yl ol 3 iy ¢ 5l B yila ead Hldall 3 il

(0602211) Object Oriented Programming

UL dga gall dava 3l

Credit Hours: 4(3+1)

(1+3)4:5 a0l e blud)

Prerequisite: 0602110

0602110 :3besl) ullalial)

The basic concepts and techniques of object-oriented programming (OOP) using a popular OOP language (e.g. JAVA).
Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes.

The Object Oriented Programming —LAB : implement the following subjects using java programing language
(Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes).
Jaeatl 5 el el 5 ¢ yadall s Al s (KU el 5 cilandl ceLad¥) g ) o) lila Jio 4ad alasinly IS dae yy il g L) aalial)
Al g1 Y1) 5l 5 asall s o151 S alaain) 5 eJubutll (gl 5 (JIEY) 2ax 5 30 )

Lilal e Aasinlly 0 aaliall e -clbLSU A gall Al yside
(Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes).

(0602200) Discrete Mathematics dakaiiial) cilpialy )

Credit Hours: 3 3baalinal) el

1505136 : Gibd) cullaial)

Prerequisite: 1505136

Sets, set operations, relations, and functions. Propositional and predicate calculus, propositions, truth tables,
tautologies, fallacies and quantifiers. Induction and recursion. Counting techniques: Permutations, combinations, and
counting finite sets. Graph theory: paths connected and weighted graphs, matrix representation, spanning trees and
traversing graphs and trees.

Ak At e geadl s (sl (bl saed) ol aal il LI el il ambo) s G gl il g
A yadl) ilaliall  cilalai all ALLEN 8 5 5l chiand) L) el siomall JiiaS i 5 5 sall s Aot siall ciUaliall ) Jlasall silalall

(0603340) Computer Networks G gudal) el

Credit Hours: 4(3+1)

(143)4:3ainal) s L)

Prerequisite: 0603201

0603201 :sbeal) ullalial)
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Details of protocols and technologies of both LANs and WANS, with emphasis on LAN related protocols. OSI and
TCP/IP stacks, LAN technologies, IP address (classful and classless), subnetting , supernetting, delivery and
forwarding of IP packets, NAT technology, ARP and RARP protocols.

The Computer Networks —LAB: Cabling, design and installation of LAN Networks, switch and router configuration,
NAT configuration, VLAN configuration, and static and dynamic routing configuration.

supernetting, the delivery and forwarding of IP packets, NAT <lSuill Aduda & jlens ¢ A pulaldl I apenai A Al aaaliall
technology, ARP and RARP protocols

alad) Glll @lilae) NAT Glalael caudal s g5l Jlea dlac) didaall KA jgads aeal (Julll slae b pulall GlK0S ik
iall 5 il 4 i) Clalael s VL AN Ascal Y

(0602322 ) Operating Systems

R

Credit Hours: 3

38l cilelud)

Prerequisite: 0603341

06033412 Gibusd) cathaiall

Principles of operating systems. A historical perspective of how operating systems evolved, processes and threads,
CPU scheduling, inter-process communication and synchronization, deadlock handling, memory paging and
segmentation, virtual memory management, disk organization and scheduling.

S pall Aalladl) san g Algan s cdy 4aaidl) Al uml pally A 55 ) Clleally Qi Ralil gkt K] A5 i il i sobie
o Al A yan g aliy A Y15 SI 5 12 8101 i g 3 e sall o Jalal clgial 55 lianl) (s YLy

(0602201) Data Structures

il o)

Credit Hours: 3

3:ddainal) cilelud)

Prerequisite: 0602200 &0602211

0602211& 0602200 :3:besl) culkaial)

Data types and structures, abstract data types and encapsulation, stacks, queues, recursion, linked list types, binary
trees, sorting algorithms, for example exchange sort, bubble sort, merge sort, insertion sort, quick sort, etc. Searching
Algorithms such as linear and binary search.

Gyl A s Ayl il 2@l ) il () Sl pela sy ¢l shall ccile S clilall Cadas 5 33 0l clilall ¢ i bl Sl i ¢l 5l
glaﬂ\ Gl JUA) dgaaéc ey Sl Sl j 54 C’“ s@)ud\ i il sd&d}“ @iy ‘C.Aﬂ\ i i el iy edalall i JE) d:uu‘;c ¢ yill
P Caalil (udusill)

(0602302) Algorithms

il sl

Credit Hours: 3

3:baaizall cils Ll

Prerequisite: 0602201

0602201 :sbeal) llalial)

Algorithms, Mathematical induction, classifying functions. Computational complexity of algorithms. Searching and
sorting algorithms. Algorithms analysis and design techniques: Divide and conquer greedy methods. Trees and graphs.
Hashing algorithms. Combinatorial algorithms. P/NP problems.

¢ plasall 28 jal) 1 lia ) ) A asanal g Jalat G et Al g aaall ilia ) ) & eilsa ) ) Al 2l A ja (b o J gall Cabial ¢ ol I ol jERaY el ) ) Al
Sallallall e g Jall Alisl bl (sl gill calae )y sl ¢ e yill cilaa )yl &y jaudll cidaladall g cilaladlall cagdll (3 kall

(0602312) Selected Programming Language

B ida daa y; dad

Credit Hours: 3

3:baalinall cileld)

Prerequisite: 0602201

0602201 :(g:lead) cullaiall
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Teaching a programming language which is not taught in the curriculum and it is chosen by the lecturer.

) jalaa 325k oo U JLEA) w5 dand ol galiall (B ey o) Aaa 48] e

(0602221 )Computer Design and Organization

Qguilal) addiil g aranal

Credit Hours: 3

3:ddalinal) cilelud)

Prerequisite: 0602120

0602120 :3beal) ullalial)

Numbers representation. Organization concepts of Von Neumann machines. Instructions set and assembly language.

Addressing modes. CPU structure and function. 1/0 systems. Internal and external memory organization. Interrupt

handling.

dﬁ.}}” Aokl Ao S yall Aalladl) B2 caillagy QS yi G gial) d)l‘ Arpaatll Aalll g Gl ¥l de gane (Olagti Osd il s ﬁlaﬁ e.\h\AA calacY) e
Aadliall A s Jlal 5 AdaIA1 5 HSIAN aukii 21 HAY) 5

(0602313 )Visual Programming A gal) daa palf

Credit Hours: 3 3:daadinal) cileludl

Prerequisite: 0602211 0602211 :(Gbad! qullaial)

This course concerns about designing and developing a Graphical User Interface (GUI) applications. Besides, this
course enrichs the developed applications with available facilities in Java2D, which are Graphics, Event Handling,
Exception Handling and Files 1/O. Finally, this course prepares the students to connect GUI program with Java DB.

Aalial) 385all ) shaall liudadl) lall 138 (55 ¢ @l Cila () L(GUI) B gua M) padinaall Aganl 5 ke skt 5 panaly Foosall 130 3l
Lol aaaay s GOl Glusall 138 Seag ¢ 15aT cldlall 1 A) / Jlaal s Cleliny) dallaa s Cilaa¥) dxllaa s Slasu )l a5 < Java2D
Java DB = 4 g )l aadiusall dgal 5 gali

(0604313 ) Web Application Programming A clinai daa g

Credit Hours: 3 3 baainal) cilelad)

0602313 & 0604331 : Gl cullaial)

Prerequisite: 0604331 & 0602313

Web page design, development and design of dynamic web pages. The design uses HTML and CSS to create structure

and appearance for client side. Also, basic JavaScript to create a dynamic behavior on web sites. In addition, advanced

topics such as server side using JAVA Server Page (JSP) with special focus on using the JSTL. Finally, it covers

Session Management and JDBC.

Bls il ) ALYl Jreall Qils (0 Jedaa s Aah eLISY 28 5alICSS SHTML (e OS5l (e ASaaliall gl Cladia araaiy yy glad

ol JSTL st e ala IS5 58 5300 aJAVA Server Page (JSP) el & cusll adl e o (Saalinn o gl oLisY S
. QW\BJ\J}@S:\BJ’A

(0604331) Data Base Gl ) 68

Credit Hours: 4 (3+1) 3:baalinal cilebud)

Prerequisite: 0602201 0602201 :(Gbed) cullaial)

The main objective of this course is to provide students with the basic knowledge of database systems types, database
management, and database theoretical foundations. It covers a range of topics including: database systems concepts,
database (DB) modelling using the entity relationship (ER) model and the Enhanced-ER model, query and Data
Manipulation Language (DML) using Structured Query Language (SQL). The student will learn how to build a
database system using Data Definition Language (DDL), and DML. Also the students should perform the
normalization process of relations using different normal forms.
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The Database-LAB shows how to get started and helps understand the SQL language from the ground up: Query
language (SQL), and procedural language-SQL (PL/SQL), Database structures, storing, retrieving, and manipulating
data in relational databases.

bl ae ) 681 &y il e 5 ecililall ae ) 85 1) 5 eclilad) ae 8 dadail o) 5 danlu) 48 jaally (Ol a5 55 o8 GBlasall 138 (ga uri I Cangll
UL A8e 73 gad phidiuly (DB) bl sacld Aadaiy ¢ clilall 2l 48 PN panlia selld 8 Loy Do gaimgall (o Ao gana Blosall 138 aiy
Gloadl 138 (8 ClUall alatiin (SQL) 2adSuel) a3ain¥) Aal aladiuly (DML) Skl Aalles A3l 2MaiuY) 5 « Enhanced-ER ziseis (ER)
il alasiuly il ki ddas ¢ ja) Ol e any S (DML) 5 (DDL) <obibad) Cay s Aad alasialy cilily sacld alai iy 44 Liay

..dhul 13 .."\’-UL..

SQL (PL/ ) &8aY) &l s « (SQL) pdhaiua) 44 1ol Y ) (e A3l pgd o sl s SQL 4k el 4 7 58 clilal) el yide
Al ULl 2 58 Lgtiadlaa s ¢ Lgialaian) 5 bl 0 533 5 ¢ ULl 52218 JSUa 5 « SQL

(0603443) Networks Security A& ¢yal
Credit Hours: 3 3:baaiaall cilelud)
Prerequisite: 0605220 & 0603341 0603341 & 0605220 : (Ll callaial)

Details of network security attacks and countermeasures. Topics include packet sniffing, packet spoofing, port
scanning, vulnerability scanning, attack and vulnerability databases, password cracking, denial of service attacks,
session hijacking, network viruses, IDS, VPN, NAT, firewalls and security tools.

Al cddlial) o Ge‘}AM Jlatiil g CadS Cile gia g Al Al 3aliaall yuladl) 5 CulSaEl e Glaagdl (ais Gk &\_54\ oo Jualds
el UA\ uj FORERNOA|] Q\jﬁ]\j dgleall Gl o ASEl o) sie daa y ddaaldld) dpan Gl ClSadl (Jluall (ads

( 0603345 ) Wireless Computer Networks ALl gulal) el
Credit Hours: 3 3sbaainall cilelud)
Prerequisite: 0603340 0603340 :Glad) calhaial)

This course deals with the principles, technologies, protocols and standards of wireless RF communication, with
emphasis on wireless LAN and WAN. Topics include : Satellite Communication, Cellular Wireless Networks, Ad-Hoc
versus structured networks, Bluetooth and IEEE 802.15 and Wifi networks, IEEE 802.11/b,g,n standard, broadband
wireless networks, IP Mobile networks, Wimax, GSM, GPRS, UMTS,4th , and 5th generation mobile networks,
sensor network, LiFi, and Internet of things (10T) networks.

Jai Aaasl gl Sl 5 LCLOU daall i€l e 58 5 g ¢ LKL cVLaiV) ulaas <Y S 55 5 ity sale el 138 sl
IEEE 5 GLoY) ol clSudy ¢ el cludll Jilia aleaiiall cilSuill s ¢ 4y slal) AL il 5 ¢ 4l cVlatyl Cile sia sall
5«GSM s Wimax s «IP Mobile <\Sudy ¢ GUaill dimy je ASLL SN 5 (JEEE 802.11 /b sn 5¢g 5« <Wifi 5802.15

et Y1 i i) S 5 ot puiall ASISLTFT, 5 ¢ bl Aad 5 ¢ J panall CilSad s dualall s ¢l ) Jiad) Sl 5 (UMTS 5 «GPRS

(0603320 ) Operating System / Linux Sl / Jieds ala
Credit Hours: 3 3:bdalinal) cile Ll
Prerequisite: 0603340 0603340 :Glwd) qallaial)

Cover fundamental network administration and system management using Linux (ubuntu) operating system. Topics to
be covered include: shell programming, accessing and configuring basic network services, managing directory
services, and using network management softwares on Linux operating system platforms. Students should be able to
apply system administrator skills in developing a network management strategy from installation, configuration and
administration of Linux Operating Systems.

) ey A il pal) Jadiys L (LiNUX (UbUNU st U alaiy 2Ll 55130 Fandl ) A0 5 la) ) jlgn i 1) (sl 12 gy

Page 11 of 17




2024/1/31 ¢l (2024/4) a8, dwlal) b 335411 (2024/4/15) a2 s)rad) (ulaa ) B (355

Lallad) A3adlay) o slal) daala
The World Islamic Sciences and Education University
(W.L.S.E)

d}}um G I\ P d...uﬁ ¢ Linuxm (:LE..I LA‘; il 3l GA“)..I e\.\&:\u\ sdahj\ Gladd 3l A_HLJ‘J\ AE claad ug)SJJ d)mjﬂ < shell
LLinux pUai 3] 5 calae Y15 el (o o il AK0EN 5 1Y daadl jiul puia g A 2Uadl)

(0603341) Network Protocols

S oY oS 9 g 0

Credit Hours: 3

3:baaizall cils Ll

Prerequisite: 0603340

0603340 ::leal) ullalial)

Provide a detailed understanding of essential Internet protocols. Topics to be covered include: ARP, IPv4,1Pv6, ICMP,
IGMP, routing protocols such as RIP, OSPF and BGP, multicasting and multicast routing protocols such as DVMRP,
MOSPF and PIM, application protocols such as DNS, DHCP, FTP and HTTP.

IGMP <ICMP <IPV6 <IPv4 (ARP :Jadi (el Leahaay Al ganial sall Apnslis) <o i) ¥ S 55yl Jomia pgh i ) (Slusall 128 Cangy
‘MOSPF (DVMRP :Jic 4xa sill aaxiall Gl 5 aaxiall Jl y¥) &Y S 555 505 <BGP «OSPF ¢(RIP Jie s sill &Y K55 5 «TCP <UDP
HTTP «FTP «<DHCP «DNSJis :ciliskilly dalll ¥ S 5 il s PIM

(0603440) Network Programming [LA(R PO
Credit Hours: 3 3:baaiaall cilelud)

0603341 :ileal) ullaial)

Prerequisite: 0603341

This course provides various aspects of computer network programming. covered topics are input and output stream,
multithreaded, TCP/IP addressing, URL parsing, URL encoding, socket programming in both the TCP and UDP
domains, the client/server programming model and multicasting programming.

«(multithreaded) aleal) 3332 ¢ il il 5 cAD (303 & Slaiall Cle g gall | pulall GISLS Raa jo A Adlide il sa Blosall 138 238
820 Aaa yall g 2AY [ Jaeall A5 0 z3 g8 « UDP 5 TCP <liUail socket 4awn « URL s « URL cpstie Jdai« TCP/ IP &igic
.(multicasting)<

(0603444) Network Administration ) 5 )

Credit Hours: 3 3+ Baalinal) cile Lad)

Prerequisite: 0603341 0603341 Gl cathaial)

Provide some exposure about the topics in network administration and management duties as network
administrators/managers. Topics to be covered include host management, infrastructure components, users
management, Simple Network Management Protocol (SNMP), Management Information Base (MIB), remote
monitoring, desktop management, web based management and network security management.

cCapcaall 3 la) s dads (Bluall Lepdany L;J\ @@\}A\ peibalg il G R Al 5 ) @ dalaidll @...'a\}aﬂ ARy pyad ) Bl 138 Caagy
Sia Y S 6 gl Giam ¢eddiiall B la) cdgiall Al ¢l Sa; (SNMP) }(MlB) i iyl ASad Bl g il C_L.m 3] cany je A8 all ¢
Kl al 3035

(0605220) Information Security ila glral) ¢pal

Credit Hours: 3 R PN REATSIA(]

Prerequisite: 0603340 0603340 :(G:ludl llaial)

Introduction to vulnerability analysis and exploitation techniques. Topics include common attacking techniques such as
virus, trojan, worms and memory exploits; intrusion detection, Security Information Event Managers (SIEM), and legal
and ethical issues in computer security. An overview to modern cryptography types such as (symmetric, Asymmetric),
traditional cryptography and cryptoanalysis. This includes algorithms such as hash functions, RSA, Diffie-Hellman,
El-Gamal, elliptic curve and AES algorithms. Also, an introduction to number theory, pseudo-random number
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generator, message Authentication, basic Protocols and public and private key schemes.

¢ 5SIA JMaiasl 5 ¢ laally ¢ 8215k Aiaanly ¢ il g il Jia Lailill o sagl) il Cile gum pall Jadi IO i 5 ) adl) Jilat) Aadie
Dbl e 5 plaliiall paill Jie delsil s Cpaall il 4 ki e 335 i saeSl) Gal (8 AENAY) 5 4 &) Wil « (SIEM) ¢ Jlasil) (oS
Al eaala¥) sl daall dpa ) a el a0 Aae )l 58 (RSA A jadll Jls eyl sa Jadiy il Jilat g gadadll el

oalal) g alall i) cillakadia g pudlll dduY) Y S 53 sall 5 Sl ) ABalian 5 400 giiall 4 a8 ,Y1 A 53 g Sac ) Ayl desia s AES

(0602433) Artificial Intelligence Stk s13)

Credit Hours: 3 328 adiaal) cileLad)

Prerequisite: 0602201 0602201 :(dbed) cullaial)

Basic concepts of Artificial Intelligence. Fields of research and application. Structures for state space search.

Knowledge representation and logic. Propositional and Predicate calculus. Strategies for state space search. Heuristic

search. Control and implementation of state space search. Production systems.Languages for Al. Programming in

Prolog.

L @l g gl Y shaiall cilaiall il il 38 jeall Jiiad ccaVall eliad 5 Jilsall Jiad il g oLl oS3 Cilanl cillae ¢ e lilaall ¢lSH) ¢ 5ol
25 Ay Ayl e lilaal) oS il i) adaill anll 3yl A g ool )Y Canl VAl L 8 Candl) (3 )k

( 0603346 ) Distributed systems Ac j gall AalaiN)
Credit Hours: 3 3:Baainal) cile Lud)

Prerequisite: 0604331& 0603340 0603340 &0604331 :d:lesl) culhaial)

This course provides various aspects of Distributed system. covered topics are: communication in distributed systems;
layered protocols; synchronous vs. asynchronous communication mechanisms; client-server model vs. peer-to-peer
model; Remote Method Invocation (RMI) and Common Object Request Broker Architecture (CORBA); group
communication, processes vs. threads, physical vs. logical clocks, Lamport clocks, distributed mutual exclusion,
election algorithms and distributed transactions.

Juai¥) ol i <3 Y S 55 5 A ) sal) ekl 8 JLail) ;o slarall Cile s sall Ao ) sall Aadail) (e ddlide (il g GBlusall 138 a0
A8 il lESY T s A s (RMI) ) o sboll) eleiad ¢ pdas U pdas o3 a3 Qi Jsenl) pdla s ¢ Gl Jiadl e Jilie (el el
Jabgiall alagin¥) ¢ Lamport Gleb ¢ ddlaiadl clebad) Jlie bl Glelull ¢ b gpdll Jilie Gldeall ¢ de sanal @Yl ¢(CORBA)

e ) gall bl 5 SRS Cilae j ) 53 ¢ & ) sall

(0603445)Special Topics in Computer Networks A gulal) ) B Aol cile gula ga

Credit Hours: 3 3 b aalinal) el

Prerequisite:dstu 60 (& gladll 5) awdl) 48 50 Aol 60 (b Tladl) ) paadl) 481 ga 3 Gibuad) cllaial)

A topic in computer networks will be selected by faculty member. The selected course should not be one of the courses
given by the department. The course selection is based on the department committee approval.

A gy pnl Lga lay 1 el AalS Lghaiati il ClBlaall ain 5 o] L gl ClSud e guin g a5 Glaall 18 8 4
ol e

(0603446 ) Mobile and Wireless Devices Programming

A<l g ATRTLaY) 5 jgaY! Aaa s

Credit Hours: 3

3ebadinal) cile Ludl

Prerequisite: 0604313

0604313 :sleal) ullalial)

This course provides various aspects of programming applications for Mobile and Wireless Devices that run using
Android operating system. Covered topics are: designing activity interfaces, interacting with components, View using
various layouts, and communicating between activities using Intent, database applications using sqlite and maps using
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GoogleMap and MapFragmen.

el (o Blaiall Gile i gall Android Juedidll sl aladiily Jead ) AL 5 Alatial) 3 5l daa yll b Adlida il g (Bluall 128 a3
Gkl 2ol @ Gt Intent aladiul i) G Jeal ill g ¢ Adline Uaydads Pty (m gally ¢ il Kall e Jeldll g ¢ Lalaill Sleal
.MapFragmen s GoogleMap alasiuly 2l Al 5 ¢ sglite aladiuly

(0605435) Ethical Hacking ADARY (3 Ay
Credit Hours: 3 328 adiaal) cile Lud)
Prerequisite: 0603443 0603443 :G:lad) ullaial)

Ethical hacking and penetration testing techniques. This includes learning techniques and tools used by hackers and
systematically investigates a computer network for possible vulnerabilities. Scan, test, hack and secure target systems.
In addition, the Five Phases of Ethical Hacking (Reconnaissance, Gaining Access, Enumeration, Maintaining Access,
and covering your tracks). Moreover, the tools used by Ethical Hackers to examine the security of a device or network.

u;u\a]\mw@@_mdﬁudsﬂ\mﬁ U)M‘ L@.AM@\ u\jayb uLuAJ\ ‘dhfu.a.u_u; ‘;A\}” d\)";y‘} Q\PY\ J\_u;\ u\.\m
3 &).La;uy‘ &u"}’db 3 MA)AY\ 4.\.;4)5“ u..m;.“ LJA‘JA” ‘_A\ ‘U\.a.ayb Mw‘ MY\ u.mLi} d\).\;\ 3 JL\.\;\ ¢ Towa w\ u\J’_ﬂ\
ua;slujﬁ)ay‘u)ﬂuud\l.@amqmu\jdy‘sdh‘_,,isaj)u: dgmhj\u\)hud\mbuj‘d}m}ﬂécb\sﬂbeA‘Aﬂ\}‘é;\d_’m_ﬂ\_’

A 5l e ol
(0604240) Software Engineering Fundamental Ciliaa ) dwdis bl
Credit Hours: 3 3:daainal) cileladf
Prerequisite:0602110 0602110 :(G:bed) qullaial)

This course introduces the goals, concepts, principles, methods, paradigms and tools of SE . In addition, this course
describes the process models, planning &effort estimation, team organization, object-oriented analysis and design,
testing techniques, quality metrics, quality assurance, software configuration on management, case studies of software
project.

Ll clleall 3l jiall 138 Cacay ¢ @lld ) Alall | Cilia ol din 8l ol 5 z3lai g cullal 5 25alia s anlia 5 Calaal (Glosall 13a 238

2..,.\):} ¢ AL\\,);.AJ.J\ 5l 33 gall Jlaca 83 gall (uulia cu\:n..e).zﬂ Dbyl Gl ¢Sl 4 gall HMM} Jalal) il (u.}:uﬁ cagall s
Sl ll JLHI.A ez aldld

(0603448) Network Monitoring and Documentation Ll gy ciluddl 48) o
Credit Hours: 3 3:Balinal) cilelad)
Prerequisite: 0603443 0603443: (Galuad) allaiall

A network evaluation both physically and logically to determine proper sensor placement, filter network traffic to
comply with wiretap authority, hide the presence of the monitoring workstation on the network, evaluate captured
traffic for the proper content, configure windows network monitoring AIS (automatic identification system), analyze
and verify gathered data in a windows environment, install and configure software including wireshark, tcpdump,
winpcap, windump.

eLL\Je\MbJ_jJuJASAuM\JAUJjS.: mld\c_\u}la.dl J‘j)A‘\SJA.‘L_\MM\dM‘?.\.\SJ M\&u\ﬂ\m&;;j gl&;\ c@})ﬁ‘}“
wireshark, tcpdump, winpcap, windump. :Jis Slisa s Jana g i ¢ gan g A (A aaad Al ALl (e Gl g Jalas o V) (o pail)

(0603451) Graduation Project AN £ g yda
Credit Hours: 3 3sbaainall cilelud)
Prerequisite: asdl 488 sa + saalias 4ol 90 A gl peidl) A38) ga + Saaind Aol 90 (A o) 1 Glead) llaial)
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A design and programming project is done by the student individually or in a group under the supervision of some
faculty member. Projects involving research and analysis only may be permitted in some cases. Students are required
to submit detailed documentation of their work and pass an oral examination at the end of the module. In some cases, a
written examination may also be scheduled for the student

il N aa ) ol B eline | (any (ol ) CiniAe sana (B 5l (g8 ISy A 4 sk (AT £ 5 pe) A s anai @ 5 ke
O allal GV pany A g aglend Aliade Gl 5 i g g plall 138 IO Gl e llay  Len e o) (Sae, Jidaill g gl e (g ghais )
,Lﬁ}éﬁd\ olaiayl ) ddleayly Gl Oladial audais &b YA any qu FERIRS cBlusal) il «.sJ 23z} R O Hlia) Gl

(0603450) Practical Training haal) qu pail)

Credit Hours: 3 3 b aalinal) el

Prerequisite: awdl 438 ga + Baniad dslu 9() Q,a g i) 438) ga + Baaiad dslu 9() ‘;A ) gl cuthaial)

Field Training in some local or international establishment, whether it be commercial, educational, governmental or
otherwise under the condition that it either produces or employs IT products. Following up the student progress in the
training process, submitting a final report summarizing the results of his/her training.

Clatie p35d § 28 of Dyl @l e g daesSa ety Lolad CulS o s didpal) o el Ciliapall (e i il cupull o
P ol e s el ddee Aol afidalie cloghd) LagdsSAK e ai, Glaglaal)l Ll
) il padly Lilgs 1 5

tagand) Aadl) b gt AsblSally (AR Ll b Lglandy Hsall a1 (Jgan 1 Lall

1daslaY) Alsall

Basaal) daaf,dl ddasd) Aauadl) A, ddasld)
Judniil) Course Name Py 8lal) anl Course Name Bilall a3 | B3Lall A
salall
50 Jyses Digital Logic 0602120 L 1 - 0602131 o )
jﬁ; FERX Design 8l ghidll pes | pigital Logic Design N Ghidl aaas
AN e Object Oriented sl Al Object Oriented dga sall dna )
Chua g ddll Programming 0602211 <l | programming 0602211 RAER|
Bl Jaass Discrete Tkl cstasls o ] _ o
Chn g Al Mathematics 0602200 ekl Slasb )l | Discrete Mathematics 0602220 Axdaltiall Clpualy I
N s Data Structure 0602201 il a5 0602221 il ) 5
Coa g dilal A Data Structure ll sl 5
Computer  Design 0602291 Computer 0602232
i i ot - 4 LA&A e
sabe il and Organization smlall plals mesi | Organization and = u;ﬁ
Avrchitecture )
81 Joaws . el s . 0602322 e
j:,l -y ALl Algorithms 0602302 e A | Algorithms Sl )l Al
3,0 Jpaes Operating System 0602322 Jedall ala st s
jﬁ; e P o = Operating System 0602334 ol alas
3 )11 Jhaws Computer Networks | 0603340 O sulall ClSuE .
iﬁ} Jaaed P - Computer Network 0603310 Csulall Gl
S0 e Wireless Computer | 0603345 H)“N;‘h;uﬁ _ 0603321 R
Caony Jsans Networks -~ Wireless Networks Sl
5 s Network 0603440 S A _ 0603431 s
Gy Jyaas Programming Network Programming SN ey
3aldl anl aws | Information Security | 0605220 il slaall gl Computer Security and 0603350 osnlall el 5 il
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iy Jpaal Encryption
60 s Network Protocols Sl Y S5y 0603371 LGBl N €
ii 5 i 0603341 % | Network Protocols Sl Y S5 5
. Network st 0603444
A s - A Networks ciCatll 5
. . 0603444 CALEN 3 )
oy Jpaal Administration Administration ?
550 Qs Networks Security A (el 0603452 o
ii 5 oo 0603443 Networks Security el Gl
Cada Y Electrpnic Commerce 0603453 wh-ﬂ‘ ol
Security A Ky
Operating System / ) N 0603461 o
330 ddlial Linux 0603320 oSl / dadi ol | Networks Monitoring S AE e
and Certification Leiiisiy
. .. Hasal) oy ail)
Al Jaaas Practical Training 0603450 e Practical Training 0603491 sheadl cy il
a0 Jisas Graduation Project | 0603451 gl ssie Graduation Project 0603495 Z AN & 5 ke
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€ : Web Applicati Clinli A . it 7
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i Jas UL el
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ol Course Name ady | B3 aul Course Name ad, B3Lal) awal
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Art|f|_0|al el LS _
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Al Qi Monitoring and sl A e S FRRNIEPRIN
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Mobile and AR 5 e e ‘
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Fundamental
Al e Numerical Analysis | 1505138 @22l Jdsil | Numerical Analysis 052280 gl Jidail
A Jaaws Probability and 1505139 | elas¥lycylaay Probability and 052281 aYlaay

statistics statistics sbasyl,
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