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Third: University Requirements (27 Credit Hours): il LaS Balina Aol (27) Aralad) cilyllatia (B
A. Obligatory (21 Credit Hours): (B Aol 21) 4 la) |
clBadle Gl Course Name s | B | aum Salal) aud Balall a8
dals Gl Introduction to Islamic Creed 0 1 1 Jaadlay) sadal) ) Jaadl | 1504100
JalS S5 ) Benevolence 0 1 1 Slal) 1504101
JalS S5 ) Quran and Recitation 0 1 1 335 5 o SI T al) 1504102
A i S Biography of thesfur((l)};]))het (an analytical 0 3 3| Addas i s dl | 1504103
lSO4ﬁO96
dals 5 s Arabic Language (1) 0 3 3 (1) dzoadl 4 1504104
1504097
1504‘098
dalS 5 sl B English Language (1) 0 3 3 (1) A alasy) 2al 1504105
1504099
dalS (35 Military Sciences 0 3 3 4 Sl aglal) 1504106
dalS s 5 National Education 0 3 3 dgida gl A 1 1504107
dalS (358 Entrepreneurship and Innovation 0 3 3 BISAY PRI 1504123
B. Elective Requirements (6 C.H) to be chosen from: 10 JUAS (Badina cilelu 6) 4 LEAY) @
1. Domain of Human & Islamic Sciences (3 C.H): (Baalina Clebu 3) Asadll) g Asibeady) o gladl Jlaa 1
clliadta Gl p Course Name e | GBI | A Balall anad Balall a8,
S & aledl Slae )
Jals 35 Sl) Scientific Miracles in Quran & Sunnah | 0 3 3 © L";@‘ ’ 1504110
3
Jals 35 5] Life Skills 0 3 Aglall & el 1504142
dalS i) Principles of Islamic Education 0 3 Ty Ay il J gl 1504115
dalS (35 5Sl) Contemporary Issues 0 3 3 b _pealra Lilcad 1504122
2. Domain of Social & Economic Sciences (3 C.H) 1(B e cilelu 3) Auabaidy) g delaia¥) a glall Jlaa 2
ciliadla Gl p Course Name s | B | A Balal) asl Balal) o
JalS 5 Sl Law in our Life 0 3 3 Lila & ol 1504117
JalS i Y Family and Community System 0 3 3 il 55 ) alkas 1504124
dalS i) Civilization of Islam 0 3 3 Al 5 jucas 1504126
JalS il Leadership and Social Responsibility 0 3 3 dxaiaall A g uall g 30081 | 1504144
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3. Domain of Sciences & Technology & Health (3 C.H) 1(Bdina el 3) dauall g Lia ol giSill g o glall Jlaa .3

cdaadle Gl o Course Name s | ol | A Salall aul Balall 8
dalS 5 ) Digital Culture 0 3 3 Al 1) A58 1505151
S s i) Development and Environment 0 3 3 Aall 5 dpasill 1505152
Jals s ) Nutrition & Health 0 3 3 Ll 5 Aaall 1505132
dalS 5 ) Sports in our life 0 3 3 Lilba 8 duzly )l 1504135
Fourth: College Requirements (18 C.H): ¢ by LaS Bading Aol (18) :ApSl cililhaia slal
cliadla G Course Name e | gl | am Bakal) aca) Balall b
Tk Computer Skills (1) 0 3 3 *(1) el @l jlea 1505137
- L sl 535 bl
T Information Technology Fundamentals 0 3 3 e slacdl 0603100
o 1505137 Programming Fundamentals 0 3 3 i ) Gl | 0602110
oy 0602110 Software Engineering Fundamentals 0 3 3 kbl Aunia clbwlal | 0604240
Fundamentals of Data Communication bl Jud 5 153be
< als N
JalS alas | 0603100 and Networking 0 3 3 el 0603201
0603100 Technical Writing and Specialized Glll @l jlge 5 Al A0l
K ala : .
S Pl 1504105 English Language Skills 0 3 3 dpaiadill 4y jalaiV) 0604206
18 & gaall

.%20 &Js: (Project Based Learning) 4led) g lial) o Lgaud b 3aaiaa Balal) *
.(1 Credit Hour) 322 g 32824 42l Jalai (2 Contact Hours) ides (el JS *

Fifth: Department Requirements (84) C.H as follows:
A. Obligatory (66 C.H):

ol LaS Baaina Aol (84) panaddll cililbia Ll

:3aaina Aol (66) Ay |

cilaasla Sl Course Name e | ol | A BaLal) and 8alall o
e 0603342 Wireless Computer Networks 0 3 3 * Sl Cpulall S | 0603345
o 0602212 Visual Programming 0 3 3 *agi yall Ao il 0602313
) 0603201 Information Security 0 3 3 * Cilaslaall (gl 0605220

Networks and Information Risk Gl Hhalia Jias 0605432
gee 0603443 Analysis 0 3 3 * Slasleall
T 0603443 Ethical hacking 0 3 3 * AR Gl Y 0605435
oy 0603443 Cloud Computing Security 0 3 3 el L sall Gyl 0605339
Introduction to Cybercrimes and s S @l el 8 desia
zex | 0603443 Disital Foronsics 0| 3|3 AT 0605434
0604333 . . % s . .
Tede 0604240 System Analysis and Design 0 3 3 alaill apanat g Jilas 0604334
oy 0603201 Operating System / Linux 0 3 3 oS /s ol 0603320
Tade 0605220 Cryptography Theory 0 3 3 sl & ks 0605332
. 0603342 | Network and Information Security 0 3 3 Al el Y S 555 0605331
& 0605220 Protocols il haall 5
S alas | 0603100 Digital Logic Design 0 3 3 * B Ghidl aveal 0602120
JaS alag | 1505153 Discrete Mathematics 0 3 3 Aadadiall Cilaaly )l 0602200
S alay | 0603342 Networks Security 2 2 3 *AAA (ol 0603443
S alss | 0603342 Network Monitoring and 2 | 2 | 3 | *HeSs,cSlldde | 0603448
- Documentation
JulS alay | 0602110 Object Oriented Programming 2 2 3 FEGULS dga sall aw | 0602212
0602200 . Gl (sl
< ala 2l
S als g 0602212 Data Structure and Algorithms 2 2 3 w4 ila s ) sl 0604201
JlS alas | 0603201 Computer Networks 2 2 3 O gulall DK 0603342
ddS Al 828;;?; Web Applications programming 2 2 3 ok ) Gkt Asa 0604313
S alay | 0604201 Database 2 2 3 FECUL) ac ) B 0604333
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dolS alas | 4elu90 Practical Training 6 0 3 ¥ gl oy il 0605450
dina
il
JalS alay | Zelu90 Graduation Project 6 0 3 hr HAl g 5 e 0605451
adina
66 £ gaall

.%20 &3 (Project Based Learning) 4ladl g Liall o Lgaudi b 3aaina salal) *
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B. Elective Requirements (9 C.H):

1Baina Cilebu (9) 4 LAAY) o

cilliadle G o Course Name e | e B | A Balal) ol 3alal) a8
e 0603342 Network Programming 0 3 3 * Il Ane 0603440
oy 0604201 Machine Learning 0 3 3 #AIY alas 0602332
5 poual) 438 Special Topics in Information d 3isld e
e 60 o il and Networks privacy And 0 3 3 IS 5 e gl B s 0605439
icla Security.
L Selected programming language D e gee s 5.
sl ) A5 Hiia 4zl
we | 0gCE for information and Networks | 0 | 3 | 3 | ST | 0605338
privacy and security.

e 0604313 Web Security 0 3 3 sl oyl 0605337

Mobile and Wireless Devices aiiall 3 62 Y) dae
Toe 0602313 Programming 0 3 3 AL 0603446
i 0604201 Artificial Intelligence 0 3 3 sebilaal) 1SA 0602433

.%20 035 (Project Based Learning) dslenl g Ll o Lgauii 8 Badiaa Balal) *

C. Supplementary Requirements (9 C.H):

Baine el (9) Bailcal)

<ada (il Course Name e | g | am Balal) anl Balall ad
S als Mathematics and Linear Algebra | 0 3 3 Al g b )l 1505153
QS ala 1505153 Numerical Analysis 0 3 3 (g2l Jlail 1505138
JalS ala 1505153 Probability and Statistics 0 3 3 sban¥lly S 1505139
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Programming - | edadd Mathematics and . = 15051
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. . e LEA £
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(0605432) Networks and Information risk analysis Cila plaal) g clSudd) jlaldia Julas
Credit Hours: 3 3:baalinall cileld)
Prerequisite :0603443 0603443 : Gid) llaial)

Explanation of Security Policy and planning, Threats and vulnerabilities identification, Identifying and Assessing Risk,
Controlling Risk, network continuity& Disaster Recovery, Networks and Information Security standards.

8% "g\xﬂ\} :\S.uﬂ\ gg‘)\‘).«:\u\ &)Ua;‘)” qu' E‘)la:\uﬂ LJILAY\ ?'1'&’-5 A.:Aﬁ‘g_u.;aﬂ LLL\_’ L'.:\AJ.J@."J\ 2aa5 ‘LQJ L:\Jaﬂ\_, @)u!\ 2\_.3“ @m}:\
il glaall 5 KEN el e g ol K1)

(0605339) Cloud Computing Security Aglad) Lo gall cpal
Credit Hours: 3 3 baalinall cile L)
Prerequisite :0603443 0603443 : Gilul) ullaial)

Fundamentals of Cloud Computing and Architectural Characteristics, Security Design and Architecture for Cloud
Computing, Secure Isolation of Physical & Logical Infrastructure, Data Protection for Cloud Infrastructure and Services,
Enforcing Access Control for Cloud Infrastructure based Services, Monitoring, Auditing and Management. Introduction to
Identity Management in CC, CC Security Design Patterns, Policy, Compliance & Risk Management in CC.

ey Aiatll Al Ul Ales Al Al J e Gl cdplanadl s sall (3 01 2 jlana 5 asanal ¢y jlarall (aibadll s dplad) G sall bl
Lol o) A sall 8 3y 5gd) 51} 8 Aada o3 yIaY) 5 58l 5 A8 el camaall Agatl) Al o AlEl) lendll Jgea sl b aSaill i ccand)
Aadadl G sal) & HUaa¥1 5 1) 5 Gaatl g b)) du gl 8 el arenal

(0605338) Selected programming language for information

. . ) g cila glrall &y g (ool (B B lida dana yy Al
and Networks privacy and security i

Credit Hours: 3 3:sdainal) cale L)
Prerequisite : 4l 60 (& glad) Aol 60 b gladl) :(gabuad) callaial)

A programming language which can be applied to information and Networks privacy and security will be selected by faculty
members. The selected language should not be one of the courses given by the department. The language selection is based
on the department committee approval.

W LAl (A jae (sSE Y o da iy S0l 5 il sheall 4 sy (el o L Saadl o ) A all el a5 Glusall 138 A Q5
panll s irall ansll push ) A8 o Aay 5 50lal) jualae 335k e L L) ATy canll Lga ylay Al L) 2 Lgiaass

(0602433) Artificial Intelligence SlbaY) ¢S
Credit Hours: 3 3 shdalinall cile L)
Prerequisite :0604201 0604201 :Gssd) cllaial)

Basic concepts of Artificial Intelligence. Fields of research and application. Structures for state space search. Knowledge
representation and logic. Propositional and Predicate calculus. Strategies for state space search. Heuristic search. Control
and implementation of state space search. Production systems. Languages for Al. Programming in Prolog.

b, iy s il Y1 (3laiall A haiall (il @l 5 48 jaadl Jiia VIl slindy Jilall Jiiad cailippli e lihaaY) oS Cilasf E¥lae ¢ e liba¥) 58 53l
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(0603443) Network Security il ¢yl
Credit Hours: 3 (2+2) (2+2)3:82al) cile L)
Prerequisite 0603342 0603342 : (g:lesl) ulliial)

This course provides students with fundamental and advanced knowledge of network security, focusing on protecting
network infrastructure and data from cyber threats. It covers core concepts, vulnerabilities, threats, and attack types, as well
as Layer 2 attacks including MAC Table, DHCP, ARP, and Address Spoofing, along with their mitigation techniques. The
course also addresses Access Control Lists (ACLs), firewall technologies, and Intrusion Detection and Prevention Systems
(IDS/IPS), enabling students to analyze security threats, implement protection mechanisms, and design secure network
environments based on a defense-in-depth approach.

Network Security LAB: This lab provides experience in implementing, analyzing, and mitigating network attacks such as
CAM Table, DHCP, ARP, and Address Spoofing. It also focuses on applying security mechanisms including Port Security,
DHCP Snooping, and Dynamic ARP Inspection (DAI), configuring Standard and Extended ACLs, and implementing device
security practices such as password protection and SSH.

hand, Al yuad)l Glangll e bl Al Al dles e 58 i) ae (U0l gl b deaiall 5 Al A peally «uuax\ 353 S salall o8 Cargs
O stiall Jssil SARP SDHCP 5 CAM Table Jie 2500 dadall ilaaa ) ddla) cclangdl s langilly <l il g1 5 5 canlid) geY) asalia saldl)

(ldall asie plaall fase (38 5 dial CASLE arana g dlaadl ST Saada s gl Jalas e dulkal)

e s0psbiall Juil SARP SDHCP 5 CAM Table Jie Gl Claas dallaay dalaty 255 6 dalee 500 piidal) 38 85 cilSoill Gl it
Extended s Standard J s sl oSaill o) 8 slae) s <Dynamic ARP Inspection s DHCP Snooping s Port Security Jie lesll Gl okl
SSH 5 s el SlalS dlan Jia 8 562 Y) (el Gl Jlas 255 <ACLs

(0605220) Information security il glaal) (ol
Credit Hours: 3 3:balinall cile L)
Prerequisite :0603201 0603201 :Gsbsd) cllaial)

Introduction to vulnerability analysis and exploitation techniques. Topics include common attacking techniques such as
virus, Trojan, worms and memory exploits; intrusion detection, Security Information Event Managers (SIEM), and legal and
ethical issues in computer security. An overview to modern cryptography types such as (symmetric, Asymmetric),
traditional cryptography and crypto analysis. This includes algorithms such as hash functions, RSA, Diffie-Hellman, El-
Gamal, elliptic curve and AES algorithms. Also, an introduction to number theory, pseudo-random number generator,
message Authentication, basic Protocols and public and private key schemes.

i€ 6 I a5 claall s 63 gyl diaaly (il g il Jie Lailill o gagll L Cle g sall Jads | IOy by <ol aill Jalat) dadie
ol g B ey il jadal Jie ae) gy Cnaal) il 4k e 330y snaSl (el (3 AENAY 5 4l Llailly o(STEM) il
dadias AES 4l s e oadla¥) aial) cJaadl Al sa colalp o A3e )55 (RSA @ adll I ey ) sa Jadiy | pudil) Jilas y g alil)

oalal) s alall kel cillakadie g udll Apnlu) Y S 535 pall 5 Jilas Sl Aalian 5 Al siall 4 8 ,Y1 A 53 5 Slac Y 4yl

(0605332) Cryptography Theory addalf 4 s
Credit Hours: 3 3:balinall cile L)
Prerequisite :0605220 0605220 :(dled) callaiall

Explanation of cryptography modern techniques such as cryptanalysis, side-channel attacks, block chain and crypto-
currency, quantum and post-quantum cryptography, digital signature, steganography, advance cryptography protocols, end-
to-end encryption (such as WhatsApp) and tools used in cryptography.

5 aseSll il (il Luad l cleall g QU Aludes cdyslal) 58D Cileaa il Qa3 il Jie il b deddiaal Al i)
Gl sV Y AWl (i) 8 aadiedl€) il phall il il b desiiall Y S ss ) e slaall olid) el gl sl o e geS)
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(0603320) Operating System / Linux oaSi /Sl AU
Credit Hours: 3 3:baalinal) cilelad)
Prerequisite :0603201 0603201 : Gsusd) llaial)

Cover fundamental network administration and system management using Linux operating system. Topics to be covered
include: shell programming, accessing and configuring basic network services, managing directory services, and using
network management software on Linux operating system platforms. Students should be able to apply system administrator
skills in developing a network management strategy from installation, configuration and administration of Linux Operating
Systems.

Jymm sl cshell O daa s allil) goual pall Jadiys Sl Jii ol plakiny Uil 3510 5 A1 ASa 800 il Jlgn i ) Blosall 13 gy
il il gy b allaill J g pase ol e B ¢Sl Juandi Ui e AS08) 5130 gl g aladind Jlall Ciladt 55130 chaul) A8 Cilaad o 5S35
(oS AU 551l 5 ealae g el (e o)k AS08 510y

(0605331) Network and information security protocols il slaal) g cASuil) cpal ¥ oS 559 5
Credit Hours: 3 3:baalinal) cilelad)
Prerequisite :0605220+0603342 0603342+0605220 : slesd) llaial)

Discussion of routing protocols such as RIP, OSPF and BGP, multicasting and multicast routing protocols such as DVMRP,
MOSPF and PIM, application protocols such as DNS, DHCP, FTP and HTTP. In addition, network security protocols such
as: https, SFTP, IPSec, VPNs, TLS, SSL, SSH, Kerberos, OSPF authentication and SNMPv3.

Gl g daniall Jlu,Y) @Y S 535505 «BGP «OSPF ¢ RIP Jie :das sill <V o 55 5 daull) i oY) Y S 55 500 Juate agd A (Slusall 138 Cargy
duais ped &3 HTTP <FTP <DHCP «DNS Jie :liplaily 2alall ¥ S 55 0l s PIM «MOSPF ¢ DVMRP Jie 45 5ill aasial) (Sull
https, SFTP, IPSec, VPNs, TLS, SSL, SSH, Kerberos, OSPF authentication and SNMPv3. (e Sl 5 SN el Y S 65 5

(0605439) Special topics in information and Networks

. . Glaid) g cila glaall Ay pug (pal LB dwald Sl guin ga
privacy and security -

Credit Hours: 3 3:baalinall cale L)
Prerequisite:klﬁu 60 ga zladl) ) amadlf 438 ga delu 60 gﬁ gl o) amadl) 438) ga; gibual) allatial)

A topic in information and Networks privacy and security will be selected by faculty members. The selected course should
not be one of the courses given by the department. The course selection is based on the department committee approval.

438 gay 5 anadl Lgan sy ) lBlsal) Aails Liana A sl (pania gz 5 Al (L slacal) 5 SN &y s 5 ol il gain g aal a5 Slosall 138 8 oy

el Gidas
(0604333) Database alibal) s 68
Credit Hours: 3 (2+2) (2+2) 3 :3adizal) cile L)
Prerequisite : 0604201 0604201 :Galud) qullaial)

The main objective of this course is to provide students with fundamental knowledge of database systems, database
management, and theoretical foundations. It covers database system concepts, database modeling using the Entity-
Relationship (ER) and Enhanced-ER models, and query formulation using both Structured Query Language (SQL) and
relational algebra. Students will also learn how to define and manage databases using Data Definition Language (DDL) and
Data Manipulation Language (DML), as well as perform normalization using different normal forms.

(LAB) This lab focuses on the practical application of SQL in relational databases. Students will practice writing queries,
defining database structures, and performing data storage, retrieval, and manipulation using SQL (DDL and DML).

) Aadai 5 el 2o 68 dakil anlie daky s Led Akl Gund) 5 L plal s bl ae ) 8 Aadaily ulu) 48 jedly Alhall 25 35 ) (lasall 138 Cagy
Gl At AR e IS aladiuly Gty delua ) 4Ll ¢ (Enhanced-ER)gw sall 3 saill s (ER) <lddall g CULSH 73 g0 aladinly
dala i) adasis «( DML) s (DDL) (o5 alasinly liball ae ) 85 )l 5 ¢l 44 dallall alaty LS (Relational Algebra). 23lall jall (SQL)
A Fdall JICEYT sl ) 53 g cpmunis 1S3 (I Ay oy J glasl

oLt 5 cctladlatal) S e Rl (o i AN UL s b SQL A leadl Gkl Ll sl 13 S selildl el asa
.(DML) (DDL) plaaiuls Lt g leela yiul g libull JWia) cillee 2,45 5 ¢ glaal)
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(0604334) System Analysis and Design plail avaatg Jalas
Credit Hours: 3 3:baalinal) cilelad)
Prerequisite : 0604333+0604240 0604240+0604333 :(3:beal) cullaiall

The course encompasses the concepts, tools, and techniques required to analyze and design information systems. The course
will include structured development approaches and the system development life cycle, as well as rapid application
development through alternative approaches such as prototyping and agile. Emphasis will be given to the role of information
systems in organizations and how they relate to organizational objectives and structure. Students will be introduced to
system analysis and design modeling tools such as data flow diagrams, entity-relationship diagrams, data dictionaries,
decision tables, decision trees, and structure charts. This course also includes the project management principles such as:
project planning, scheduling, team analyzing and staffing.

caldaill gkt Bl 35505 Aadiiall yy shatl) ol (Blusall 138 aumy il slaall alai apanady Jalail 4y gllaal) culyiill 5 <l oY) 5 aaliall (Slusal) 138 Jadiy
cilalaiall (b il glaall alai g0 e 58 A a Blasall 138 (3 4808 5 46V #3laill Jie Al alia JOA (e Gadaill g puall yshail) ) ddlal
O ALY i s byl (3855 Cllabde Jie areaill dadal <l ol 5 aail) Jalay GOl Cay pad s bl JSaell 5 Calaa WL Lelals )l 448
i s el Ialadi tJie g 5 pdall 50 (sabe Limyl (Blasall 138 (panmy AdSpel) cillaladall g a0 Slaily ¢ A Jglan s el el 85 el

Anlge a5 4dph 5 (5 8l Jidai g A saall

(0603440) Network programming Al daa
Credit Hours: 3 3 aalinal) cilelad)
Prerequisite:0603342 0603342 Gl llaial)

This course provides various aspects of computer network programming. covered topics are input and output stream,
multithreaded, TCP/IP addressing, URL parsing, URL encoding, socket programming in both the TCP and UDP domains,
the client/server programming model and multicasting programming.

4 g1 «(multithreaded) ?LG"J‘ Baaxta (Cla yaall g AN (383 oA Blarall Cile gum gall | gulall CulSad daa uﬁ Aahide il ga (Blusall 12 Py
Sl Gl Basatia Ana il g aalald) / Jrenl) Ana p zisi « UDP 5 TCP Gliail socket 43wy ¢ URL &S « URL (nstbie Jilai «TCP / IP

.(Multicasting)
(0603345) Wireless Computer Networks AL @ gaalal) el
Credit Hours: 3 3 baalinall cale L)
Prerequisite :0603342 0603342 : G:luad) ullaial)

This course deals with the principles, technologies, protocols and standards of wireless RF communication, with emphasis
on wireless LAN and WAN. Topics include: Satellite Communication, Cellular Wireless Networks, Ad-Hoc versus
structured networks, Bluetooth and IEEE 802.15 and Wifi networks, IEEE 802.11/b,g,n standard, broadband wireless
networks, IP Mobile networks, Wimax, GSM, GPRS, UMTS,4th , and 5th generation mobile networks, sensor network,
LiFi, and Internet of things (IoT) networks.

Jedi Aaad gl IS 5 AEL Dlaall Sl Jlo 585 pe ASLOU VL) julaey <V Sy iy sale Glasall 13
S TEEE 802.15 5 G ¥ ol iS5 alSsgall Sl Qi Aliaiiall a5 oy slall QLU clKuill 5 caidaldl cYLasy) -cile suin sall
« UMTS 5« GPRS ¢ GSM s« Wimax s « IP Mobile<:\Sud g ¢ GUaill iy jo AL luilly « JEEE 802.11/b sn s« g 5 «Wifi

- (T0T)sLedY) i i) Sl g ¢ A guall Sy LiFT 5 ¢ landiiasl) 30k 5 ¢ ganal) S0 s el 5 el ) Jaal) S
(0604240) Software Engineering Fundamental iliaa ) Aaiy el
Credit Hours: 3 3:baalinal) cilelad)
Prerequisite : 0602110 0602110: ) callaial)

This course introduces the goals, concepts, principles, methods, paradigms and tools of SE . In addition, this course
describes the process models, planning &effort estimation, team organization, object-oriented analysis and design, testing
techniques, quality metrics, quality assurance, software configuration on management, case studies of software project.

e g Jaghadil) ecileal) 3la ) jRall 138 Caeay (@l ) ALY | Clie ) dwsia b <l ol 5 z3lai s cadld 5 (50l s aaalia s Calaal (Slusdd) 13 a8y
andd alald Al o el all 35030 32 gall laa 32 gall (e cOlima yull SLadY) caligd (UK 4 gl M\) Jalaill ¢ 3,8l ‘,:\.la.\'} cgal)
Sl ll 4 sl
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(0603448) Network Monitoring and Documentation Ll g lSudil) A8
Credit Hours: 3(2+2) (2+2)3 : sadizal) cile L)
Prerequisite :0603342 0603342 Gl llaial)

A network evaluation both physically and logically to determine proper sensor placement, filter network traffic to comply
with wiretap authority, hide the presence of the monitoring workstation on the network, evaluate captured traffic for the
proper content, configure windows network monitoring AIS (automatic identification system), analyze and verify gathered
data in a windows environment, install and configure software including Wireshark, TCPDump, WinPcap, WinDump.
Network Monitoring Lab: This lab provides students with practical experience in monitoring, analyzing, documenting, and
troubleshooting network traffic and performance. It focuses on packet capture, traffic analysis, vulnerability scanning,
protocol inspection, network simulation, and performance measurement using tools such as Wireshark, Nmap, Cisco Packet
Tracer, and Netstat. It also enables students to evaluate network behavior, identify connectivity and performance issues,
analyze security-related events, and support the effective management and protection of network environments.

ot ASIY) i) AL YUl e glaall 5y Sy Aot (Al all) laia¥) 5 deal s bl pa rapaad] Lidaiall s Auolal) Lali) (e 205
() il Ui ARl gty g AS05 A8 ya (oS5 AL ln hacdll 5 e A8 canlial) (5 simall i (Al e Al Aana 35m 5 £lis)
Wireshark, TCPDump, WinPcap, WinDump. :Jis cilas y Jasia g i ¢ § g2y 9 4 3 aaad Al UL e a3l 5 Jilas

e S Leinllaa s edIShe CRLASTL 5 Ll 55 Leblat 5 SN 5 e A8 pa 48] je (B Dilee 5 pa Adlall jodall a8 g cOlSOAN A8) pe s
Nmap 3 Wireshark Jic Q\Jéi e\:&l.nl.] 1Y) ol g clil) BlSlaa g (Y S 51 gyl and g ol 2l Gasd sé,\.ﬁd\ sl Jalasi g ‘?).A'“ Lalal)
Sl (ely Adasi pall Elaal) sty e la¥) 5 Juaill cdSie ayaad s ASuil) o gl api (e 4kl (& WSNetstat  sCisco Packet Tracer s
leban s Sl i Aol 5 51ay) aca g

(0604313 )Web Applications Programming AN it daa
Credit Hours: 3(2+2) (2+2)3 :baaiaal) cileludf
Prerequisite : 0604333 + 0602313 0602313 + 0604333 : G:lesl) culkial)

This course introduces students to basic web design using HTML (Hypertext Markup Language) and CSS (Cascading Style
Sheets). Throughout the course students are introduced to planning and designing effective web pages; implementing web
pages by writing HTML and CSS code; enhancing web pages with the use of page layout techniques, text formatting,
graphics, images, and multimedia; and producing a functional, multi-page website. This course will cover the practical
aspects of building web application using suitable language such as (Java Sever Pages (JSP), PHP, ASP.NET). The goal of
this course is to introduce the students to the basics of internet applications programming. Finally, this course prepares the
students to connect the application with a database.

(LAB) This material focuses on hands-on practical training in Web programming. Students will complete applied exercises
and lab activities covering the HTML, CSS, JavaScript, PHP and SQL.

ol Aladin aeat g dailads e Bl i gad o5 Bladdl 138 DA CSS sy HTML 4 aladialy ol Glaiin avecai 24 Gl (3lud) a8,
Sl sus Jll 5 paill Baai s Andiall Jadadd Gl aladiuly cusll Gladia st ¢ CSS s HTML 258 4 505k e cugll Giladia 240 Alladl)
Java ) Jie daulie 43] aladiuly gl clipdat ol Apleal) il sall GBlasall s ladiall daatie ida g Cuy o g 2l 5 Saxaiall Lailusgll 5 ) guaall
Glaad) 138 Deay ol pal i paY) il Ay clluly GO G pai 8 Gladd) 138 e agll (ASP.NET 5 PHP 5 Sever Pages (JSP)
Ul sac ey (ol oy 51 COSUal)

sHTML, CSS, JavaScript, PHP (s dulae (5 jlas g adasl diity A0ball o s G ey sl By 8 Al Adae iy i e sl sale X 53
SQL .
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(0605337)Web security gl sl
Credit Hours: 3 3:baalinal) cilelad)
Prerequisite:0604313 0604313 : G:leal) ullaial)

Fundamentals of web security that shows how to build secure web applications. The emphasis lies on standardized variety of
topics in web security and computer network security areas such as: HTTPs protocol, cryptography in web, SSL protocol,
different kinds of web attacks, browser security issues, cookies and web bugs and spywares. More advanced topics in web
servers such as Apache, IIS, access control in web, web firewalls, and trainings for web security applications will be
covered.

Cmlall 45,5 Ol E¥aa s sl lal (8 e g sall (10 A e Ao sana o 5SS Gty el Gy il oL A8 (6l ey sl el il
slad] 5 ol y¥1 iy yad lila g ia jatisal) (el DO 5 sl Clana (e Adlisa #1530 5 SSL JsS555 05 cusl) (A nddill s HTTPs JS g0 1die
Clipdatl 4 50l Gl sally cull e dlead) ) oas syl e Jsasll A oSaill [IS 5 Apache Jie 4alil) cull ool & Gunall el ag sl

sl el
9061-(:351148?38) Introduction to Cybercrimes and Digital ) AL A5 Y1 ) B ati
Credit Hours: 3 3 aalinal) cilelad)
Prerequisite:0603443 0603443 : Giluad) allaial)

Basic technology and techniques which are used to investigate cybercrime. A systematic approach to planning and
implementing a comprehensive computer forensic investigation, particularly evidence collection and the reconstruction of
events. also, learning about computer crime, use of Linux as an investigative environment, file systems as a source of
forensic evidence, data acquisition, computer forensics tools, computer forensic analysis, internet history and email,
reporting results of investigations. Moreover, learn techniques used by hackers to improve the protection of systems and
prevent similar breaches in the future.

e Aala g pulall Jald Jlis (G 2ty Jaladl) agiall Jalaill gld s IV a3 jall 8 Gainill daaiivnall il 5 dpulal) s 5l il
Gle Jsanll ¢uad )l A jaaeS clalall dakil ¢3a5 A0S Linux aladiul i iKY Q5 all e Capll Lay) 5 L dalaa) el salef 5 20Y)
@l e 5o 5 clidiatl) m5 e ¢ 3V ¢35 YT 3l g BV Gt pulall Alad) Gaiaill Jilas s pulall AGa) sl @l ol sl

il b ABlaal) CSLEEY) pia s alaill dles Gavndl cplluiall U8 (e Aeadieall il alas

(0605435) Ethical hacking

AYAY) @) Ay

Credit Hours: 3

3:balinal) cilelad)

Prerequisite:0603443

0603443 : i) cullaial)

Ethical hacking and penetration testing techniques. This includes: learning techniques and tools used by hackers and
systematically investigates a computer network for possible vulnerabilities. Scan, test, hack and secure target systems. In
addition, the Five Phases of Ethical Hacking (Reconnaissance, Gaining Access, Enumeration, Maintaining Access, and
covering your tracks). Moreover, the tools used by Ethical Hackers to examine the security of a device or network.

OF Gsnlall A (e oagie S0 3 AAS ) slluial) Lgaadiivg A Ol g1y bl o@lld oy G JEMAYT G AV G RAY) L) s
(Y Jsna sl 5 g StV 8 G sall 5 AENAY) dia il Guaddl dal el ) A8l Adagivaal) Aadaill cpalis (31 550 ¢ sl (e Alainall il 2l
A e el pandd 4 s8N ) slluiall Lpaadig A @ o) @l e 3 0le el Aalall ol jlall Apkhast 5 o g il e Lliad) 5 calandl
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(0604201) Data Structures and Algorithms i ) gad) g clibul) cus) 3
Credit Hours: 3(2+2) (2+2) 3:baainal) cileludl
Prerequisite: 0602200 + 0602212 0602212+0602200 : (3L allaial)

An introduction to mathematical modeling of computational problems. Including the common algorithms, algorithmic
paradigms, and data structures (Stake, Queue, Link List and Tree) used to solve these problems. With an emphasis on the
relationship between algorithms and programming, and introduces basic performance measures and analysis techniques for
these problems.

This lab is designed to reinforce the theoretical component of the Algorithms and Data Structures course by offering
practical programming exercises in Java. it enable students to develop a deeper understanding of the mechanisms underlying
data structures and the ways in which algorithms are employed to address computational problems.

Stake ,Queue, Link List ) clibad) JSUa 5 4y )l sal) CJLAJMJ ALl claa ) o6&l C)MJ Auliad) JSLEAD Apaly 1 dadaill dansa lall 028 GL"-'
OS] s3] Jalaill enl s ml.u‘z{\ eIy Ornlia g cdaa il g Clia 3l &) 4331l C\_u.ayj Il pda Jat daadtiiall (and Tree

Loy s 4ol pladialy sl (8 dalee Sl 38 58 JBA Ge Sl aS) s e ) sl Balal (gl 38l 5 0a3 ) Andail) sl 138 caagy
A sulal) CACL Aallae (8 il )l sl s 5 288 5 ULl S dae Dl lans Logd Adlall iy

(0602120) Digital Logic Design B (shial) aranal
Credit Hours: 3 3 baalinall cale L)
Prerequisite :0603100 0603100: 8:lesd) ullaial)

Number systems, binary codes, Boolean algebra and logic gates. Simplification of Boolean functions. Combinational logic:
Adders, subtractors, code converters, comparators, encoders, decoders, multiplexers and ROMs. Sequential logic: Flip-
Flops, Registers, Counters, and RAM.

00y el Handll Ja a3 5 yila cCJ.LJ\ 5l ct‘o;ﬂ 5 :L;a*n;;m Ghiadl Al J)sall Jayas Agalaiall bl gl g ‘;1\433\ ol AUl Gl HaEl el Akl
A0 gl EJS\'JX\ claland) cCiBlaal) cciataill L_;ul_un é.k.ud\ Jasa Sc\ﬂ\ 'S‘)S\.A} BINEQUR PR ‘):éﬁﬁ” et 5l cJAA.&J\ 5l sa_'uu\

(0602212) Object Oriented Programming UL dga galf daa al)
Credit Hours: 3 (2+2) (2+2) 3 :3adiaall clelud)
Prerequisite:0602110 0602110: (:luad) ulkaial)

The basic concepts and techniques of object-oriented programming (OOP) using a popular OOP language (e.g., JAVA).
Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes.

Object Oriented Programming —LAB Writing Classes, objects, attributes and methods, object instantiation, constructor and
destructor, inheritance, overloading and polymorphism, interfaces, serialization, usage of class libraries and packages, and
generic methods and classes.

3030 Qranll g (&)l 5 ¢ yaall g Sl s (IS el Clandl LAY cpl gY) | Ll e dad aladiiuly Al dae yull CILE 5 Apulul] alid)

Aaladl g1 51 5 a5 ¢ g1 Y0 o 5a 5 i aladia 5 e Judustl) cilgal 5 (JISEY) 2
s LY gl V) Gubai ila Jie A0t e ) a5 dna gy Aa haiuly Asdl) dse ol L 5 L) wnliall Gaadat :lBLSH dga sal) A all e
1Y) 5 bl 5 o) ) o 3a g il aladitanl 5 Juadall ccilgal 5« JSEYT aani 5 25051 a5 6231 ) M1 5 ¢ panall g S5 S cadla) 5 ol

Al
(0602200 ) Discrete Mathematics dadaiial) esladaly
Credit Hours: 3 3:bdalinall cale L)
Prerequisite: 1505153 1505153 : @sbuad) llaial)

Sets, set operations, relations, and functions. Propositional and predicate calculus, propositions, truth tables, tautologies,
fallacies and quantifiers. Induction and recursion. Counting techniques: Permutations, combinations, and counting finite
sets. Graph theory: paths connected and weighted graphs, matrix representation, spanning trees and traversing graphs and
trees.

¢u\JLwd\ L.\U:Ja;.d\ A.ULJ 44.@_\.\..4” k_!LD}AA.A” Ao sd.\s\}.d\ cu‘}[d\.\.\ﬂ J:d\ d)j" ‘;’A\)ﬂ\ @\J\ ;.LGA.MY\} wb)ﬂ ;\PY‘ ub}wd\ ‘UABL\.\M
MM\ uw\}uwdau\ o)\.v)ﬂ (Bdiaall )Bu‘}“ cuUM‘McM}Jﬂ\}@\M\ Gldalaalll
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(0603342) Computer Networks Qpulal) s
Credit Hours: 3 (2+2) (2+2) 3 :3adiaall clelud)
Prerequisite :0603201 0603201 :G:besl) ulkaial)

Details of protocols and technologies of both LANs and WANSs, with emphasis on LAN-related protocols. OSI and TCP/IP
stacks, LAN technologies, IP address (Classful and Classless), Subnetting, super-netting, delivery and forwarding of IP
packets, NAT technology, ARP, and RARP protocols.

The Computer Networks—[LAB: Cabling, design, and installation of LAN Networks, switch and router configuration, NAT
configuration, VLAN configuration, and static and dynamic routing configuration.

ool il IS i (€l il (ASunl) Lk dy e «Sall Y oS 55 50 edalladl s Al gl IS ppeal 3 L) aalid)
Ol sind) st S J S 69 09 ey siadl Julat J oS 6 g 0 ASEN (nglie Aaa i Uil Jy s Bale ) 5 Jaa ¢ «ISLEN o dlie anuds
e ) eaal Y1 Adadl CASL i) canially il lea da) chlad) CASWEN s avaad ¢ oS @D slae) o sedall CASuE i

ol g Sl 4 g3l
(0605451) Graduation Project AL £ g s
Credit Hours: 3 3:daaizal) cile Ll
Prerequisite: 3aixa dslu 90 & zladl Baaine Aol 90 b zladll 1 dibuad) allaial)

A design and programming project is done by the student individually or in a group under the supervision of some faculty
member. Projects involving research and analysis only may be permitted in some cases. Students are required to submit
detailed documentation of their work and pass an oral examination at the end of the module. In some cases, a written
examination may also be scheduled for the student.

sl e (g shaii Al ag jliiall ALK el Gy 50l A eliac (s (ol ) i de gane 8 ) 08 Sy AUl 4 4 i) A s arenal g 5 ke
Sy (5505 el Slin) O G by YL ey (b5 pgland Ao (35 i £ 5 0l 130 NS QO Gl e e ) (See il

(i) plaia¥) ALYl 5 a0 el andai ol VA G b 4dl LS Bl 3l
2ny Lo Als el )5S gy jliiey Sl agn )33 @ e (& paill Ol 3500 ey (4 @ AT g jliie o Gasmadl) any e JlieY) o3 g

oA
(0605450) Practical Training el oy )
Credit Hours: 3 3:balinall cile L)
Prerequisite: 3z dslu 90 & zladl Baaina delu 90 A ladll ; Gl callaial)

Field Training in some local or international establishment, whether it be commercial, educational, governmental or
otherwise under the condition that it either produces or employs IT products. Following up the student progress in the
training process, submitting a final report summarizing the results of his/her training.

PRECA I s b b i s e ol e S cpalaty &yl CalS 3 g Al sal) ol Alaall i all (s 8 (lead) Gupaill) Gl g pail) S5
ool Ll )5 )8 a3y o) QI e gty e pail dulae (b llall 0085 Aol il slaall b 1 9SS A o aay s, e slaall L o 535 e

A il
(0602313 )Visual Programming A5 alf daa )
Credit Hours: 3 3:balinall cileld)
Prerequisite: 0602212 0602212 :(3:bead) cullaiall

This course concerns about designing and developing a Graphical User Interface (GUI) applications. Besides, this course
enriches the developed applications with available facilities in Java2D, which are Graphics, Event Handling, Exception
Handling and Files I/O. Finally, this course prepares the students to connect GUI program with Java DB.

& Aaliall 33 5all 3 shaall liplatll Blusall 138 (g )% ey Quls ) (GUI) dsespu ) prdiadl dgaly clinhai yglaiy avaaly Gloall 138 gl
Agal s el Jayyl andey s GOl Glaall 138 Seay 5l il 2140 / Jlas) s cleliaY) dalles s laall dalles s e s )| 4 5 <Java2D
Java DB = G sl padidl)
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(0603446) Mobile and Wireless Devices Programming AQlD g AL8TEaY 5 jeat) Ao g
Credit Hours: 3 3 baainal) calelad
Prerequisite: 0602313 0602313 :(G:beal) ullial)

This course provides various aspects of programming applications for Mobile and Wireless Devices that run using Android
operating system. Covered topics are: designing activity interfaces, interacting with components, View using various
layouts, and communicating between activities using Intent, database applications using SQLite and maps using Google-
Map and Map-Fragment.

Cleal s aranai o shaaall e goim sall . Android Jsll sUi aladily Jead 3l ASLSU il 5 5eaSU dae ) 3 ddlide il sa (hasall 138 a8,

«SQLite aliuly cililudl ael @ Gk Tntent ool adi) Gu dual sill 5 cidlite cillahad aladinly (o jall s ol sSall g Jelill 5 bl

.Map-Fragment s Google-Map alaaiuly il a1l
(0602332) Machine Learning AY) alas
Credit Hours: 3 3:daadaall cilelad)
Prerequisite : 0604201 0604201 : Giuad) ellaial)

Regression, Logistic Regression, Cluster Analysis, Supervised learning (SVM, NNs, Deep Learning, Random Forest,
Bayesian Network), Unsupervised learning (K-Means, Deep Learning), Reinforcement Learning.

D0l aell e il 5 dm sall e andeil) cae) il 5 dn sall alaill (g2 sl Jilall ¢ aiall HlasiV) ¢ add) jlasiVl

(1505137 ) Computer Skills (1) (1) Qsalal) & jlea
Credit Hours: 3 3:baalinall cile L)
Prerequisite: - - b llaial)

This course introduces the fundamentals of programming using C++. Students will learn key programming concepts such as
data types, operators, control structures (including loops and selection statements), functions, arrays, pointers, and basic
object-oriented programming with classes. Emphasis will be placed on problem-solving techniques and writing efficient
code. By the end of the course, students will be able to design, implement, and debug simple C++ programs.

EiR & W) ASaill JSLa 5 el 5 eclibdl t\}_\\ Jie At 1) dsa ) aaaléa ol alaiin g CH, Axd aladinly dsa ll Sl i alall 038 o5
OGN Ja il Je 58 ) e, calial) aladduly 4Kl dsa ) Sl ¢l pdigall g ccild gaumall g ¢ J)gall s(wsaﬂ\ Gl 5 colalsd)
Ay C++ @‘}@&A}W}Mwumlu&y‘dw\iﬁ@_u BelaS) dma all ilaglail) A4S

(0604206) Technical Writing and Specialized English

dpanaidal) 4 50ty dalh Juzan) At
Language Skills - 2l @l g Auinl) 4y

Credit Hours: 3 3:sdainal) cale L)
Prerequisite : 0603100+1504105 0603100+1504105: G:bwsl) calhaial)

This course will introduce students to how to communicate through technical writing and explore how research is done in IT
using the following skills: search, read, write and present .In addition, it focuses on the specific English vocabulary,
communication skills, and cultural contexts relevant to the IT industry. It equips IT professionals and students with the
linguistic tools needed for effective communication, professional interaction, and comprehension of technical materials
within global IT environments

A el alasinls e slaall Lin sl 555 Jlae 8 ) o) ja) A€ CalSinG il BUSH JSA (e Jeal il 46 e Ul Glasal) 138 Caay
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(2026/4/29) G2 (2026/9) 4 dudad) & 3541 (2026/96) by $1aand) Gulaa ) s il

Giallell Kjalu il gglell Zealy
The World Islamic Sciences and Education University
(0603100)Information Technology Fundamentals e laal) L o1 935 Cilalaad
Credit Hours: 3 3:baalinall cileld)
Prerequisite: - - s bad) Gallaial

This course introduces students to a well-rounded approach to computer literacy that includes: Introduction to computers,
The Internet and World Wide Web, The Components of the System Unit, Boolean Algebra & Logic Gates, Flowcharts,
Algorithm, Pseudo code, software engineering, Communications and Networks, Programming Languages and Program
Development and Artificial Intelligence.

World Wide  Aedall Al )3 cssmball 3 Aushe 10l Cum kgl A 3 AL s AL Eomgios Al Gl 18 iy
b))l sally ¢ Flowcharts <caakial) gy c‘;.é‘)i\ skl ataral sBoolean A]gebra ol e gulall ?\_Bﬂ\ Bas 5 li S SXScWeb
Gchk.mﬁ“ <<l 5 ‘GA“):\” Jaohal g daa sl bl 5 lSadl) g VLAY 5 il il Aaia s «Pseudo Code ) 4dlayl

1(\?:t(‘’)‘_?‘)ZITDI(li)nl;undamentals of Data Communication and ALY 5 i) Jul 5 g5 e
Credit Hours: 3 3:baalinall cile L)
Prerequisite: 0603100 0603100 :(3:bead) cullaiall

This course provides a comprehensive introduction to computer networking principles and architecture. It covers
fundamental concepts such as network types, components, transmission media, and reference models (OSI and TCP/IP).
Students gain practical experience through labs involving Ethernet cabling, MAC addressing, and switch configuration. The
course examines key networking layers—Data Link, Internet, and Transport—focusing on IP addressing, frame structures,
ports, and core protocols including ARP, DHCP, DNS, FTP, HTTP, and email systems. Using tools like Cisco Packet
Tracer, students develop skills in network design, analysis, and troubleshooting, preparing them for advanced study and
professional roles in networking.
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4.4,3 A..u\..u‘}!\ Glaaall salall J Ui LS cVasall dgi s (MAC Dsie i yiY) COla 6 Jadli il iide YA (e dalae 3 Gl QS (TCP/IP}
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Al Jlae 3 Agigall ) 51 5 Aaniiall bl 5ol agla 53 Lae clgildadl CaliSinl

(0602110)Programming Fundamentals A ) iy
Credit Hours: 3 3:saainal) cale L)
Prerequisite: 1505137 1505137 : Giad) llaiall

This course introduces the basic concepts and techniques of programming using Java language. The course would cover
many topics as shown below: Basic data types, operators, Decision Making, Loops, Methods, Arrays, and Objects.

bl Al Clild) o) sl e pual el o paadl sl akise Java A8 aladiuly A ) iy Lula) anlid) saldl oda o
.(Objects) <lilsll 5 ¢(Arrays) <lé siadll «(Methods) JVsall «(Loops) <élall ¢(Decision Making) Ll _all 343 «(Operators)
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