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Third: University Requirements (27 Credit Hours):
A. Obligatory (21 Credit Hours):

£ LS Baaine 45 Lu (27) Aralad) cilllaie G5
(ela 21) Ly

pladll gsi
n “Al " . nG e n "
cladta g'.'Jj;:“ ‘2‘ | s Course Name Gl | B | o 3ibal) pusd 3ilall o3
(e
Jals (g A Introduction to Islamic Creed 0 1 1 Sl 3a@all N Jaadll | 1504100
JalS (5 ) Benevolence 0 1 1 Q) | 1504101
Jals g st Quran and its Recitation 0 1 1 A5y S A | 1504102
dals (g sty S:Sg;e)iphy of the Prophet (an Analytical 0 3 3 Al Al 3 223 gl 3 i) 1504103
Jals (A g A<l 1504096
3 Arabic (1) 0 3 3 (1) & &) | 1504104
1504097
Jals (A g Asl) 1504098
3 English (1) 0 | 3 3 (1) &lasy &) | 1504105
1504099
Jals (5 Al Military Sciences 0 3 3 G Sl ol | 1504106
Jals gl National Education 0 3 3 b A W | 1504107
Jals g Al Entrepreneurship and Innovation 0 3 3 DSyl ssabol | 1504123

B. Elective Requirements (6 C.H) to be chosen from
tow groups of the following three groups:

AV EOE Gl ganall (1o (10 gana G SRS (Gl 6) H1LERY)

1. Domain of Human & Islamic Sciences 1Aadl) g Axilady) aglall Jlaa 1
pladl) gsa
ciliada gﬂ;ﬁ‘tg‘“ Chibaa Course Name e | goB | A 33Lal) anil 33Lall a8
(4
dals (g Rl Scientific Miracles in Quran & Sunnah 0 3 3 Rl A & bl SlaeY) | 1504110
Jals (g Rl Life Skills 0 3 3 dglall kel | 1504142
Jals g Sl Foundations of Islamic Education 0 3 3 L) Ay Al Jeal | 1504115
Jals (A sl Contemporary Issues 0 3 3 b palaa ULl | 1504122
2. Domain of Social & Economic Sciences: 1 AalaiBy) § AsLaiall aglall Jlaa , 2
Jals (ARl Law in our Life 0 3 3 Lila & ol | 1504117
Jals (g S Family and Social System 0 3 3 ainall g3 uY U3 | 1504124
JalS (5 Al Civilization of Islam 0 3 3 Y3 las | 1504126
Jals (gl Leadership and Social Responsibility 0 3 3 Al Al g pudll s 5l | 1504144
3. Domain of Sciences &Technology & Health 1Aaal) g L gl 93l g a gladl Jlaa
Jals A A Digital Culture 0| 3 3 dpad )l AE | 1505151
JalS g Al Development and Environment 0 3 3 Al 4l | 1505152
4l (g Al Health and Nutrition 0] 3 3 sl dsall | 1505132
Jals (gl Sports in our life 0 3 3 lis A dsb ) | 1504135
Fourth: College Requirements (21 C.H): ol LaS Baine dolu(21) (AGIKY cilata lay
cilaada pladl) Jo& Gilea Course Name o 33l il 83Lall a8 5
i e | g
(das
e Differentiation and Integration 013 3 Jalsill y Jualiill | 1505135
oAlas | 1905135 | | jnear Algebra 013 3 Shall Ll | 1505136
e Computer Skills (1) 013 3 (1) @sudall & jlea | 1505137
Tede 1505137 | Programming Fundamentals 013 3 Al Clbled | 0602110
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Al Information Technology Fundamentals 013 3 | closheal baslsSS il | 0603100
= 0603100 | Fundamental of Data Communication and 03 3 i) Jud i sl | 0603201
il Networking sl
0|3 3 <l Ayl Al | 0604205
" 1505137 | Technical writing, Communication Skills, a| M‘Jﬁib Dy
ot 1504105 | Scientific research methods T o
0 21 21 & senall
Fifth: Department Requirements (81 C.H) as follows: 1k LS Baaina debu( 81) panadil) cithia sUuald
A. Obligatory (66 C.H): 1Badina Aol (66) Ay ||
cadta alasl) J<
Ay ) )
(et Gilp Course Name e | ool | A Balal) anl Balal) a8,
Al
(d4s
I . | 0602120
s 0603100 | Digital Logic Design 0 3 3 8 Ghial araas
icly(1) Teae
oo ‘?T; 0602110 | Object Oriented Programming 1+1 | 3 4 UL dga sall dxa ) | 0602211
a1+1)
*l>s | 1505136 | Discrete Mathematics 0 3 3 ki) sl ) | 0602200
) 0602200 . i) s
0602211 | Data Structure and Algorithms 0 3 3 iyl 5 0604201
e h e e wrl s
0603443 | Network Monitoring and Documentation 0 3 3 Leliisis il 481 e | 0603448
T 0603201 | Computer Networks 1+1 | 3 4 Csulall s | 0603340
s _ LUl el iz | 0603345
0603340 | Wireless Computer Networks 0 3 3 " G sulall @i,
Tee 0605220 | Networks Security 1 2 3 ilall ol | 0603443
i i AN el Y S 53
e 0605220 Network and Information Security 0 3 3 NI '\J}S}‘J‘)ﬁ 0605331
Protocols il slaall
Toe 0602211 | Visual Programming 0 3 3 Ll daa,d) | 0602313
ade 0604331 el s Y s
& 0602313 | Web Application programming 0 3 3 iyl ikl Aas | 0604313
Toe 0604201 | pata Base 1+1 | 3 4 bl el 8 | 0604331
Toe 0604331 | System Analysis and Design 0 3 3 alaill asenaiy Jilai | 0604334
Toe 0603340 | Operating System / Linux 0 3 3 oSl /s plas | 0603320
Toe 0603340 | Information Security 0 3 3 Glasladl ol | 0605220
ade cleal) Hhlae Jias | 0605432
& 0603443 | Networks and Information Risk Analysis | 0 3 3 )j;u o
)
ata A2V 5 4 5 ST )
¢ 0603448 | Cybercrimes and Digital Forensics 0 3 3 e L’j 0605434
s | 0605331 | __. _ o s
0603448 | Ethical hacking 0 3 3 SOAY) Gl sy | 0605435
Gl
) . .
el +aaes | Practical Training 0 3 3 Sl ) | 0605440
il 438 50
Gl
90 B .
) 43 | Graduation Project 0 3 3 zoAN e 5 e | 0605441
(uﬂl 438) 40
4 62 66 £ saxall
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B. Elective Requirements (9 C.H):

sBadlina cilelu(9) 4 LS @

cilliadla aallidss Gl Course Name o 33Lall aul BiLalf o8 -
«Ala)
Tt GAG (5,)25
RS
(d4s
To 0603340 Network Programming @il dae | 0603440
il ) e _ o _ | i e
el 60 8 Al Special Topics in Information and g‘:;“uf Slesase | 0605439
& ‘“ﬁ;fu ? Networks Privcy And Security. Sl s e leall &y s
T 0603443 Cloud Computing Security Ll s sall ol | 0605339
o Selected programming language for il 8% Mt Aae sl
Tode pudl) 43850 information and networks privcy and u&‘,’j cju ! ;;')U 0605338
security.
e 0604313 WEB SECURITY 0 3 3 usl ol | 0605337
T 0602110 Software Engineering Fundamentals | 0 3 3 Sl dsaiy iyl | 0604240
Tt 0604201 Avrtificial Intelligence 0 3 3 =lihal 1S3 | 0602433
C. Requirements (9 C.H):Supplementary. 1Balira Clelu (6) Bailuwall
cillada e‘j‘ :5; Gl Course Name o B3lal) s B3lal) a8 -
G — . oo
‘;'IJ)—:SS\ 5@‘&: ‘:’"‘; L.s*)h
(S4s
IEN) 1505136 Numerical Analysis 0 3 3 @22l Jlal) 1505138
S 1505135 Probability and statistics 0 3 3 sl g c¥laiay) 1505139

¥ o e daalad) 8 A o Adad () (e Bala i L) Gullall (Sl ) Badting Clelu 3 a8l gy callal) W JUid 3 ja Bala s Uudbu
(LU g e (S
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Sl g e glaal) A g pal (B (g I el yad Aol i) Adail)

A A
G Juadl J¥ Suaill
A Balall ‘Mu‘ Balall ‘JJ e alall 'u.u\ alal) PBJ
Differentiation and
ili isti elanl s i lial 1Sl 5 Jualil
Probability and statistics 3 5 1505139 Integration 3 dalsill 5 Jua 1505135
. Aaala alliz) 4 i) AR
Linear Algebra 3 bl sl 1505136 | English Language (1) 3 R 1504105
TechnlcaI. ertlng, 3 e Al L4 .
Communicat Skills, and Sl 0604205 | Computer Skills (1) 3 (1) @smds Ol jlea | 1505137
Scientific research methods
Aaa pdl ol Information Technology . ;

i Cile shrall L b 385 by
Programming Fundamentals 3 0602110 Fundamentals 3 shrall L ol 55 0603100
Digital Logic Design 3 il hidl masi | 0602120 3 ] s iz
Fundamental of Data 3 bl sl 53 salae
Communication and il | 0603201
Networking

18 £ saxall 15 & saaall

FITFEN]
G Juadl) JsN Suadl)

(s Balall P""‘ Balall ?EJ (e alal) PMI‘ alal) PBJ

Wireless Computer Networks 3| Akl ogulall il | 0603345 | Numerical Analysis 3 =l Q| 1505138
4l dsa | 0602313 i ; 4 LSl A pall daa il
Visual Programming 3 Object . Oriented 0602211
Programming

Data Structure and Algorithms | 3 Sl 51 0604201 | piscrete Mathematics 3 dakiid) clsl | 0602200
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3 ] Arala allais
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PR
AN Juadll ds¥) Suadll
A Balall (a.ua\ alall ‘é‘) LNe] dalal) au\ alall eé)
Web Application programming | 3 <oyl Slipkidsa x| 0604313 | Operating System / Linux | 3 oSyl Jalipli | 0603320
System Analysis and Design 3 phll sl Jiai| 0604334 | Cryptography Theory 3 il a kil 0605331
Network Monitoring and lgdd iy Sl 48) | 0603448 4 Sl ac) &
. 4331
Documentation 3 Data Base 060433
i i Sl el Y S 55| 0605331 o
NetWF)I’k and information 3 - J‘ Networks Security 3 A el | 0603443
security protocols e slaall 5
3| g et il 3| kel el e
3 L) Aadls il
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(0605432) Networks and Information risk analysis il plral) g clSadd) jhalia Julad

Credit Hours: 3 R PO REATS A

Prerequisite :0603443 0603443 (buad) Gallaial)

Introduction to Networks and Information Security. Explanation of Security Policy and planning, Threats and
vulnerabilities identification, ldentifying and Assessing Risk, Controlling Risk, network continuity& Disaster
Recovery, Networks and Information Security standards.

Slo okl QLA iy s cciaaal) Ly ciluedll st gl Tkt y Gl Al s il slaall s SIS Gl ) deia
el 5 S Gyl ylaa il oS (e el AN ) paiad ¢l

(0605339 ) Cloud Computing Security Al da gal) ¢yl

Credit Hours: 3 3:8aaliaal) cileLud)

Prerequisite :0606332 0606332 : (:beal) culkial)

Fundamentals of CC and Architectural Characteristics, Security Design and Architecture for CC, Secure Isolation of
Physical & Logical Infrastructure, Data Protection for Cloud Infrastructure and Services, Enforcing Access Control
for Cloud Infrastructure based Services, Monitoring, Auditing and Management. Introduction to ldentity Management
in CC, CC Security Design Patterns, Policy, Compliance & Risk Management in CC.

Aiall Al i) Alas Agall Al J e cuals dplanid) Bas sl 8 (Y1 &y Jlara s ananal iy jlanall (ailiadll s dplad) Lo ) il
Lo sall 8 3y 5l 510 8 Aadie 63 oY) 5 3l 5 A el econndl Agall Al e Al claadll J e o)l 8 aSatl) (g jd ccond) ciladd
Aplaidl dausall 8 Shalaa) s lal s gadaill 5 lulad) dpladl G sal) A ) et Ll dglal)

(0605338) Selected programming language for information GG g cila glrall &y g (ol (B B lida Aaa s A4

and networks privcy and security

Credit Hours: 3 3baalinal) el

Prerequisite : adll 4&) ga ) A8 ga 2 gileal) ullaial)

A programming language which can be applied to information and networks privcy and security will be selected by
faculty member. The selected language should not be one of the courses given by the department. The language
selection is based on the department committee approval.

el e A Hae 585 Y () da iy ISA 5 il slaal) Ay 5 el e Ledas Sl (e 1 A ) el aa (g pa8 Gl 138 8 S
nsil) Gl 288) gy 5 anil] Lga oy ) Ll A0l Lgiaas )

(0603443)Network Security Al (pal

Credit Hours: 3(2+1)

(142) 38 2ainal) e L)

Prerequisite 20605220

0605220 :sbeal) ullaial)

Details of network security attacks and countermeasures. Topics include packet sniffing, packet spoofing, port
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scanning, vulnerability scanning, attack and vulnerability databases, password cracking, denial of service attacks,
session hijacking, network viruses, IDS, VPN, NAT, firewalls and security tools.

cdalial) e ‘f’);“ Jlatil g oS Gile gan ga ‘_,7_“ AlaYU deadiial 3aliaall juladll g il &) LH‘; Glaagll CaiS § kg t\}:\ oo Jualds
lSaE pal U,A Aaddiall ) g5 cdileall ol jas ASLED ) gie daa yi cdaaldd) das 5l CISED (Jlaall Cads daly)

(0602433) Artificial Intelligence =Lk sls3)
Credit Hours: 3 38 adinal) cile L)
Prerequisite :0604201 0604201 :Gibeal) cullaial)

Basic concepts of Artificial Intelligence. Fields of research and application. Structures for state space search.
Knowledge representation and logic. Propositional and Predicate calculus. Strategies for state space search. Heuristic
search. Control and implementation of state space search. Production systems.Languages for Al. Programming in
Prolog.

ol Y1 laidl laidl oy il A pall Jiba ¥l eliahy Jiladl Jid ealinaiy el oSH o c¥lan o elibiall s8Y) esobe
C}SJJ.\:\A.\:\AAJJM‘GGL\L.‘A}“ LSA) ealad M:\;Luw ?.Lu.“ s;\;.d\ é‘)L :\AA)J ‘dauﬂ\ u_x;.xﬂ YAl liad L”,,A C'_A.ﬂ\ é)la L;JL\.MY\}

(0605220) Information security il glaal) ¢pal
Credit Hours: 3 3:baadinall cilelad)
Prerequisite :0603340 0603340 :(3:led) cullaiall

Introduction to vulnerability analysis and exploitation techniques. Topics include common attacking techniques such
as virus, trojan, worms and memory exploits; intrusion detection, Security Information Event Managers (SIEM), and
legal and ethical issues in computer security. An overview to modern cryptography types such as (symmetric,
Asymmetric), traditional cryptography and cryptoanalysis. This includes algorithms such as hash functions, RSA,
Diffie-Hellman, El-Gamal, elliptic curve and AES algorithms. Also, an introduction to number theory, pseudo-
random number generator, message Authentication, basic Protocols and public and private key schemes.

¢ 5_SIAN il 5 ¢ olanall 5 ¢ 830 5 ya Aaal s ¢ il g yuil) Jie Zailill o sagll LS Cile g gall Jadi JMRELY) il o <l 2l Jalal daie
obliial e 5 lalaa) il Jie as) gl g usal) a4k e 3305 guaSl) Gl 8 AEMAY 5 A S8 WLl 5 ¢ (SIEM) ¢ Jhull s
Aaa )5 el Yl el cdaall A3e ) )l 55 clalid i Aae )l 55 (RSA il I sa g )l s Jadiy L il il g gaulil) yaiall

Loalall g alall ZUitall cildaladia 5 puall Apulul 1 Y S 63 gl g il ABalias 5 400 giiad) 40 218 Y1 A 53 g lac Y1 &yl dadia s AES

(0605331) Cryptography Theory edaly 4y s
Credit Hours: 3 3:baatinall cilelud)
Prerequisite :0605220 0605220 :(3:bead) cullaiall

Explanation of cryptography modern techniques such as cryptanalysis, side-channel attacks, block chain and crypto-
currency, quantum and post-quantum cryptography, digital signature, steganography, advance cryptography
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protocols, end-to-end encryption (such as WhatsApp) and tools used in cryptography.

05 o 5eSl) il o yitall Aaad N o Lenll g JISH Alubus cpslal SR Clana ¢ il Jilad I Jie ¢ il b Aeadieall Lipaal) il
Sl 58 I ALY (i) sl p2kiueallS) il yhall (il ¢ il Aaiiall 2 58 55 gl il sheall slid) ¢ pad ) b sill ¢ o oS

il 8 daadil)
(0603320) Operating System / Linux oSl /s alas
Credit Hours: 3 3:baadinall cile L)
Prerequisite :0603340 0603340: Gl cllaiall

Cover fundamental network administration and system management using Linux (Red hat) operating system. Topics
to be covered include: shell programming, accessing and configuring basic network services, managing directory
services, and using network management softwares on Linux operating system platforms. Students should be able to
apply system administrator skills in developing a network management strategy from installation, configuration and
administration of Linux Operating Systems.

Ol ey A gl sall Jaiy s (Linux (Red hat di aldas alasily Uil s 513) 5 ) A0l 8 510) <l jlgen sl ) (lasall 138 Cargy
Jpma Gl lea Gudat ¢ Linuxduss aUas e 305N 3 ) el pladiul ¢ Judall chlaad 5 )l Al 3l Gl (p K39 Jgea ol ¢ shell
Linux pUai 3 ) g calae Y15 el (o o il AS0EN 3 Y Al yiul gy 8 Uil

(0605331) Network and information security protocols il glaall g clSuddf Cpal ¥ oS 559 0
Credit Hours: 3 3:daalinall e Ludf
Prerequisite :0605220 0605220 :g:besl) culkaial)

Discussion of routing protocols such as RIP, OSPF and BGP, multicasting and multicast routing protocols such as
DVMRP, MOSPF and PIM, application protocols such as DNS, DHCP, FTP and HTTP. In addition, network security
protocols such as: https, SFTP, IPSec, VPNs, TLS, SSL, SSH, Kerberos, OSPF authentication and SNMPv3.

a3l Jl Y)Y S 53505 BGP «OSPF « RIPJie taua sill ¥ S 5i5 5 0 ARPOa il Gl < Y1 @Y S 5i g 5 Jamia agh
Jeia ad &3 HTTP <FTP <DHCP <DNSJie sl ialall ¥ 55,0 PIM - (MOSPF «: DVMRP Ui 4 sill asaiall il
https, SFTP, IPSec, VPNs, TLS, SSL, SSH, Kerberos, OSPF authentication and et Ay Sl el @Y S g gl

SNMPV3.

(0605439 ) Special topics in information and networks privcy

/ Al g il glaall &y g (el (B Al cile g
and security i) g il slrall 4y puag (14l (2 e

Credit Hours: 3 3:bdalinal) cile L)
S . e 60 (& 7 o) acidl) 488) ga anidl) 48| ga 3 Galeal) Callaial)
Prerequisite:4slu 60 2 gladll sl awdl) 428 ga < .y

A topic in information and networks privcy and security will be selected by faculty member. The selected course
should not be one of the courses given by the department. The course selection is based on the department committee
approval.

Lea by i) cllusall ails Lghaiati Al Cllsall (pain 35 o) S St 5 o shaall g s sial e guim g aaf Gy )y Glosall 134 b o
o) e 4880 ga 5 il
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(0604331) Database byl s g8
Credit Hours: 4 (3+1) (143)4:Baaizall cile L)
Prerequisite : 0604201 0604201 :(3:bead) cullaiall

The main objective of this course is to provide students with the basic knowledge of database systems types, database
management, and database theoretical foundations. It covers a range of topics including: database systems concepts,
database (DB) modelling using the entity relationship (ER) model and the Enhanced-ER model, query and Data
Manipulation Language (DML) using Structured Query Language (SQL). The student will learn how to build a
database system using Data Definition Language (DDL), and DML. Also the students should perform the
normalization process of relations using different normal forms.

The Database-LAB shows how to get started and helps understand the SQL language from the ground up: Query
language (SQL), and procedural language-SQL (PL/SQL), Database structures, storing, retrieving, and manipulating
data in relational databases.

o) 8l 4 hil) ey olild) ael 831 5 bl se ) B dadail o) 6 AaluY) A jaaly GOl a3 s Blasall 138 (e i ) gl
ADle 73 a8 alriiuly (DB) cbibad) 520 dadaiy ¢ bl ae) 8 Aadail aalia :@lld 8 Loy e guin sall (0 Ao gane Blasall 138 Jaky s bl
138 (& Qllall alatus (SQL) 4dSel) pMaiu¥) da] alasinly (DML) <libull Aallas 3315 22231 5 « Enhanced-ER zis<is (ER) <llsl)
Al aphat Aglee ¢l ja) QLN e ciay WS (DML) 5 (DDL)  <slibal) iy jad Rl aladinly by sacld Uas ol 44 Liayl (3lal)

Adlide Lgepda JICAT alasiuly

SQL (PL/ ) &g a¥) 4l s ¢ (SQL) pdwias¥) 4ad el U Gl (e 22l pgd e selusys SQL Aaly sl 488 7 5 i) 3 6 yside
Al ULl s 58 3 Lgtiadlaa g ¢ Lgialaian) 5 il 0 533 5 ¢ Ulall 38 JSUa 5 « SQL

(0604334) System Analysis and Design Al avaual g Julas
Credit Hours: 3 3:baatinall cilelud)
Prerequisite : 0604331 0604331 :(G:budl llaial)

The course encompasses the concepts, tools, and techniques required to analyze and design information systems. The
course will include structured development approaches and the system development life cycle, as well as rapid
application development through alternative approaches such as prototyping and agile. Emphasis will be given to the
role of information systems in organizations and how they relate to organizational objectives and structure. Students
will be introduced to system analysis and design modeling tools such as data flow diagrams, entity-relationship
diagrams, data dictionaries, decision tables, decision trees, and structure charts. This course also includes the project
management principles such as: project palnning, scheduling, team analyzing and staffing.

shi sla 5505 Aalaiall gl sl (Blasall 138 aiay e glaall ala aganaly Jalal &y sllaal) byl 5 <l a5 anlaall Gl 138 Jady
Cilaslaall alai 53 e S e s sl 038 (8, 4 ) 5 Al 5Y) 2 3laill Jle ALy malia JOA (o Gulaill g pudl g sl ) 8LV ¢ oUal)
bl 3855 cllabade Jio arenail) dadai <l ol 5 alaill Jalady COUall Cay pad s anaiil) JSogd) 5 Calaa YL Lol )l 4aS 5 cilalaiall 8
30 fsalie ol (glocall 13 ety &Kool cillaladally ) all il ol al Jslan s ccillall el g5 «clBLSH G 4830l cillahada

Aalge a3 548k 555 3 A Jidady ¢ Alsaall g o 5 pdiall Jasdads : Jie g 5 il

(0603440 ) Network programming i) daa
Credit Hours: 3 3:baalizal) cite bl
Prerequisite:0603340 0603340: (sbuad) allaiall
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This course provides various aspects of computer network programming. covered topics are input and output stream,
multithreaded, TCP/IP addressing, URL parsing, URL encoding, socket programming in both the TCP and UDP
domains, the client/server programming model and multicasting programming.

pleall Baaeia ¢ Clajdaly CBRA 3N 4 Slhadl Gle pagad Ggulall SIS Aaa (4 Adlde il Glaadl 13a a0
[ dsasd) dae 2 z35a3 « UDP 5 TCP lildail socket 4 » « URL i « URL onstie dilai « TCP / IP 453 ¢(multithreaded)
(multicasting )<l sa1a%e Al 5 2alal)

( 0603345 ) Wireless Computer Networks AL o guidal) cilSud
Credit Hours: 3 3:Baadinall cilelad)
Prerequisite :0603340 0603340 :(G:led) llaial)

This course deals with the principles, technologies, protocols and standards of wireless RF communication, with
emphasis on wireless LAN and WAN. Topics include : Satellite Communication, Cellular Wireless Networks, Ad-
Hoc versus structured networks, Bluetooth and IEEE 802.15 and Wifi networks, IEEE 802.11/b,g,n standard,
broadband wireless networks, IP Mobile networks, Wimax, GSM, GPRS, UMTS,4th , and 5th generation mobile
networks, sensor network, LiFi, and Internet of things (10T) networks.

Qi Ao 1 S AL Al S e 381 e ¢ ASLOU LAY yula s Y 5 555 i (slan lasdl 38 J 5y
IEEE 5 Gu0Y) omdl i€y ¢ Al peall cilSatll Jia alomiiall i€l y ¢ slal) ALl S0l 5 ¢ 4Dl cVLaiy) e sum sall
5¢«GSM 5« Wimax s ¢ IP Mobile <S5 ¢ 3Uaill diay jo AL K03l 5 ¢« [EEE 802.11 /b sn 5« g s« « Wifi 5802.15
LBV iy IS 5 e guial) ClSaig LiFT 5 ¢ Jlbadinl) 4SS5 ¢ J sanall S 5 dalall ¢ il Juall iS5 « UMTS 5 «GPRS

(1oT)
( 0604240 ) Software Engineering Fundamental e gal) Atia Syl
Credit Hours: 3 3:baalinal) cile L)
Prerequisite : 0602110 0602110z Gsud! cllaial)

This course introduces the goals, concepts, principles, methods, paradigms and tools of SE . In addition, this course
describes the process models, planning &effort estimation, team organization, object-oriented analysis and design,
testing techniques, quality metrics, quality assurance, software configuration on management, case studies of software
project.

Luladdll clleall 3l jiall 138 Cacay ¢ @lld ) Alall | Cilie ol din 8l ol 5 z3lai g cullal 5 25alia s amlia 5 Calaal (Glosall 138 238
2..,.\):} ¢ AL\L\;.AJ.\” 5yl 33 gall Jlaca 32 gall (uulia cu\:n..e).zﬂ Dbyl Gl ¢Sl 4 gall HMM} Jalatl) il (u.}:uﬁ cagall s

(0603448) Network Monitoring and Documentation Leifigh g Sl 480 0
Credit Hours: 3 3:baatinall cilelud)
Prerequisite :0603340 0603340 : (bl llaial)

A network evaluation both physically and logically to determine proper sensor placement, filter network traffic to
comply with wiretap authority, hide the presence of the monitoring workstation on the network, evaluate captured
traffic for the proper content, configure windows network monitoring AlS (automatic identification system), analyze
and verify gathered data in a windows environment, install and configure software including wireshark, tcpdump,
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winpcap, windump.

iail) Adabid YUl o glaall Hg e A8 a Tpgaad o(@d) jall) laliny) 3 jeal i &) sa ol dgalatall g Apalal) Zalill (e AS0AN apis
PRl 50ty 5 A0k A8 pa (9585 Aluilal) o slaall 5y A8 el uliall 5 sinall s ASu e A8 pall Anne 3 gn g clis) (5 S
wireshark, tcpdump, winpcap, :die Clsa y daniay Gl < Gaais Ay (4 aead Al UL (e Gl g JilaS ¢ V1 ol o

windump.
( 0604313 ) Web Application Programming AN clida Aoy
Credit Hours: 3 3:daalinall e Ludf
Prerequisite : 0604331 & 0602313 0602313 & 0604331 :Gluad) cullaial)

This course introduces students to basic web design using HTML (Hypertext Markup Language) and CSS (Cascading
Style Sheets). Throughout the course students are introduced to planning and designing effective web pages;
implementing web pages by writing HTML and CSS code; enhancing web pages with the use of page layout
techniques, text formatting, graphics, images, and multimedia; and producing a functional, multi-page website.

This course will cover the practical aspects of building web application using Java Sever Pages(JSP). The goal of this
course is to introduce the students to the basics of JSP. It also introduces the students to JSP Directives, Expression
Language and JSP Standard Actions. Finally, this course prepares the students to connect JSP with MY SQL.

Ciladia asanaiy hadads Jle GOl Ciy jad o Bl 138 J3A . CSS 5 HTML 4l aladialy gl Ciladia apenal 43S CUall Gl a3y
oail) Bati 5 Andiall Jashads L aladiuly Cusl) Gladia Grad ¢ CSS s HTML 258 AU Gyl e cusl) Claden 2w Alladll Gyl
G sl il Ly dlaall (il gal) Loay) Glasall  charaw cladiall sastie iy Cug o ge zU) 5 aseial) Jailu gl 5 ) gaaall 5 Cila g J)1 5
Ay JSP Gl st e dlall i LS ISP by CodUall iy pai g Slusal) 138 (00 ixgd) Java Sever (JSP) claiea aladinly
Gob e lasliil 5 ity saeliy JSP Gladia Lay AdS e Capadll e Ol aeluy Slaall 18 ) 3l Al dll JSP el jal s spadl

MYSQL
(0605337 )Web security gl Ol
Credit Hours: 3 3:daalinal) cileludl
Prerequisite:0604313 0604313 : Gl ullaial)

Fundamentals of web security that shows how to build secure web applications. The emphasis lies on standardized
variety of topics in web security and computer network security areas such as: HTTPs protocol, cryptography in web,
SSL protocol, different kinds of web attacks, browser security issues, cookies and web bugs and spywares. More
advanced topics in web servers such as Apache, IIS, access control in web, web firewalls, and trainings for web
security applications will be covered.
A8 el Vs gl Gl (3 e s sall (10 de sile Ao gana o Sy Al Gy ik L33 A4S ol ¢ gl gl il
iy et il 5 (i pmiaall Glal OS5 Cusll Clana (e Ailida g 155l 5 SSL IS i s sl (B il s HTTPS JS 55 idie sulall
Cusl o dleall )aas cull e Jsadll 8 oSailly IS 5 Apache Jie axilill cugll adld Guvaill el o sl eladl ol )
e ol el clandal Ay il <l sall

(0605434)Cybercrimes and Digital Forensics 4B ) A g A g SN ad) sl
Credit Hours: 3 3:baainal) e Lud)
Prerequisite:0603448 0603448: (g:lusl) cullaial)
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Basic technology and techniques which are used to investigate cybercrime. A systematic approach to planning and
implementing a comprehensive computer forensic investigation, particularly evidence collection and the reconstruction
of events. also, learning about computer crime, use of linux as an investigative environment, file systems as a source of
forensic evidence, data acquisition, computer forensics tools, computer forensic analysis, internet history and email,
reporting results of investigations. Moreover, learn techniques used by hackers to improve the protection of systems
and prevent similar breaches in the future.

Lala s pulall Jold s Giad i 5 Jaladdl agiall Jalaill gl A iSIY) 230 ad) & Baaill daaiiaall i)y ZpuluY) L ) i3l
¢ Al A HaiaeS Clalall Aadail ¢ (35 A0S LinuX alasiul ¢ 45 SIY1 a8 el e Capall Loal s Lgie laa¥) el sale) s oY1 pan
2 ge EOLYI ¢ s I oyl s i EY) Gl ¢ Gplall sl Gaatll Jiat ¢ Ggulall lal) Gaatl) ol ol (il e J gaasl)

(Jainall 8 AlLaal) CSLEY) alia g pdaill Aglas Gl Galluiall 8 (e Aeddiosal) i@l alas ¢l e 3 gMle 5 iliasl)

(0605435)Ethical hacking AAY) @) 1Y)
Credit Hours: 3 3-8 dalinal) cule L)
Prerequisite:0605331 & 0603448 0605331 & 0603448: abusl) cullaial)

Ethical hacking and penetration testing techniques. This includes: learning techniques and tools used by hackers and
systematically investigates a computer network for possible vulnerabilities. Scan, test, hack and secure target systems.
In addtion, the Five Phases of Ethical Hacking( Reconnaissance, Gaining Access, Enumeration, Maintaining Access,
and covering your tracks). Moreover, the tools used by Ethical Hackers to examine the security of a device or network.

Cmlall 4S5 e (oagie JSA il e o slluiall Lgaadioy a (Al <l oY1 5 el uﬂhe‘a:u“_u;‘éj)\;‘i\ OLRaY s BN Hladl) clyss
¢ g LI & a gall s ¢ AEAY) Lia a8l Guadd) dal el ) ALYl ddagioall Aadail) aaliy 315580 ¢ L) ¢ e Alainall @l gl (e
ua;sluﬁh‘y‘L)}w\L@.A&a:\uﬂ‘k"_\‘}Ay\‘Aﬂﬂ‘sls";})&cﬂd&a&\u\)w‘%}sd}m}\?k\.&ﬂ\}¢J‘.\:.\M}‘éﬁ\d}sﬁ)h)

ASs 5l e ol
(0604201)Data Structures and Algorithms cila j ) gadl g clilud) o) 5
Credit Hours: 3 3:baainal) cilebud)
Prerequisite: 0602200&80602211 0602200&0602211 2 Gbed) ullaial)

An introduction to mathematical modeling of computational problems. Including the common algorithms, algorithmic
paradigms, and data structures (Stake,Queue, Link List and Tree) used to solve these problems. With an emphasis to
relationship between algorithms and programming, and introduces basic performance measures and analysis
techniques for these problems.

(Stake,Queue, Link List and Tree)<blall Jsbia 5 4 )l sall o dlail 5 ALl Gl )1 sall 7 s Al JSUELN Al Hl) Andaill daia
S 53 bl L 5 Alsl) 1Y) Gunlia 5 ¢ Aanayall 5 ila 3 ) 5301 (g A8l a5 5 KA 038 Jad Aadiiiosall

( 0602120 )Digital Logic Design 2 (shial) araas
Credit Hours: 3 3:badizall cilelul)
Prerequisite :0603100 0603100: Glwsd) llaiall
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Number systems, binary codes, Boolean algebra and logic gates. Simplification of Boolean functions. Combinational
logic: Adders, subtractors, code converters, comparators, encoders, decoders, multiplexers and ROMs. Sequential
logic: Flip-Flops, Registers, Counters, and RAM.

el 0l Jy g E)E\JcC)H\ 5l ‘CAAJ‘ 5l M\ d}a;.d\ Al J) gall Javet djalaial) <yl gl u_‘\\_\ﬂ\ ) Al C'_:\‘)s:uﬂ\ A=l Aalyif
LA gadiall 3 SIAY cclaland) ecSlandll ccaablail) Lfa_ﬂ:ﬂ\ ng:ld\ add 3o Al 3 SIa g LAY 3 yila ¢ yuadall Sl 3 il ¢ ,ualdill 3 yila ead Hlaall 3yl

(0602211 ) Object Oriented Programming GULSY dga gal) daa yall
Credit Hours: 4(3+1) (1+3)4:320nal) cile L)
Prerequisite:0602110 0602110: Galed) allaial)

The basic concepts and techniques of object oriented programming (OOP) using a popular OOP language (e.g. JAVA).
Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes.

The Object Oriented Programming —LAB : implement the following subjects using java programing language
(Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes).

Jaeatl 5 el jaal 5 ¢ yadally Al 5 (ASH cadlul 5 cilandl celad¥) g ) o) lila Jio 4ad alasinly IS daa ys il g Lealu) palial)
Aaladl g1 59 5 Gl 5 asadl s ol Y1 liSa aladin) 5 e Judeill (ilgal 5 (JISEY) aaa3 g ) 3

(Classes, objects, attributes and methods, object —Lialldad alaatuly 4 aaliall daa -l ALSH A g gl dna i i
instantiation, constructor and destructor, inheritance, overloading and polymorphism, interfaces, serialization, usage of
class libraries and packages, and generic methods and classes )

(0602200 ) Discrete Mathematics dadafial) clusaly )
Credit Hours: 3 3-8 aalizal) cile L)
Prerequisite :1505136 1505136 3ibead) ullatiall

Sets, set operations, relations, and functions. Propositional and predicate calculus, propositions, truth tables,
tautologies, fallacies and quantifiers. Induction and recursion. Counting techniques: Permutations, combinations, and
counting finite sets. Graph theory: paths connected and weighted graphs, matrix representation, spanning trees and
traversing graphs and trees.

(ol gaall s Uadll Jslan cciluzm @l clegile clleally ol s ol 8Y) Ghidl Ul @Y1, Glidall (e el Gllee (il ganal)
Aok Agiiall Gl genall 2o (3l sl (Jaalidl) caad) Gk oxad I I ele iVl g ol el YTl gasal) (il (lggaall
Ao il cllaladall g clalad all ALGLEN 5 L 51 caaiaall Sl ccild shiaall (et i g ) sall 5 ddayl yiall cillaladiall il bl scillalaiiall

(0603340 ) computer networks @ gulald) il
Credit Hours: 4(4+1) (1+3)45 2daal) cile L)
Prerequisite :0603201 0603201 :Bibesl) ullaiall

Details of protocols and technologies of both LANs and WANS, with emphasis on LAN related protocols.
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OSI and TCP/IP stacks, LAN technologies, IP address (classful and classless), subnetting , supernetting,
delivery and forwarding of IP packets, NAT technology, ARP and RARP protocols.

The Computer Networks —LAB: Cabling, design and installation of LAN Networks, switch and router
configuration,NAT configuration, VLAN configuration, and static and dynamic routing configuration.

subnetting , IP address (classful and classless) Sl 4k 4, jlara ¢ Ay gpulall GISAN areai 3 4] aaalidl)
supernetting, the delivery and forwarding of IP packets, NAT technology, ARP and RARP protocols

St clshael NAT <o) cadalls sl Slea dae) didaall clSuill eat's asaai (JulS dlae o sulall CSuE it
diall g il agm gl cilalac) g VLAN Asal 58Y1 agladl)

(0605441) Graduation Project AL £ g e
Credit Hours: 3 3:daainall cilelud)
Prerequisite; awdll 488) ga + aias dslu 90 B rladl) peidl) 483) ga + Pialinn Aol 90 (A ladl) ; abaal) llatial)

A design and programming project is done by the student individually or in a group under the supervision of some
faculty member. Projects involving research and analysis only may be permitted in some cases. Students are required
to submit detailed documentation of their work and pass an oral examination at the end of the module. In some cases, a
written examination may also be scheduled for the student

bl AR ) g il A elimef (mny (ol ) Cind Ae same (A sl 538 ISy Ul 4 4 gy (7 330 £ 5 pie) Ae s arenal g 5 e
L) el ) ALY (g a0 el aplal ol OV sy A 4l LS (losall dles bt g sk laia) liia) (DUl

(0605440) Practical Training el i)
Credit Hours: 3 3:5aadnal) cilelud)
Prerequisite: awdll 488) ga + adias dslu 90 8 rladl) pidl) 483) ga + Baalinn Aol 90 (A ladl) ; abaal) llalial)

Field Training in some local or international establishment, whether it be commercial, educational, governmental or
otherwise under the condition that it either produces or employs IT products. Following up the student progress in the
training process, submitting a final report summarizing the results of his/her training.

Cilaiia ?Aa.\.uu S of Bydy @y e f dpesSa dailady Ay et S o) s A sl gl Al Sl sall Glany 8 Sl quxd) S
P Ol e gaisccnoal dde Aalhl) aaiidalhe cleghall LalsSAK e i Slaslaall L )i
)X gl (adly Lilg |y 8

(0602313 )Visual Programming Ay yal) Aqea yal)
Credit Hours: 3 3:badinall cilelud)
Prerequisite: 0602211 0602211 2 :besl) llaial)

This course concerns about designing and developing a Graphical User Interface (GUI) applications. Besides, this
course enrichs the developed applications with available facilities in Java2D, which are Graphics, Event Handling,
Exception Handling and Files I/O. Finally, this course prepares the students to connect GUI program with Java DB.

st Aaliall (38 yalls ) ghaall culiudatll luall 138 (5 5 ¢ clld Qila ) (GUI) e sma ) padiiuall Agal y linkad 5o ok g avenals (Glusall 138 3laty
b b)) aadeys (O GBlall 138 Sea ¢ 1Al il 21 5a) / i) s cle ) dalles 5 Elaa) dallas s e s 3l 4 5 ¢ Java2D
Java DB - e su 1l a2diusall dgal
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:Z\:UQQY\ 3] gadl
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|
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