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Third: University Requirements (27 Credit Hours): 1A LaS Saainh Lol (YY) daalsd) claia B0
A. Obligatory (21 Credit Hours): 1(paia A8 Y1) 400 )
etaadl (i Course Name s 4)"‘ (o 33l el 5 ?3:3
Jal& i SR Introduction to Islamic Creed 0 | 1 1| asysaad ) 0axd | 1504100
Jal& s KN Benevolence 0 | 1 1 Juay! 1504101
Jal& 15 Y Quran and Recitation 0| 1|1 a3y &0 G0 | 1504102
c .o Biography of the Prophet (an Al o -4 5ll 5,0
Ja& I ey
AS Gy Sl . analytical study) 0 3 3 T 1504103
1504096
Jal& 3 581 3 Arabic Language (1) 0| 3|3 (1) &y 2z 1504104
1504097
1504098
A& 3 Y Bl English Language (1) o | 3|3 ()i adl | 1504105
1504099
S 3y SR Military Sciences 0| 3|3 FSE Al 1504106
Jl& iy S8 National Education 0 | 3|3 aaall 4y 1504107
Jel& iy &) Entrepreneurship and Innovation 0 3 3 1 3G 1504123
B. Elective Requirements (6 C.H) to be chosen from: rha VAT (Paalia cAE UL 1) LAY o
1. Domain of Human & Islamic Sciences (3 C.H): (it el 1) Luadlialfl g Al asladl Jaa )
Glha}l- Gl Course Name e Ls)h o 33 L sl )
L Scientific Miracles in Quran & 3 Gl g e aey
JaE iy A Q 0 v o 27 7| 1504110
Sunnah i
Ja& 3 &) Life Skills o 3 | dgpad ciyead | 15041¢Y
Qe 3 Y Principles of Islamic Education 0| 3 | L) A i Jplal | 1504115
Jel& 3y 4 | Contemporary Issues 0 3| 8 kalas Gl | 1504122
2. Domain of Social & Economic Sciences (3 C.H): (A el 1) dpabaiiy) y Ao Ladiay) asidl Jiaa ¥
) G a | Course Name e | @l | pum s p | a3l
SA& 5 AR Law in our Life 0 3 ¥ Lia A oglal | Yougr Y
Jel& iy R | Family and Community System 0 3 T il ) ot | Vo gy TE
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Ja& 3y 54 CivilizatienNimidlAsiamic Sciences and Educgtion University r.:u.};l Alma | Vo £YYT
Jal& iy 8 Leadership and Social Responsibility 0 3 Yo i iy e | Vel et
3. Domain of Sciences & Technology & Health (3 C.H): £(Paaih CAS i ¥) ARall g Uy ol 58N o sB0) 3 ¥

caasl (Gbw 2 [ Course Name e gJ’m pou sl | B3 533
Jal& 3 Y Digital Culture 0| 3 ” L) @ | 1505151
Ja& oy A Development and Environment 0 3 v :‘feg]*} Ladll | veuorey
Jal& (s A Nutrition & Health 0| 3 ¥ Ll Aalall | Yo onrY
Jal& 5,580 Sports in our life 0 3 v Wl Al | Ve ghYe
Fourth: College Requirements (18) C.H follows: 23 Ll 33aias A8 (VA) 4G elita sl
clzadl il Course Name e ‘é_)iii pa 3aLad) (a.:.u'l 3aLal) ;!'J
i Computer Skills (1) 0| 3 3 (V) wad @iz | 1505137
i Information Technology Fundamentals | 0 3 3 il shaall L 58 i | 0603100
gats 1505137 | Programming Fundamentals 0 3 3 el el | 0602110
) 0602110 | Software Engineering Fundamentals 0 3 3 Cilaaa bl Adih ol | 0604240
Ji& 355 | 0603100 Fundamefntals of Data Communication a 0 3 3 Ay ) S s 0603201
Networking
A8 s 0603100 | Technical Writing and Specialized Engl 0 3 . Aalll ol jlgay il A4 | 0604206
T 1504105 | Language Skills . Leanadill 4 jlaiyl
0LlPds o8 g sl
Fifth: Department Requirements (84) C.H as follows: :(il L& 53a%a 42Ua (84) oaladdll cildhia sluald
A. Obligatory (66 C.H): shaaiai AW (66) Ay .
ezl G a Course Name S | g | puos 33 Al sl o)
Jal& Ak 0603100 | Digital Logic Design 0 | 3 3 AN Gl paldi | 0602120
Jd& A5y | 0602110 | Object Oriented Programming BERE el aga e il | 0602212
Q& Aaa; | 1505153 | Discrete Mathematics 6 | 3 | 3 ekl sl | 0602200
z 0602200 .
o e ot S . \ Y Gl Lsid
Ja8 sy 0602212 Data Structure 3 il sy | 0602201
el 0603342 | Network Protocols 0|3 |3 Sl ey &4 yY | 0603341
i 0602120 | Computer Design and Organization 0 3 3 Copulall iy aalad | 0602221
e 0603341 | Network Programming 0 3 3 &l e | 0603440
e 0602110 | Selected Programming Language 0 3 3 slaizan il | 0602312
i 0602201 | Algorithms 0| 3|3 Sadsal | 0602302
j 0602201 G A
okt : e
™ 0602221 Operating System 0 3 3 Judill Ll | 0602322
o LI A | . o . i
QS a2 b_\_ii;u Practical Training 0 3 3 Gl a8 | 0603450
J& gy | S| Graduation Project o | 3| 3 challe yhta | 0603451
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i 0603443 | Ethicgiidaskirig Islamic Sciences and [duatjonXUnjvedsity GBI @Y | 0605435
RPES) 0603201 Computer Networks 1 i v TS T 0603342
¥ 0603342 | Operating System / Linux 0 3 3 oSil/ Jslf ol | 0603320
e 0603342 | Information Security 0| 31| 3 ciaghadl o4l | 0605220
s 0603341 | Networks Security Pl ® | 8 & el | 0603443
o 0603341 Network Administration 0 3 3 I Lo 55131 | 0603444
i 0602212 | Visual Programming o | 3] 3 By el | 0602313
. 0604333 . . ceatl a8 fE s e
et 0602313 Web Application Programming 0 3 3 syl Slnki daa | 0604313
Jel& ala )y 0602201 | Database 1 \ v cligh el | 0604333
el 0603342 | Wireless Computer Networks 0| 3|3 LSl G gulal &S | 0603345
62 | 66 £ sadal
B. Elective Requirements (9 C.H): 8 hafhs el (9) LAY
ST LTIV Course Name e | gl | g 3l ol sital o)
e 0603443 Network Monitoring and Documentation | 0 3 Lkt iy KRN A% | 0603448
zas 0604333 o 1l iy | 0603346
0603342 Distributed systems 0 3 3 de Tl aal
[ 3 alalh 4 e 5 Rl cle Jah | 0603445
1. AzI | Special Topics in Computer Networks 0 3 3 S u’“:’j:
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) vy | Mobile and Wireless Devices 0 3 3 il Al 55028 152 | 0603446
Programming = AR
o 0603443 | Introduction to Cybercrimes and Digital e e
Forensics 0 3 3 FR R 0605434
mala 0602201 Artificial Intelligence 0 3 3 eelihlay) A& | 0602433
sl 0603443 | Networks and Information Risk Analysis | 0 3 3 gl i sl L3S | 0605432
C. Supplementary Requirements (9 C.H): BAaERA Bl (9) sl
s Gl p Course Name e | ol | o il ol sitab o)
dld sy Mathematics and Linear Algebra 0 | 3 | 3 | ohabomdyctauil| 1505153
Jd& 355 | 1505153 | Numerical Analysis 0 3 Ceaaall Qa3 | Yoo TA
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(0602120) Digital Logic Design b3 (ahaiall asalal

Credit Hours: 3 ¥ aaiaall cle L)

Prerequisite: 0603100 AT o) i

Number systems, binary codes, Boolean algebra and logic gates. Simplification of Boolean functions. Combinational logic:
Adders, subtractors, code converters, comparators, encoders, decoders, multiplexers and ROMs. Sequential logic: Flip-
Flops, Registers, Counters, and RAM.

5305 il A5 555 e Rl 3005 ) 35003 el (3l AN 3 s Al ) gl (N el TN ) sl A
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(0602212) Object Oriented Programming

clipell 24 3 s e

Credit Hours: 3 (2+1)

(YY) ¥ sl clelud

Prerequisite: 0602110

CROYY Gkl

The basic concepts and techniques of object-oriented programming (OOP) using a popular OOP language (e.g. JAVA).
Classes. objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes.

The Object Oriented Programming —-LAB : implement the following subjects using java programing language
(Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages. and generic methods and classes).
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(Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes).

(0602200) Discrete Mathematics Aakiitial) gl

Credit Hours: 3 ¥ saadaal) s UL

Prerequisite: 1505153 1505153 ¢l iiaa)

Sets, set operations, relations, and functions. Propositional and predicate calculus, propositions, truth tables, tautologies,
fallacies and quantifiers. Induction and recursion. Counting techniques: Permutations, combinations, and counting finite
sets. Graph theory: paths connected and weighted graphs, matrix representation, spanning trees and traversing graphs and
trees.
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(0603342) Computer Networks o gulal) cilkus

Credit Hours: 3 (2+1) (V+Y) ¥ Bl sl

Prerequisite: 0603201 TN i) i

Details of protocols and technologies of both LANs and WANSs, with emphasis on LAN-related protocols. OSI and TCP/IP
stacks, LAN technologies, IP address (Classful and Classless), Subnetting, super-netting, delivery and forwarding of IP
packets, NAT technology, ARP, and RARP protocols.

(LAB): The Computer Networks-LAB: Cabling, design, and installation of LAN Networks, switch and router configuration,
NAT configuration, VLAN configuration, and static and dynamic routing configuration.
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(0602322) Operating Systems

]'-'-a;!.l “Lj

Credit Hours: 3

¥ 5aadaal) el

Prerequisite: 0602201 & 0602221

0602201 & 0602221: bl cuikialy

memory management, disk organization and scheduling.

Principles of operating systems. A historical perspective of how operating systems evolved. processes and threads, CPU
scheduling, inter-process communication and synchronization, deadlock handling, memory paging and segmentation, virtual

i
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(0602201) Data Structures

i) qusl

Credit Hours: 3(V+Y)

(VHY)Y spaadaa clell)

Prerequisite: 0602200 &0602212

CLOTYNTE T Y e il il

such as linear and binary search.

Data types and structures, abstract data types and encapsulation, stacks, queues, recursion, linked list types, binary trees,
sorting algorithms, for example exchange sort, bubble sort, merge sort, insertion sort, quick sort, etc. Searching Algorithms

o v on s N a3 g1 (1R B e gl 1RV i ity 5 ) i 158 i o5 180
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(0602302) Algorithms

@lga 1380

Credit Hours: 3

¥ paaikall cAE ULl

Prerequisite: 0602201

VLYY g Gl

algorithms. Combinatorial algorithms. P/NP problems.

Algorithms, Mathematical induction, classifying functions. Computational complexity of algorithms. Searching and sorting
algorithms. Algorithms analysis and design techniques: Divide and conquer greedy methods. Trees and graphs. Hashing
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(0602312) Selected Programming Language 5k dga sy 4ad
Credit Hours: 3 ¥ 25 il e Ll

Prerequisite: + 1+ Y+

VIO Y i)

Teaching a programming language which is not taught in the curriculum and it is chosen by the lecturer.
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(0602221) Computer Design and Organization PN ,ulm.u apanal
Credit Hours: 3 o saadaal) cle

Prerequisite: 0602120

YY) e

Numbers representation. Organization concepts of Von Neumann machines. Instructions set and assembly language.

Addressing modes. CPU structure and function. I/O systems. Internal and external memory organization. Interrupt handling.
Y1y DUyt A Rl TNl sam il a5 il 3 hinaadl A a2 138 s 1 ol g ol s 21 Ji
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(0602313 )Visual Programming
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Credit Hours: 3 ¥ 25l e )
Prerequisite: 0602212 VYT gL i)

This course concerns designing and developing a Graphical User Interface (GUI) applications. Besides, this course enriches
the developed applications with available facilities in Java2D, which are Graphics, Event Handling, Exception Handling and
Files I/O. Finally, this course prepares the students to connect GUT program with Java DB.

A AaTl B35y 5 gl il il 1B 5 3 Ca ) (GUI) Bl padSidll Tl iyl gy aually sl 155 51
Galy zali day )l asaany GO Gl 13 jpad dhal Gkl zI5A) [ Jaaly oLyl Aalazy cda¥l dslaiy wla gl il a5 Java2D
Java DB = &a sl aadalal)

(0604313 ) Web Application Programming i ) el 435
Credit Hours: 3 ¥ 3aadaal) el
Prerequisite: 0604333 & 0602313 CLOYFE & T ETYY gl i)

Web page design, development and design of dynamic web pages. The design uses HTML and CSS to create structure and

appearance for client side. Also, basic JavaScript to create dynamic behavior on web sites. In addition, advanced topics such

as server side using JAVA Server Page (JSP) with special focus on using the JSTL. Finally, it covers Session Management

and JDBC.

U clulid ) el el (s e seliay i sLEY 2354 CSS 5 HTML e 38001 0ns AiSaaliol (gl sl spalady shs

3 ol JSTL p3it) o pals J95 38701 o JAVA Server Page (JSP) #1355 & sl adlsa (o (Saalios b Lj‘j\i S e
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(0604333) Data Base ) )38
Credit Hours: 3 (2+1) (YY) ¥ 3l el
Prerequisite: 0602201 CTOYY Y g i)

The main objective of this course is to provide students with the basic knowledge of database systems types, database
management, and database theoretical foundations. It covers a range of topics including: database systems concepts,
database (DB) modelling using the entity relationship (ER) model and the Enhanced-ER model, query and Data
Manipulation Language (DML) using Structured Query Language (SQL). The student will learn how to build a database
system using Data Definition Language (DDL), and DML. Also the students should perform the normalization process of
relations using different normal forms.

The Database-LAB shows how to get started and helps understand the SQL language from the ground up: Query language
(SQL), and procedural language-SQL (PL/SQL), Database structures, storing, retrieving, and manipulating data in relational
databases.
G el 35T ey el ac13 a5l el aelgh Ll g5y Ll @y GO a5 g el 18 (e Gt ez
(ER) sl &8de #3440 oI3dally (DB) wbitil) sxc A5y ool e 58 Akl paalia 1l b Ly e gyl fe 12 sada @aad 18 il
ey 2356 Ll Ul 150 3 el (SQL) AulSsel) pSasia) &af pS8511, (DMIL) i) dsdas 4, Sty cEnhanced-ER 35%5
A Byl ST 213550 A ke Al ) 5] SR e Cana LS (DMIL) 3 (DDL) il <oy 523 2a] AAE i 306 s
SQL (PL / SQL) st a1 &allly ((SQL) iyt &l el L) iy Ga 84 i Jle oty SQL sl o3l &8 £ 5 il ae 18 s
Al i ae) 8 8 gtaTlaa s clgialaial y il 0 333 el s3e 18 JSUh

(0603443) Networks Security SN Gl
Credit Hours: 3 Y sadaal st
Prerequisite: 0603341 0603341: G ]

Details of network security attacks and countermeasures. Topics include packet sniffing, packet spoofing, port scanning,
vulnerability scanning, attack and vulnerability databases, password cracking, denial of service attacks, session hijacking,
network viruses, IDS, VPN, NAT, firewalls and security tools.
Sal (il e <o 34N Qa5 IS Cile plaa ) ALYy Aerdiallsaliadl il &N e cladgl CatS 3y 13l (2 Jpalis
o Al oYY lan g eciiadall CLIAA) dardll Gian lLadh ¢ 958l L (31550 il ael 8 e il A0S ciladl o A
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(0603345) Wireless Computer Networks -t.:Slubili gl cilén
Credit Hours: 3 \‘:5:&1&5} aleludl
Prerequisite: 0603342 CTOPYEY G i)

This course deals with the principles, technologies, protocols and standards of wireless RF communication, with emphasis
on wireless LAN and WAN. Topics include: Satellite Communication, Cellular Wireless Networks, Ad-Hoc versus
structured networks, Bluetooth and IEEE 802.15 and Wi-Fi networks, I[EEE 802.11/b,g,n standard, broadband wireless
networks, IP Mobile networks, Wimax, GSM, GPRS, UMTS,4th , and 5th generation mobile networks, sensor network,
LiFi, and Internet ofthmgs (IoT) networks.

ki Al gl gy actusy Glad) L_.\suh UJ; ),s)m AN uymyu sy uy,s_,a_,ﬂ L_;umj salia sl 15 d,uum

SEEE 802.15 1 3390 oudl il g-ds..g_nh &N i dmmh &ty & ,LJ! LA IRy gLl SV e glaall

UMTS 5¢«GPRS 5¢GSM s «Wimax s ¢IP Mobile A g o (Ual Ay ye ASLSUN Ky (JEEE 802.11/b sn seg 5 «Wi-Fi
.c'L_\.mYl ;u_).u} L_llS,u.uj ,4__1.1_?.4." uLS..b.uJ LiFi s L_)L:.u_’h.u\i‘ AngJ id}aa.n.h &_lls;u_,m‘.:d';, &c..!')]'l d.\;.“ i_als.}ul_j ¢

(0603320) Operating System / Linux &L/ Jadzs ?h:
Credit Hours: 3 Vs aaiaall et
Prerequisite: 0603342 CROPYEY gl Gl

Cover fundamental network administration and system management using Linux (ubuntu) operating system. Topics to be
covered include: shell programming, accessing and configuring basic network services, managing directory services, and
using network management software on Linux operating system platforms. Students should be able to apply system
administrator skills in developing a network management strategy from installation, configuration and administration of
Lmux Operatmg Systems

‘ShCll Ja daay uILd! 'l}aﬂ d“""-’J (L]nux (ubunt_u d.\m l;uu [a‘.\;_\.u.Ll FU:\.\I'I n_)‘.:l ml....&l 45.\;;:“ u_)m t_:‘JL&_n {um ‘_,‘Jl dl.uuajl l.n u_\g_lr

ray G pladl d,,m L_,ULP Gkt (Linuxdsa oUai e A8 5513 gl 53 pl3dal) (JA) clada 3513 Al A eI o iy Jglal)
Linux EU:\.: o_)'u'l} s:'l_:.Y'lj su.u.ujl O c.'l.\.ul J.S.mn.“ b)‘..!y ‘L::Lu'u.\.u'r

(0603341) Network Protocols il e g8 g
Credit Hours: 3 ¥ s aaal) cle L)
Prerequisite: 0603342 CROPYEY gl cabal)

Provide a detailed understanding of essential Internet protocols. Topics to be covered include: ARP, IPv4,IPv6, ICMP,
IGMP, routing protocols such as RIP, OSPF and BGP, multicasting and multicast routing protocols such as DVMRP,
MOSPF and PIM, application protocols such as DNS, DHCP, FTP and HTTP.
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(AGMP <ICMP IPv6 <IPv4 ARPIhdaW ot i etk rgees) anll. B&%mﬁi:enﬂﬂivab&wﬂ Joais pgd i ) aim]* 13 Cadgy
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MOSPE—~DVMRP I*. 4 ..n siadall <l Fally il ey <. s BGPOSPERIP L. 4.,,,n N &4 PCPUDP

TV o = T3 o g g

HTTP <FTP «<DHCP DNS Jie : «_muu i) @y & 6505 PIM

(0603440) Network Programming TP ECY
Credit Hours: 3 ¥ sadiaall ede
Prerequisite: 0603341 CTOFYEY ) i)

This course provides various aspects of computer network programming. covered topics are input and output stream,
multithreaded, TCP/IP addressing. URL parsing, URL encoding, socket programming in both the TCP and UDP domains,
the chent/server programmmg model and multlcastmg programmmg

V 4..1_,.1&: s(multlthrcad )} r"LG-‘“h o.uu.; u_ﬂAJ;.a]'-_, &_:)\AAA&'I (8dxs =y U.:a.ah ul.c._,m,«]! ;_J_,...nlali t_alS.\.w 4.\4_).\ uﬁ 4_11.1;4 L_ul_,a Lgl...m]'u 13 ‘a
\

Sl il 323858 45Tl p palll / Jaaall 35475 2345 « UDP 5 TCP <8kail socket 4545 « URL sl « URL (ugie JaS <TCP / P

.(Multicasting)
(0603444) Network Administration AN 5 1)
Credit Hours: 3 ¥ isaaiaal) cleta
Prerequisite: 0603341 CROPYEY g Gl

Provide some exposure about the topics in network administration and management duties as network
administrators/managers. Topics to be covered include host management, infrastructure components, users’ management,
Simple Network Management Protocol (SNMP), Management Information Base (MIB), remote monitoring, desktop
management web based management and network SECLII'IT.) management

Vt_al.GS,’o W‘Jl Um Md@ﬂqﬁqul ) gall ‘.ij,mu 5 e ASLHN Ul.aluad.:u‘dl ﬁm@hdmﬁmgm Gl % Calgy

u.qi aJHU t_u_).u‘)'l Pl a_)'l.ﬂJ cisall CJ:u.n a)l.ﬂ [Res) ul:- 4.13|)ai'l (MIB) s: (SNMP) d.\.a t-!YJS_,.\J_)Jl' U su.u.la;um” nJ'I.\! ‘Lu_-q]l 4.@!

QLR Cehal
(0605220) Information Security cila sball ¢yl
Credit Hours: 3 ¥ s aadaall cle
Prerequisite: 0603342 CROPYEY g i)
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Introduction to vulnerability analysis and exploitation techniques. Topics include common attacking techniques such as

virus, Trojan, worms and memory exploits; intrusion detection, Security Information Event Managers (SIEM), and legal and
ethical issues in computer security. An overview to modern cryptography types such as (symmetric, Asymmetric),
traditional cryptography and crypto analysis. This includes algorithms such as hash functions, RSA, Diffie-Hellman, El-
Gamal, elliptic curve and AES algorithms. Also, an introduction to number theory, pseudo-random number generator,

message Authentlcatmn basic Protocols and public and pmate Ley schemes.

S vl Jm...lj ety 63300 iiaaly wlieg 5 K L3R ‘.}ij s ._.La,myh Juti S uum, i a4k

YER (PN LA R SN A [ e | [ PR P ' PRRCIVEEN | i [ R ST A gl el 3 AN a1 Gy (SIEMY) <l

MA.MJ AESMAJ_)'P MYIM\ dA:J'rMaJJ]P‘uLdJA gﬂJMAJJ‘P‘RSA c‘\;):..:]'vdUJ;_lLu_)Jl};LMJ )n...ul'ldﬂ:u_,u;.uml
bty U A ciliadin g Al Gl Y € hl 5 SN Aiany 4ol yall 4u AN 05 213241 33 1l

(0602433) Artificial Intelligence Lotk pLE3)
Credit Hours: 3 v s aadrall cile Ul
Prerequisite: 0602201 VIO g i)

Basic concepts of Artificial Intelligence. Fields of research and application. Structures for state space search. Knowledge
representation and logic. Propositional and Predicate calculus. Strategies for state space search. Heuristic search. Control
and 1mplementat10n of state space search Productlon systems. Languagcs for Al. Programming in Prolog.

VUJL: ,_;.}Lm‘jlj t;,.gl).u‘ﬂ JL-u.h L\M\ _).ul_,s.“} MJ:_:“ BN iu}i\ajl c.L..:!_’ L_LILHAAM J.u.u LM'\JJ.\LJ_, u&LLLuaY! c.".SJ.h k_ib_ﬁ ity | B9 &El:hhuaw c.lSJ.ll L;J'l_mm
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(0603346) Distributed systems FE YA 4.21_531(1
Credit Hours: 3 ¥ :3aadiaall cile )
Prerequisite: 0604333& 0603342 CLATEY &Y Ul aidaad)

This course covers various aspects of the Distributed system. covered topics are: communication in distributed systems;
layered protocols; synchronous vs. asynchronous communication mechanisms; client-server model vs. peer-to-peer model;
Remote Method Invocation (RMI) and Common Object Request Broker Architecture (CORBA); group communication,
processes vs. threads, physical vs. logical clocks, Lamport clocks, distributed mutual exclusion, election algorithms and
distributed transactlons

Qi il ok s oY iy 253 a3 QUi o il e a2 Tpad Ll e TBLL (g Slaadl 158 o35
A5 ikl uLu‘.SJ.'- il daysg daiy g (RMTI) Luall u,i..ﬁ? lexiul ¢ yulas u]! alad CJ_,,u J.\Lh J.\.uj'l ?Jh C.:_,.u (el Yiall pd d.nLu Ol iall
(¢ sl Joliiadl i) ¢« Lamport el dhial Gl is B3 cleld) dapdll Jlis cillall e yaiall oYL (CORBA)

a_;“,,,.h el g CULATYY e )l A

(0603445) Special Topics in Computer Networks iy guilal) ) B Aol il plasa
Credit Hours: 3 v saaiaad) cle
Prerequisite:ielu 1+ 2 FLadh 3 ALl 488 34 RBL T+ B L 3 aldll 488134 : g il

A topic in computer networks will be selected by faculty members. The selected course should not be one of the courses
given by the department. The course selection is based on the department committee approval.

o 13 pidl g by (o LA Al G ) il arm 8 ) gl S e gl aal u S Gl 1 b

okl
(0603446) Mobile and Wireless Devices Programming sty A8l 5349 434
Credit Hours: 3 Y ;s aadaal) cis )
Prerequisite: 1+ YY) ¥ VTP T G il

This course provides various aspects of programming applications for Mobile and Wireless Devices that run using Android
operating system. Covered topics are: designing activity interfaces, interacting with components, View using various
layouts, and communicating between activities using Intent, database applications using SQLite and maps using Google-
Map and Map-Fragment.
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(0605435) Ethical Hacking (AEY 51y
Credit Hours: 3 ¥ saaiaall cle
Prerequisite: 0603443 G EEr s caliiad)

Ethical hacking and penetration testing techniques. This includes learning techniques and tools used by hackers and
systematically investigates a computer network for possible vulnerabilities. Scan, test, hack, and secure target systems. In
addition, the Five Phases of Ethical Hacking (Reconnaissance, Gaining Access, Enumeration, Maintaining Access, and
covering your tracks). Moreover, the tools used by Ethical Hackers to examine the security of a device or network.

5P o pulal BEE G mgie OS2 i) 6 0l Lpanit ) Gy UG ol pl i GEAY G BN ) i
(ol Jsiaslly g SLYI 3 G gall g AEAYH A j3ll puedl il ) BN Aagndd) Rl paaliy 3180 (R cuasa ALY il 530
A& s ol padil o gAY o il tparsiny 0 gl el I 5 gdle ol ALala e il Alaan g «Jpla il e Lliadly calanilly

(0604240) Software Engineering Fundamental il Liih el
Credit Hours: 3 ¥ aathal) et
Prerequisite:0602110 CROYY s ad calladl

This course introduces the goals, concepts, principles, methods, paradigms and tools of SE. In addition, this course describes

the process models, planning &effort estimation, team organization, object-oriented analysis and design, testing techniques,

quality metrics, quality assurance, software configuration on management, case studies of software project.

23 Iyl (daal) 38l 158 iy el ) By il Ain 5 il iy cullily (o iy ish Glall 138 L3
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lina il o e e

(0603448) Network Monitoring and Documentation L i sy 438 a
Credit Hours: 3 ¥ 5aadaall cle L
Prerequisite: 0603443 0603443: (3L odtady

A network evaluation both physically and logically to determine proper sensor placement, filter network traffic to comply

with wiretap authority, hide the presence of the monitoring workstation on the network, evaluate captured traffic for the

proper content, configure windows network monitoring AIS (automatic identification system), analyze and verify gathered

data in a windows environment, install and configure software including Wireshark, TCPDump, WinPcap, WinDump.

s ARV ool Aalid YUia) cla gliall 5% 3 jm Lia ((AEAN) UL 35ga0 Cand 081 ga capad Alaial)y A Ll G 4K s

(1 Catalll o pISSELy iy ASEE A58 0 o5 L il a5 2850 andidl (53 s AN e Al s 5,3 olis)
Wireshark, TCPDump, WinPcap, WinDump. :ie Cilisa i b y Cudfli 3 g2k g A 3 aand o il (e ity QS5

(0603451) Graduation Project EOAIN g gyEa
Credit Hours: 3 ¥ aaadaal) clE L
Prerequisite:  5iadiadelu 4. i 2133 B AE U § ¢ (b LA 3 bl

A design and programming project is done by the student individually or in a group under the supervision of some faculty
member. Projects involving research and analysis only may be permitted in some cases. Students are required to submit
detailed documentation of their work and pass an oral examination at the end of the module. In some cases, a written
examination may also be scheduled for the student.
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(0603450) Practical Training Gl

Credit Hours: 3 ¥ saall cle

Prerequisite: Baainh A2l 4 ‘;5 t\.'_s.?l."l padaadclud . ‘9’3 tl.ia'dl ;@L’....n t,alhl‘ail

Field Training in some local or international establishment, whether it be commercial, educational, governmental, or

otherwise under the condition that it either produces or employs IT products. Following up the student progress in the

training process, submitting a final report summarizing the results of his/her training.

SARALE B i of oy olld i 5l daa S cliadady 4185 SIS B gus oA gl o el il gl oy (Golaad) a8y il N o
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(0605432) Networks and Information risk analysis il glial) p cia s Jalad
Credit Hours: 3 v sl cle L
Prerequisite :0603443 VU gL i)

Introduction to Networks and Information Security. Explanation of Security Policy and planning, Threats and vulnerabilities
identification, Identifying and Assessing Risk. Controlling Risk. network continuity& Disaster Recovery, Networks and

Information Security standards.
OBl LB 5l QddY) auiiy 2003 cCaeall Lliiy gl 338 dgd baphdily Ay ul) 4l mua g el &l ol ) 4R35
il il g ST el e o2yl S (pa al) g &N &y ) el

glOGr(lsnéis?:s) Introduction to Cybercrimes and Digital L..aj\ 4.1 :’f\ib Pt ‘!,:ﬁ ol A Al
Credit Hours: 3 ¥ e 3 aadaal) il L)
Prerequisite: 0603443 0603443 : &) callaialy

Basic technology and techniques which are used to investigate cybercrime. A systematic approach to planning and
implementing a comprehensive computer forensic investigation, particularly evidence collection and the reconstruction of
events. also, learning about computer crime, use of Linux as an investigative environment, file systems as a source of
forensic evidence, data acquisition, computer forensics tools, computer forensic analysis, internet history and email,
reporting results of investigations. Moreover, learn techniques used by hackers to improve the protection of systems and
prevent similar breaches in the future.
o Aally o pulall Ju s (A iy Sl gl B il g SR i 3 3RS Rl i Guli U ol R
Ol Jpemal L AN jaaeS il kil €388% 1 Linux k) ey B0 81080 e el Ly Lgie A8 sy sale) g ALY
odlly e 53dey BRI (e § U1 ¢ g N1 2 s Y1 5t pulall Al A0 (A5 s pulall Jlial) 36530 <53 sl
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(0604206) Te?hnical Writing and Specialized English " dsmadtl) A e JADN ) lga g il A S
Language Skills

Credit Hours: 3 ¥ oaaadaad cle L)
Prerequisite: 0603100 5 1504105 1504105 s 06031(]0:&;1&4* uthaial)
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This course will introduce studentsThenWould dskamignScienabs quchfidubation Wrikiersiyd explore how research is done in IT

~using—tie—fottowing—skitts—searct; Tead; —write—armd—present—fradditiorm, it focuses o the specific Enghstvoratatary;
communication skills, and cultural contexts relevant to the IT industry. It equips IT professionals and students with the
linguistic tools needed for effective communication, professional interaction, and comprehension of technical materials within

global I'T environments.
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