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Third: University Requirements (27 Credit Hours):

A. Obligatory (21 Credit Hours):

: oG Gk 53 48U (V) Aaala] LI (TG

s(bhadaa Aol YY) Ajay)

NG G Course Name (e LSJL" p. 53l pl) B3l f‘;;‘
& e &l : : sagall ) Jasal)
Jald 5l Introduction to Islamic Creed 0 1 1 L.qbu}f\ 1504100
& 3 Y Benevolence 0 1|1 iy | 1504101
el s Y Quran and Recitation o1 |1 G35 . &0 A | 1504102
¢ .z Biography of the Prophet (an 5 | 5 Al o A5 gaill 5yl ,
J& \ e
AS sl analytical study) 0 3 3 12 1504103
1504096 ‘
Q8 3 Y 3| Arabic Language (1) 0|3 |3 (V) &l 4l | 1504104
1504097
1504098 e
Ja 3y Y 3 English Language (1) 0|3 |3 (V) Lodaiyr a3l | 1504105
1504099
& 3 Y Military Sciences 0|33 4 &l 2 i | 1504106
| R National Education 0|3 |3 Ayl 2500 | 1504107
Ja& 3 54 Entrepreneurship and Innovation 0|3 |3 JEY1583500 | 1504123
B. Elective Requirements (6 C.H) to be chosen from: 10 W LA oy (Al Clelu 1) 4y o
1. Domain of Human & Islamic Sciences (3 C.H): o(F3alia bl 1) gl g Lty o slal1 J5a )
claad il Course Name AT gSJL' fuH sl pial 53l Pij
= A i i p i' 2 | .. P »"
S s 2 Scientific Miracles in Quran & i 3 1319 Sl Coalall _,lzcm‘:! —
Sunnah 3
a8 35 Y Life Skills 0| 3|3 el i | 1504142
Q& 35 AN Principles of Islamic Education 0 | 3 | 3| waiyiay sl 1504115
Jal& 35 ) Contemporary Issues 0| 3|3 3 alas Lliad | 1504122

2. Domain of Social &

Economic Sciences (3 C.H):

:(Faaia Bl ¥) Apalatiy) g o Lol o sla) Jlda ¥

7

alBadl (i » | Course Name AP PRV P Bl ol | 3Ll o)
a8 2 Law in our Life 6| 3 |3 Lilia 3 05360 | 1504117
Jal& 5 SN Family and Community System 0 313 sl 5031 (s | 1504124
Jal& iy S50 Civilization of Islam 0 3 3 aj-:»'}i‘ 3)las | 1504126
ek iy Leadersl}ip 'find Social 0 3 | 3 Bowian) 4y iy dath | ve ey
Responsibility ’ ’ :
3. Domain of Sciences & Technology & Health (3 C.H): s(Bhadaa el v) A3ally P P PP A ) FOW
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LALEGEY dgl..u . | Course Name ‘_,.LAG ‘éﬁ A 33l ?ul 33l ‘JJ
a8 Digital Culture 01|33 LA AEN | 1505151
Jal& 3 R Development and Environment 0 313 By el [ Youoy oy
& Y Nutrition & Health 0 3 3 43l 450l | 1505132
JulS 5 Y Sports in our life 033 Uil 3 =000 | 1504135
Fourth: College Requirements (18) C.H follows: ‘_,..L'. Lag $aaiaa 42 (18) (4550 el eyl
il Gl Course Name PRI g)ﬂ A 33l al) Bl o8
zadh Computer Skills (1) 0] 3 3 () wsmiah el 1505137
. Information Technology 0 3 3 | el s & el | 0603100
Fundamentals
el 1505137 | Programming Fundamentals 0| 3 3 el il 0602110
Software Engineering - liaa il A et
e Silsa p L 424
e 0602110 | £yndamentals 0 7 3 2R ;_,) 0604240
Fundamentals of Data gk s, e
. e Gl A el
& 3155 | 0603100 | Communication and 03 |3 T 0603201
Networking Y
. ... | 0603100 | Technical Writing and Specialized Al g y Ayl A<l .
b 1504105 | English Language Skills 0 ? 3 dpaiaddll 4 5alasy) 060420
0| 18 | 18 g sadal

Fifth: Department Requirements (84) C.H as follows:

A. Obligatory (66 C.H):

:33aa A2 (66) 4o

: 0 Lk 53%a A6 (84) paladll citillia Ll

by b s Course Name e (;Jlu pu 33Lal) alal Biall o
..! g, ']l' e &
dal8 sy 0603100 Digital Logic Design 0 3 3 ’ Jasﬂ 0602120
JE Ay | 1505153 Discrete Mathematics 0 | 3 | 3 | askidababll | 0602200
. 2200 zok -
dd& e 8282212 Data Structure ) Al 3 Ul s1 0602201
Jas a3 | 0602110 Object Oriented Programming | 1 | 2 | 3 “"‘f Al A1 0602212
Computer Design and A PO PPN
i ERARAE 5
& Organization { . = W ES| 0602221
ot RER AR Algorithms 0 3 3 ilga '3 1530 0602302
o 0602110 Selected Programming Language | 0 3 3 | syEladsayad | 0602312
el 0602212 Visual Programming 0 31 3 Goall eyl | 0602313
b K * \‘ " * ‘ ., - E Y
fa i .: o Operating System 0 3 3 ) oL 0602322
B cm SAERRRE Computer Architecture 3 3 sl ke | 0602331
aa J RRARR Theory of Computation 3 3 cilwlall k5 | 0602430
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g sy [ CE Practical Training 0 [ 3 | 3 | udc,® | 0602450
ATCHETECH B A Graduation Project 0 | 3| 3| ea¥esnia | 0602451
zath 0603342 Operating System / Linux 0 3| osul/dai k| 0603320
dalE ey 0603201 Computer Networks 1 2 3 Csulall &S | 0603342
gats 0603342 Networks Security T I Sl ol | 0603443
el 0603443 Ethical Hacking 0 | 3| 3 AT G | 0605435
3 WTAYY ) . wtip $-a
gade T Machine Learning 0 313 Y alad 0602332
; 0604333 _ . iyl A5
e 0602;; Web Application Programming 0 3 3 - ‘_UJ_:;UJ 0604313
8 s IR Database 1 3| 3 it )58 0604333
g 06043?9 System Analysis and Design 0 | 3 | 3 | okl aalads 35 | 0604334
0604333
g 0603342 Information Security 303 | wlsddiod | 0605220
62 | 66 £ sadal)
B. Elective Requirements (9 C.H): s afih clelu (9) ALEdY o
(6 Fikual) G Course Name e | o8| o BAd) ald Balal) o8
i 0602201 Information Retrieval 0| 3| 3 | wuwdbdfuiy | 0602432
o 0602201 | Artificial Intelligence 03| 3| ethiyio&ih [0602433
3 alaall 4385 :
) ko ; S F o e
i Ta sl SpF:ClaI Topics in Computer 0l 3 3 | 4o " 323 | 1602434
e Science kil
i 0603443 Cloud Computing Security 0| 3 | 3 | dsidansdad | 0605339
- - goal s
ik 0603443 In_trt‘)dl{lcnon to Cybercrimes and o | 3 3 A5, 5K | 0605434
Digital Forensics L3
| : o ”
) 0604333 Database Management Systems 0 3 3 eTr 0604332
s e Mobile and Wireless Devices ol 3l 3 Al Ug—fﬂ daa 0603446
& Programming sl
C. Supplementary Requirements (9 C.H): 13 ek Bl (1) Biiluall ¢
cidsadlte | Gl Course Name (e GJL-' o EL P sl o
Jal& oy Mathematics and Linear Algebra 0 | 3 3| bl ey syl | 1505153
JS Ay | 1505153 | Numerical Analysis 0|3 |3 Goanadl JUa3ll | 1505138
8 A 1505153 | Probability and Statistics 0 3 3 slad¥ly YWY | 1505139

Vi e daaladl 3 )3 A 6 dha 830 (s sl ) (1Sal) 53akih el &S5 adigy althal) W 4 554 53 sl
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Data sl Discrete laaly
L et PO ;:
Structures i 0602201 1 Mathematics : PR 0602200
- A& Software ..
p 3 i | 0603342 | Engineering 3 0604240
Network PN |
Fundamentals
i Computer
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(0602200) Discrete Mathematics dabiiial) eyl
Credit Hours: 3 ¥ 5addaall clE L
Prerequisite: 1505153 Voroyor ;g ki)

Sets. set operations, relations, and functions. Propositional and predicate calculus, propositions, truth tables, tautologies.
fallacies, and quantifiers. Induction and recursion. Counting techniques: Permutations, combinations, and counting finite sets.

Graph theory: paths connected and weighted graphs, matrix representation, spanning trees and traversing graphs and trees.

gl iyialy Laahl Jphia wciiailly lagde cllally gLy (ol Y Shiall (oY) A ol il clle wile yadal
il jsal) il &5k gl cle il 32 (Gl gl I aall Bhh ol 1 S clesiuily il ) Y ) gl ¢yl
el ediahaiall ) bl AL 5 0 il Jat el ilacll Jha naj,};,ajg&fgiﬂl cablid

(0602120) Digital logic Design bl (aladal) agalad
Credit Hours: 3 ¥ oAl AL
Prerequisite: + 1%V -'E-Y'\n:@\idlc,\llﬂﬂ!

Number systems, binary codes, Boolean algebra and logic gates. Simplification of Boolean functions. Combinational logic:
Adders, subtractors, code converters, comparators, encoders, decoders, multiplexers, and ROMs. Sequential logic: Flip-Flops,
Registers, Counters, and RAM.

55 el g5 5500 e ol 5503 caaall 35 1opmadll el TN U150 g Akl il Al 2 i) sl Aok

A5l 55001 i aaal) ceMaaall ciliabail  aiill Glaiall i sl il 5 805 JUEAYI 5503 ¢ Ml@a 5513 ¢ il 57503 A1)

(0602212) Object Oriented Programming sl 433 all A5 53
Credit Hours: 3 (2+1) (YY) ¥ saaadia) sl
Prerequisite: 0602110 0602110: Gl caliaaa)

The basic concepts and techniques of object-oriented programming (OOP) using a popular OOP language (e.g., JAVA).
Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes.

(LAB)Writing Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading
and polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes.

sandy 950 Jeaddy e pually ¢ yanaly oy (gl il ) el o 1531 | La e AT 1SS Al A il iy Tl palial
sl 13 a1y ¢ 3a01 g 13351 il p1aSally (JLlLN (oiialy N

250 Jaadly o ppalty ¢ 5asally iy (ol a1y ) (oY) g 131 e Jha AR MSASL A An ol il Ll pualial) G
Aladl g 1535 5 a1 oA 5 o 15 i 1AL 5 (LAY il y Y aty

(0602313) Visual Programming A3l A3l
Credit Hours: 3 v saaiiall cleld)
Prerequisite: 0602212 0602212: G o2l

This course concerns designing and developing a Graphical User Interface (GUI) application. Besides, this course enriches the
developed applications with available facilities in Java2D, which are Graphics, Event Handling, Exception Handling and Files
I/0. Finally, this course prepares the students to connect GUI program with Java DB.

Java2D) g Al 3 s gl Al Gl 50 5 S ol . 1 (GUI) Gl o225 Ty iy sy ol ) 5 by

B O TR PARTRRPL S N PRNSIRRR, VA B oL [ VRV A TSN VRS ESPREREL: SR FEPRUIES (R EL ERPIC EPH [P

Java DB
(0602201) Data Structures Rkl | cus)a
Credit Hours:™ (1 +Y) (V47) ¥osadiaall cle
Prerequisite: 0602200 + 0602212 0602200+0602212: GLal) AN

Data types and structures, Introduction to data structure, Analysis of Algorithms and Complexity (Best, Worst, and Average
Cases), Array List, Linked list, Recursion, Stack, Queue, Binary trees, AVL Trees, Graph.

11
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(0602221) Computer Design and organization Cgmlal) alaig pralal

Credit Hours: 3 s aadaall cle Ll

Prerequisite: + 3+ Y)Y+ 0602120: &Ll Gailiial)

Numbers representation. Organization concepts of Von Neumann machines. Instructions set and assembly language.
Addressing modes. CPU structure and functlon 1/0 systems. Internal and external memory organization. Interrupt handlmg

JL*;J)T'I Aa.LJl £4J)SJ.¢3| n\_-..h_,_dl FAEN x_ul.hjj '_uS)J UL:_,.::_“ ;_3).1: Ma_\.a;_ﬂl ‘\.a.n'ljt...a'r)b\.l‘ﬁ 4.:_}4;4 auba_,.u O u.\u'lj,:.'ujau\;ﬂun L.\L\Q‘}I‘I d.\.u.a
-L:.L-Lu.“fs.Lu A-L\:;)'L;l'i} ul:.l_\h o_)S'lel\;.sl-;u C'u_);}”ij

(0602331) Computer Architecture

gl &5 jlaa

Credit Hours: 3

osaadal) et

Prerequisite: +1+YYY)

VTOYTYY i el

Introduction to computer architecture. Von-Neumann computer architecture. ALU architecture. Micro-programmed and
hardwired control unit. Instruction set. CISC and RISC architecture. Memory hierarchy and management. Cache memory. 1/O

architecture. Introductlon to parallel computers.

L_L\m'ljajlﬂ.u\.am t.JLa.\I:_\]“u:“,_m L*u:).\h‘d.ﬁJ?Sa_L"x_:MAJ M‘J\—’L&A}‘#h}ﬂ_)‘.ﬂ.ﬂ.ﬁ ul..o_,uu}ﬁ;_m.ﬂpum)b:.a u_,u‘.:s]'rh)l.u.a&?du
Al i) ot 3all B dasia #IDAY DY) &) lais A0l 3500 L 5lal 5 5DSIA Bpa b, el g1 5 iy el 51 Baind

(0602302) Algorithms

iy )i

Credit Hours: 3

¥ saadaall cle )

Prerequisite: + 1YY+

VIO g il

Algorithms, Mathematical induction, classifying functions. Computational complexity of algorithms. Asymptotic Analysis,
Brute Force, Decrease- and-Conquer Divide and Conquer, Heap, Dynamic Programming. Greedy Algorlthms

MJ&J' ubAJJ'IJ;h?.\M_,d.\luL_:hm “_m_).\jb\_u_\!'l;_:LMJJ'l}; u_nLuJJl_,:..‘lm.u-LmJawhs sdl_,.ﬂln._.m.ﬂ.lswhj| ;'I_)m.u‘;"; u_lL\.aJ_)'u_,:.]'r
d:J.l‘\l\h”_).::._,J;U‘LL!LI"d.\Lumj‘54_\33\}_\11&_11.\.:_)_)‘};."&yﬂ‘u&Jlekuﬂluw]JuwW cagill 3hkl kil

(0602430) Theory of Computation Ciladal) 43 8
Credit Hours: 3 o5 aadaall cle

Prerequisite: + 1+ YY)

VLYY b ki)

Theory of computation is a course dedicated to teaching the student the meaning of computing. What we can do with a
computer, and how it can do it, and why some problems are computable, and some other problems are not. Theory of
computation through a set of abstract machines. Introduction to basic concepts and languages, recursive definition and regular
expression, finite automata and transition graphs, Kleene's theorem and non-determinism, regular languages and decide ability,
Context-free grammar and Chomsky normal form, pushdown automata and context-free.

languages, parsing, turning machines, and Chomsky hierarchy.

mquHAwlgguﬁzQUIdmdilanu}M!Em |y, 53 ymal) Y (a2 yida I8 (e Leliasaly A5t 4 15 o380 il 15
crSann 3 eyl QLD 5 3laud) 354 s 1J(uw|”p;t_uhﬁl)dLu.J'M.JL-.A.ajl'I.k:l_,!_,:ulaﬁ!;Luuj.p&_a_)a_\.“d.g_\u)hjuhﬁi

(0602322) Operating Systems

L._ 'san PE:V

Credit Hours: 3

¥ s andaall et

Prerequisite: + 1+ ¥Y+ ) + 7. YYT)

CROTPEY YY) sl s

Principles of operating systems. A historical perspective of how operating systems evolved, processes and threads, CPU
scheduling, inter-process communication and synchronization. deadlock handling, memory paging and segmentation, virtual
memory management, disk organization and scheduling.

A R0l Al sam y Ay y ey ARl BRLEN oyl IS8 g5l ciiaally el Aabill 5RA R a5 gl T TIRE Y
oAl A1358 g adaBi Aol Y1 SSIN 55130 (B 8IAN Jum 55 g A5 38 o3l e SRR lgial iy il (o VLY
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(0602312) Selected Programming Language L OF FOR
Credit Hours: 3 o3l et
Prerequisite: 0602110 T R ¥ e U S

Teaching a programming language which is not taught in the curriculum, and it is chosen by the lecturer.

oy el Loy o Al A g B i e 5555 Y o s gl 8 o a2l il T 8 gl 15 3
j 3 i

) Ll g 4 g g 2 8300 bt 3 6 )

(0603342) Computer Networks gl d) il
Credit Hours: 3 (2+1) (V+Y) ¥ spaadaall cleld)
Prerequisite: 0603201 0603201 : ) el

Details of protocols and technologies of both LANs and WANSs, with emphasis on LAN-related protocols. OSI and TCP/IP

stacks, LAN technologies, IP address (Classful and Classless), Subnetting, super-netting, delivery and forwarding of IP

packets, NAT technology, ARP, and RARP protocols.

(LAB): The Computer Networks-LAB: Cabling, design, and installation of LAN Networks, switch and router configuration,

NAT configuration, VLAN configuration, and static and dynamic routing configuration.

s gyl IS (5 oA g A A 4 e (SN S & 'y A5y Tl 2 ol AN el 3 i) i
O B3 e I8 'y D ISE O e A 2 Rl 3 o ey o sISEED

315 (dian ) Al BN INAE) LAy gl s 22 el G jueaty aalad QSN LT slie) o sulall s s

a5 ot 4
(0603320) Operating System / Linux RPRER RS
Credit Hours: 3 Y. 5 aadrall cleld)
Prerequisite: 0603342 0603342: 3 ksl

Systems.

Cover fundamental network administration and system management using Linux (Ubuntu) operating system. Topics to be
covered include shell programming, accessing and configuring basic network services, managing directory services, and using
network management software on Linux operating system platforms. Students should be able to apply system administrator
skills in developing a network management strategy from installation, configuration, and administration of Linux Operating

cshell 1 s AN el yall Jaiy (Linux (Ubuntu Jsitf fUB5 psiity sl 551505 Bl 48080 503 e el ) Gl 56 il
iy b Al Ui < 5ga Guk Linux Js ol Gle A8 5513) el i o3850 (JH Gl 513 i) 28D Claid (S5 Jslalll
Linux oUsi 5713 5 3EYy ecudiil (ya £1a3 AZEN )5y Lnbl jind

(0605220) Information Security it glaall cpal
Credit Hours: 3 ¥ saadaal) e Ll
Prerequisite: 0603342 0603342: &l iz

Introduction to vulnerability analysis and exploitation techniques; Topics include common attacking techniques such as virus,
Trojan, worms and memory exploits; intrusion detection, Security Information Event Managers (SIEM), and legal and ethical
issues in computer security. An overview of modern cryptography types such as (symmetric, Asymmetric), traditional
cryptography and crypto analysis. This includes algorithms such as hash functions, RSA, Diffie-Hellman, El-Gamal, elliptic
curve, and AES algorithms. Also, an introduction to number theory, pseudo-random number generator, message
Authentication, basic Protocols, and public and private key schemes.
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(0603443) Network Security S ¢l
Credit Hours: 3 ¥ sl e
Prerequisite: 0603342 0603342: 30l T
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Details of nelwork security allacks and counlermeasures. 10pics include pacKet smiffing, packet spooling, port scanming,
vulnerability scanning, attack and vulnerability databases, password cracking, denial of service attacks, session hijacking.
network viruses, IDS, VPN, NAT, firewalls, and security tools.

Network Security-LAB: In this lab kali Linux used to explain several hacking tools for network security course. Demonstrate
one or more examples of information gathering tools, vulnerability analysis, Web Application Analysis, Database Assessments,
Password Attacks, Wireless Attacks, Exploitation tools, sniffing and spoofing.
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(0604240) Software Engineering Fundamentals il il Ludia el
Credit Hours: 3 v saadaall cleua
Prerequisite: 0602110 0602110: i) allial

This course introduces the goals, concepts, principles, methods, paradigms, and tools of SE. In addition, this course describes

the process models, planning &effort estimation, team organization, object-oriented analysis and design, testing techniques,

quality metrics, quality assurance, software configuration on management, case studies of software project.
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(0604313) Web Application Programming e ) cliyds 4305
Credit Hours: 3 ¥ 5 aafaall cleu
Prerequisite: 0604333 + 0602313 0602313 + 0604333 : (5l callial

This course introduces students to basic web design using HTML (Hypertext Markup Language) and CSS (Cascading Style
Sheets). Throughout the course students are introduced to planning and designing effective web pages; implementing web
pages by writing HTML and CSS code; enhancing web pages with the use of page layout techniques, text formatting, graphics,
images, and multimedia; and producing a functional, multi-page website.

This course will cover the practical aspects of building web applications using suitable language such as (Java Sever Pages
(JSP), PHP, ASP.NET). The goal of this course is to introduce the students to the basics of internet applications programming.
Finally, this course prepares the students to connect the application with database.
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(0604333) Database i se138
Credit Hours: 3 (2+1) (VY)Y csaadal el
Prerequisite: + 1+ YY) ""”":é;’m‘%m‘

The main objective of this course is to provide students with a basic knowledge of database system types, database
management, and database theoretical foundations. It covers a range of topics including database systems concepts, database
(DB) modelling using the entity relationship (ER) model and the Enhanced-ER model, query and Data Manipulation Language
(DML) using Structured Query Language (SQL). The student will learn how to build a database system using Data Definition
Language (DDL), and DML. Also, the students should perform the normalization process of relations using different normal
forms.

This lab prepares the students to get started and apply the SQL language practically in the lab from the ground up: Query
language (SQL). and procedural language-SQL (PL/SQL), Database structures, storing, retrieving, and manipulating data in
relational databases.
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(0604334) System Analysis and Design alil) ayalaly a3

Credit Hours: 3 Yosaadaall cle

Prerequisite: 0604240 +0604333

0604333 + 0604240: Gl calliidh

The course encompasses the concepts, tools, and techniques required to analyze and design information systems. The course
will include structured development approaches and the system development life cycle, as well as rapid application
development through alternative approaches such as prototyping and agile. Emphasis will be given to the role of information
systems in organizations and how they relate to organizational objectives and structure. Students will be introduced to system
analysis and design modeling tools such as data flow diagrams, entity-relationship diagrams, data dictionaries, decision tables,
decision trees, and structure charts. This course also includes the project management principles such as project planning,
scheduling, team analyzing and staffing.
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(0602450) Practical Training ATl N
Credit Hours: 3 Faaadhall clewa

Prerequisite; 53 45tu 4+ & ¢lad)

Bida del 4 b 2l ;g kil

Field Training in some local or international establishment, whether it be commercial, educational, governmental, or otherwise
under the condition that it either produces or employs IT products. Following up the student’s progress in the training process,
submitting a final report summarizing the results of his/her training.

5 ol G 5 2R of Ul iy e it 8 RN o it il RS AR e . bl o o
(0602451) Graduation Project g AL £ gyda
Credit Hours: 3 ¥ ssaiaall cle

Prerequisite: 33t 46t 4+ o ¢4 i Al 8+ b e ;g s

A design and programming project is done by the student individually or in a group under the supervision of some faculty
member. Projects involving research and analysis only may be permitted in some cases. Students are required to submit
detailed documentation of their work and pass an oral examination at the end of the module. In some cases, a written
examination may also be scheduled for the student.
Gl L g gt il t_._Ju::;Egl AR il ) Aa el ey il a3 A a3 4 3 gl JS:..\»_\M\ 43 o s ATy pralal g ghia
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(0602432) Information retrieval

il shiall $15 5

Credit Hours: 3

¥ .5 aaliall s Ll

Prerequisite: 0602201

0602201 : Gibial) callais)

Representation, and access to information; categorization, indexing, and content analysis; design and maintenance of such

databases, indexing and indexes, retrieval and classification
evaluation of search and navigation techniques.

schemes, formats, and standards; analysis, construction and
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(0602434) Special Topics in Computer Science EYWECIA el cle g
Credit Hours: 3 ¥ 5aadsal) e
Prerequisite: 46U %+ i £ 3 ALl 438 g el b FLA0 3 aladl) 4Rl ga ;g e

Topics of current interest, which are not covered in other courses. The module materials depend on the expertise of the
instructor. The module cannot be repeated .
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(0602433) Artificial Intelligence (e lhiay) plE1)
Credit Hours: 3 ¥ s aataall s UL
Prerequisite: 0602201 0602201 : Gbial) callia)

Basic concepts of Artificial Intelligence. Fields of research and application. Structures for State Space Search. Knowledge
representation and logic. Propositional and Predicate calculus. Strategies for State Space Search. Heuristic search. Control and
implementation of state space search. Production systems. Languages for AL Programming in Prolog.

oY) Gl i) (i iy Al JAG (Al el lasall JiaS ey Geliblal) o231 A CYsa otiiaY) (&N olia
2 o Aoy T (e zayt o1& il iyt o (il 35k 55 gl Y1 il AN elimd 3 il b, g2l
(0605339) Cloud Computing Security AGaL) dgpal Gl
Credit Hours: 3 ¥ saadaal) el
Prerequisite :0603443 0603443 13kl )

Security Design Patterns, Policy, Compliance & Risk Management in CC.

Fundamentals of CC and Architectural Characteristics, Security Design and Architecture for CC, Secure Isolation of Physical
& Logical Infrastructure, Data Protection for Cloud Infrastructure and Services, Enforcing Access Control for Cloud
Infrastructure based Services, Monitoring, Auditing and Management. Introduction to Identity Management in CC, CC

CIaia Al Al Ul A Al Al e (el AL RN b (a1 G ke ppaiad A anall pailemdly AL Al cigutcd
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(0605435) Ethical hacking AN 3y
Credit Hours: 3 o saaiall et
Prerequisite: 0603443 0603443 Gl i)

Ethical hacking and penetration testing techniques. This includes learning techniques and tools used by hackers and

systematically investigates a computer network for possible vulnerabilities. Scan, test, hack, and secure target systems. In

addition, the Five Phases of Ethical Hacking (Reconnaissance, Gaining Access, Enumeration, Maintaining Access, and

covering your tracks). Moreover, the tools used by Ethical Hackers to examine the security of a device or network.
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(0604332) Data Base Management Systems i ac )58 k28 513)
Credit Hours: 3 ¥ s aadaall cle
Prerequisite: 0604333 0604333: ki) I
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This course introduces advanced topics in database systems, ideas of the relational model relevant to a variety of aspects of [

database technology such as normalization, SQL optimization, distributed database processing and view support, data
protection problems, the concepts of Transaction, concurrency, recovery, security, and data integrity, object-oriented databases,
tuning, data warehousing and data mining. All practical applications shall be in ORACLE. Students will undertake a semester
project that involves the design and implementation of a database system.

Jhe il el s of B8 Lol g (e Ao i A2 pady ALl Cld LIS 235200 &G (il ac g Aadall 3 el e glata ) 15 L3
e o e 30y dgial 5y eclilaall aaling GG Alaa JSUiay (el peap 48 pall UG s308 A50aky (SQL ) Gpeady cplail
AR Ailiall il e 0985 O g RN ) 350l 5 LN 05355 Jana y ST AR a0 UG a8 5 G Aadlusy Y el D

(iUl 53018 a5 g paaled (el ol 5 Jud ok 20y Sl 2 g5 ORACLE 4

(0602332) Machine Learning A ‘,.\a..
Credit Hours: 3 ¥ o8 aaial el
Prerequisite :0602201+0602312 0602201+0602312: &L callaial)

Regression, Logistic Regression, Cluster Analysis, Supervised learning (SVM, NNs, Deep Learning, Random Forest, Bayesian
Network), Unsupervised learning (K-Means, Deep Learning), Reinforcement Learning.
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(0605434) Introduction to Cybercrimes and Digital Forensics A3a8501 ALY g Ay K0T it 3 6 dadia
Credit Hours: 3 ¥ saadhall clelud)
Prerequisite: 0603443 06034431 &Ll fiaad)

Basic technology and techniques which are used to investigate cybercrime. A systematic approach to planning and
implementing comprehensive computer forensic investigation, particularly evidence collection and the reconstruction of events.
also, learning about computer crime, use of Linux as an investigative environment, file systems as a source of forensic
evidence, data acquisition, computer forensics tools, computer forensic analysis, internet history and email, reporting results of
investigations. Moreover, learn techniques used by hackers to improve the protection of systems and prevent similar breaches in

the future.
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(0603446) Mobile and Wireless Devices Programming sy Afisall 53435 A3a )
Credit Hours: 3 ¥ osadaal cle L
Prerequisite: 0602313 0602313:@\1&! H‘M‘

This course provides various aspects of programming applications for Mobile and Wireless Devices that run using Android

operating system. Covered topics are designing activity interfaces, interacting with components, View using various layouts,

and communicating between activities using Intent, database applications using SQLite and maps using Google-Map and Map-

Fragment.

Cla)y paalad o sladl)l e glayall Android dslE) s padally Jeas 5:_.n Aehuslny AT 336550 A5l 8 WAL Gl Glall 13 35

SQLite o3l il a3 ciinded Intent a3l Lasil) fu Jlalgilly AR ClabdS HASL el «URAN e Jellly LI
Map-Fragment s Google-Map 23500 Ll jall g

17




sullell el ppleasals

The World Islamic Sciences and Education University

(lo«*1 2 £Y4) Technical Writing and Specialized
English Language Skills

Laadtl) 4l ) A3l ol Jlga g ARl 4,080

Credit Hours: 3

roaiadaall et

Prerequisite: 1504105 ++ 1YY

SO e 1504105: Gl ks

This course will introduce students to how to communicate through technical writing and explore how research is
done in IT using the following skills: search, read, write and present .In addition, it focuses on the specific English
vocabulary, communication skills, and cultural contexts relevant to the IT industry. It equips IT professionals and
students with the linguistic tools needed for effective communication, professional interaction, and comprehension

of technical materials within global IT environments.
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