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Third: University Requirements (27 Credit Hours):

A. Obligatory (21 Credit Hours):

Lialad) 45530 A0 B Apapalay cliatalll j00) | | 4 mx?ﬁ‘:jﬁ:fﬁi 0 Jaiie

1368 | gl | Gusis galadll ol galadll) 335 paiadll) gl ¢ 5 Jsdi 325
X X X By guatadl i ghaal) ok 01 a1 3a0 g il 5 0

= e A I o

X x N cpadlicia B | 03 F W ) 2
X X N ut.m,mum 04 o gualal) o gl el 3
, iy J clashal & Yy B 4 ‘ _;t«uu G gl e ; 4
iy E AT gk il 5

ool Lk 33t 48U (YY) dralall cigdhta (105

:(EJA.R..A";' AAELL Y

LTSRN

ciladia G o Course Name Gl | @ | e sl ol b o
JaS i Introduction to Islamic Creed 0 1 1 [aaalyisagd ) Jasd | 1504100
Ja& ) Benevolence 0 | 1 1 oyl | 1504101
Jal& 5 SN Quran and Recitation 0 1 1 a3y a}jl Ssah | 1504102

e L Biography of the Prophet (an A &G guill 5l
(3 | . 0 3 3 S Tes | 1504103

U ol analytical study) 4a3

.| 311504096
Q& iy Y ’1504097 Arabic Language (1) 0| 3|3 ()G sl | 1504104
¢ .oy | 31504008

& oty | 2 S 3 3 vy 45 ey sl
Jol& gyl 1504099 English Language (1) 0 (V) 4yl 4 1504105
a3 Y Military Sciences 0| 3|3 &l o i | 1504106
A& a5 National Education 0 3 3 Loyl 4w A | 1504107
a8 g 58 Entrepreneurship and Innovation . 3 3 D&Y 3550 | 1504123

B. Elective Requirements (6 C.H) to be chosen from: sba RS (Saadia cilell 1) 4,y g
1. Domain of Human & Islamic Sciences (3 C.H): (PR B 1) Lpadla) 5 Ayl pglal Q3a 1

el G Course Name e | | po B3l ol 3l o

, 313 HoE 3 ol saay
JalE 3y 2 | Scientific Miracles in Quran & Sunnah | 0 3 T i_m!'. Yourdd

b
QA& 3y R Life Skills 0| 3|3 Gall e | vererey
Jd& 358 Principles of Islamic Education 0| 3 3 LSyl a0 Ol | Veug)Ve
JaE 35 S Contemporary Issues 0 3 3 3 kalan Glind | Vo £ YY

2. Domain of

Social & Economic Sciences (3 C.H)

s (bakia cAE U 1) Lpabuatiy) y Lo laiaW) aslall Jia 2

cibadls (s a | Course Name ol | B3] po Bilal) ol | 33LA) o5
JalE 3450 Law in our Life g | 3 | 3 L 8 o860 [ Yo g1y
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= g—‘:.)iﬁ' Famity-anmd-Community-System v 3 3 ;_';.' 'hj 3-):“{1;! ?‘-{.... ARE s
Ju& 3y R Civilization of Islam 0| 3|3 P13 LR [ Ver g1 YT
JaS 3y R Leadership and Social Responsibility 0 | 3| 3 | Lidiad,haliysagd | veuerte
3. Domain of Sciences & Technology & Health (3 C.H) (Paxiia e\ 1) ASLal 5 Ui 5l 38005 st D30 3
el (i p | Course Name e | g S| am 3Aal) o [ 53
Jal Digital Culture 0] 3|3 G5 AR | 1505151
JaE iy S8 Development and Environment 0 3 3 iy 4l | Yeuoney
A& &Y Nutrition & Health 0 3 3 L3l g a5l | YouoTY
JA& 3y SR Sports in our life 0] 3|3 Ula A | Yo gare
Fourth: College Requirements (18 C.H): : o LS Baadia Aol (VA (AGKY ciallaia slay)
cibaadl ‘jill'“ S Course Name "',LD ‘_‘;_‘;—E)i g 3Ll t":'"l Bl \aj_)
= Computer Skills (1) 0] 33 () szl s | 1505137
Fads Information Technology Fundamentals 0 3 3 Sl )i'-'«-“ ha;i;-& clulll | 0603100
% 1505137 | Programming Fundamentals 0] 3 3 daa il il | 0602110
et 0602110 | Software Engineering Fundamentals 0] 3 3 Cilaaall AL ull | 0604240
b ara Fundamentals of Data Communication il QL 53 salia
BACPIAEN 5
S s | 0603100 and Metworkini 0 3 3 S, 0603201
... | 0603100 | Technical Writing and Specialized English Gl Sl gy Al A
& ala g 3 s - ;
Bt 1504105 | Language Skills k. ? Lanaddll 4 jlasy) BRGAT0G
0|18/ 18 £ sadal

Fifth: Department Requirements (84) C.H as follows: :i L& 53384 480 (84) aladlll ciilia ludd

A. Obligatory (66 C.H): Bl A8 U (V1) A5 )
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clasla Gls Course Name Ghae | @B | am sl 331 o8
Q& 253 | 0603100 | Digital Logic Design o | 3|3 L kil el | 0602120
& a5 | 0602110 | Object Oriented Programming \ 2 | 3 sl 4ga s sl | 0602212
JalS alay 1505153 Discrete Mathematics 0 3 dakaiiall sl | 0602200

5 T 2200 " Wik ) 73 )
JulS Al s Data Structure and Algorithms ) ¥ 3 Slaa )yl yally il i | 0604201
0602212
J& Al 0603201 Computer Networks 1 2 3 Celall cA&E | 0603342
ey 0603342 | Wireless Computer Networks 0 3 3 LS G sl & | 0603345
e 0605220 | Networks Security ~ r 3 <& Gal | 0603443
== pagadas | TTEOROE Momtringand o | 3| 3 i iy SN 2855 | 0603448
Documentation
[ , Network and Information & G YA | 0605331
8505220 Security Protocols ¢ ? 3 RIP AT
ol 0602212 Visual Programming 0 3 3 Gnall eyl | 0602313
< ggg;i? g Web Application programming | 0 | 3 | 3 o eyl 4a%% | 0604313
& Aay [ 0604201 | Database 1 | 2] 3 <l a3 | 0604333
0604333 4 ; " o B Yad
] ey System Analysis and Design 0 3 3 plaill aalady a5 | 0604334
o 0603342 | Operating System / Linux 0 | 3 3 oSl /sl oai | 0603320
o 0603342 | Information Security 0 3 3 cila sl Gl | 0605220
fone 0605220 | Cryptography Theory 0 3 3 DS &k | 0605332
- : : &l A5
s 0603443 | Networks and Information Risk 0 3 3 ; J N dﬂu 0605432
Analysis il glaall
ot Introduction to Cybercrimes and i RNT wiall 4 dadia =
0603448 Digital Forensics 0 3 3 Bl g, 0605434
; 0605331 R it
<Al i i 20> EOU IR Y
Fas 0603448 Ethical hacking 0 3 3 & Aoy | 0605435
o 0603443 | Cloud Computing Security 0o | 3 | 3 Ll sl bdl | 0605339
: A O I ”
dels alay mi:..-.u Practical Training 0 3 3 Gl cu)3 | 0605450
& s "“.‘,Jél—\-'“ s . a1k st
dels alag sids i | Graduation Project 0 3 3 oAl g ohda | 0605451
4 | 62 | 66 £ sadal)
B. Elective Requirements (9 C.H): 1B clelu (4) 4y o
cilladly il Course Name e | @B | pom 3ALall alul silall )
ey 0603342 Network Programming 0 3 3 A&l 4545 | 0603440
pnadll 4381 Special Topics in Information 0 3 B |5 RHRAY e
" . 5L 8 . g ala Ole %
fd 1. ‘{‘\_Cl'a-t!\ s | and N_etworks privacy And L:Ki“; - _,i:.\l z:j: 0605439
el Security.
s 0604201 Machine Learning 0 3 3 AV a3 | 0602332
pull 4381 54 Selected programming language | 0 3 § 3 e ge i g
. - 3 T Gah dan ‘L-j
Fada fo'r information ‘and Networks Lig"ﬁ]l;)ﬁ.;\.a _,L_.Ji ';;_.)“} 0605338
privacy and security.
™S 0604313 Web Security 0 3 3 cudl el | 0605337
] : F : A 3 wsyl  dnan
gaia T Mobile anc_i Wireless Devices 0 3 3 RSN 4:-4)4 0603446
Programming asshusiny
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066426+ ArtificiaHnteHtigence =13 LS 0662433
C. Supplementary Requirements (9 C.H): 3aaie clEl (4) suluall g
clBadl | Gl Course Name e | 5| i) o sal)
dds Tl Mathematics and Linear Algebra 0] 3 3 Ll jally cilasll 1505153
| & s | 1505153 Numerical Analysis 0 |3 3 Gsatall Jda3l 1505138
Jd8 sy | 1505153 Probability and Statistics 0|3 3 sliadlfly LAY 1505139

¥ Ol e Aaalal B D )3 4 gl e 83 1 Gl (\Saly) B3aSih el 36 @iy calall B3 534 53l sluali
(B (B 055




Gallell Ga el agléll 22alK

The World Islamic Sciences and Education University

SN i gl 5 Gl (B onsi SIS Al Aokl ) A sin i

A AL
JN) Jadl)
Bl alul sl a8 33l adu) el
Lot Gt Ay | sl
) Mathematics 3l
Progtammiig 11110 | and Linear v W 1505153
Basics LR
Algebra
Technical
Writing and 2
Specialized LYot Computer B 137
English ) Skills (1) 3 ol i
Language
Skills
0 Information
Freobanihieyand 1505139 | Technology 3
Statistics
Fundamentals
Digital Logic ST YT English 3
Design Language
Fundamentals
of Data
Communication 0603201 3
and
Networking
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Wireless il : ey
; [ 72 g |}
Computer 3 sidll | 0603345 Mg;f;;f;fics 3 i ’ih 0602200
Networks AL
Visual sl Computer &L .
Programming : 0l S Networks : o guiall 0603342
Data Structure e Object iaa sl
and 3 RI¥ ] 0604201 Oriented 3 Al 0602212
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Web el Operating it
Application 3 ulw]m 0604313 System / 3 i uﬁn} y 0603320
programming iy Linux ¥
System .z
Analysis and 3 M‘fﬁ“ . | 0604334 C*y{’lﬁraphy 3 LA | 0605332
Design fres i
Network i3
Mm;ﬁg““g r <&l | 0603448 | Data Base v | el | 0604333
Documentation s
Iijﬁ':)\:;ﬂi‘and Y2802 | 0605331 | Networks :
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security e M‘ Security
protocols i
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(0605432) Networks and Information risk analysis

il ghial) g cigalan) A Juas

Credit Hours: 3

¥ 5aadaal) ClE L)

Prerequisite :0603443

VR Y a) qallatal)

Introduction to Networks and Information Security. Explanation of Security Policy and planning, Threats and vulnerabilities
identification, Identifying and Assessing Risk, Controlling Risk, network continuity& Disaster Recovery, Networks and
Information Secumy standards

RGBT sy 30 sl iy clyagll 3033 (gl dkaiEy Ayt Al e ciaslially gt A0 Y 43

i ghiall y A& Gl a0 el AR & 1 e

(0605339) Cloud Computing Security e G sall dal

Credit Hours: 3 ¥ saadaal) et

Prerequisite :0603443 0603443 : 3 iy

£ 9 s duadll Jlas | ansdl

C

Fundamentals of CC and Architectural Characteristics, Security Design and Architecture for CC, Secure Isolation of
Physical & Logical Infrastructure, Data Protection for Cloud Infrastructure and Services, Enforcing Access Control for
Cloud lnfra%tructure based Services, Momtormg, Auditing and Management. Introduction to Identity Management in CC,
RlSl\ Management in CC.

9 é_ujaj\ u..n\ﬂ MJLMAJ ‘a.tAaA.l M.:_)Lua.“ u.cuL.a:le 'LuLme'r ‘u,...a)mh i_leLmi 1
L.L.Ji ‘a.m_-mjt m,:.h %_mﬂjw a)l.sl Lésu.m ;th, Gl il _mm«_ﬁ;ﬂl Al L A cilaadll Jplagh o a0 a e
AL el b J0adY1a5ia)y Gudallly i) AL anal & Al el

(0605338) Selected programming language for information

: / SNy el gliall &g Gl (A 5508 s Aad
and Networks privacy and security Tk

Credit Hours: 3 ¥ saataall cleld)

Prerequisite :audl) 4313 ) A8 g 1 gy albatad 4y

A programming language which can be applied to information and Networks privacy and security will be selected by faculty
members. The selected language should not be one of the courses given by the department. The language selection is based
on the department committee approval.

'fdmuuwtumuﬂu,s;yulig)h;umb._.u,um)wwujr_MumwwgdmmﬂiumbmwﬁQM| [Py

spaally iaall b gty A58 g Uy 33 53001 juialad (B o (e Un JEES1 oy el Lgmn oy 1 B A i

(0603443) Network Security ALY dal
Credit Hours: 3 ¥ saadaall el

Prerequisite 0605220 ER e Vo e i)

) L e ‘Haju Dty (26 e pnga ) ARAYY Aaidiadl siladi

Details of network security attacks and countermeasures. Topics include packet sniffing, packet spoofing, port scanning,
vulnerability scanning, attack and vulnerability databases, password cracking, denial of service attacks, session hijacking,
network v1ruses IDS, VPN, NAT hrewalls and security tools.

Mjumlulcuh;ajls_msdkjily|uadm
cat€ Ll oY) ey i cadall Gl dasll cas clada <5 goa AdS 3 sl e x.!,a S ciladgd LliE, el celnid
R Gyl ksl @3V dddlandl o) ns ASUEN 052 dan 55 AR dpen ) IS (Ll

(0602433) Artificial Intelligence (e Uhlay) ¢lSh

Credit Hours: 3 ¥ saadal) el

Prerequisite :0604201 0604201 ;) i)

Basic concepts of Artificial Intelligence. Fields of research and application. Structures for state space search. Knowledge
representation and logic. Propositional and Predicate calculus. Strategies for state space search. Heuristic search. Control

and implementation of state space search. Production systems. Languages for Al. Programming in Prolog.

12
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(0605220) Information security il gliall éal
Credit Hours: 3 ¥ Al clew
Prerequisite :0603342 STAFTEY sl albatialy

Introduction to vulnerability analysis and exploitation techniques. Topics include common attacking techniques such as
virus, Trojan, worms and memory exploits; intrusion detection, Security Information Event Managers (SIEM), and legal and
ethical issues in computer security. An overview to modern cryptography types such as (symmetric, Asymmetric),
traditional cryptography and crypto analysis. This includes algorithms such as hash functions, RSA, Diffie-Hellman, El-
Gamal, elliptic curve and AES algorithms. Also, an introduction to number theory, pseudo-random number generator,
message Authentication, basic Protocols and public and private key schemes.

RS 5,8 il ey 33350 Ay iy il Jho AR gl S e plmall Juti  JURLY) iy o QT s

il y S 2y el ) e actpily cusall il &0 e s el (b ABHAN Ll Wil (SIEM) <Ll
LSy ABS Gelss oAbyl Jil deadl L lss cglals i dsaylsa (RSA el J1ps claa )l sd Jally | il JaS (oaulid
Oalally sl i cila g il Bl ey & gy SO ABsliany 4335l 40 651 2 5 132§ 35 i

(0605332) Cryptography Theory AR A S
Credit Hours: 3 ¥ sl el
Prerequisite :0605220 PO YY) bl

Explanation of cryptography modern techniques such as cryptanalysis, side-channel attacks, block chain and crypto-
currency, quantum and post-quantum cryptography, digital signature, steganography, advance cryptography protocols, end-
to-end encryption (such as WhatsApp) and tools used in cryptography.

gy sl Al A daaly Gl Ak gl Sl ladh il WSS s B ol 3 Readiadd Bl i
1 I BLaYL (gl 3 aadEliS) el o HaIEN N 8 SR @Y S wila glaall elis) (bl gl o pall

. m_j'*‘lgga..m Al
(0603320) Operating System / Linux el /a5 pUas
Credit Hours: 3 ¥ saataall el
Prerequisite :0603342 0603342 G cuibiad)

Cover fundamental network administration and system management using Linux (Red hat) operating system. Topics to be
covered include: shell programming, accessing and configuring basic network services, managing directory services. and
using network management software on Linux operating system platforms. Students should be able to apply system
administrator skills in developing a network management strategy from installation, configuration and administration of
Linux Operating Systems.

“eshell 1 45 AN qacal yall Ja23y (Linux (Red hat Jsih ol ooy sladl 5513] 5 Bl ) 2820 5513 @il jaa sl ) Gl 188 il

iy b alaill Jghlea ) jga Gukad (Linuxdsi s e ASEE 53] el o385 (A le3S 5513 Aol 482N il 0S5y Jsla)l
Linux aUai 6313) 5 <1321y il (ha 21l 48000 3513y Ll yiad

(0605331) Network and information security protocols il gliall s LG Coal e € 5 g
Credit Hours: 3 Fosaadiall cas
Prerequisite :0605220 VIO Y gl Gl

Discussion of routing protocols such as RIP, OSPF and BGP, multicasting and multicast routing protocols such as DVMRP,

MOSPF and PIM, application protocols such as DNS, DHCP, FTP and HTTP. In addition, network security protocols such

as: https, SFTP, IPSec, VPNs, TLS, SSL, SSH, Kerberos, OSPF authentication and SNMPv3. :

Gally 2380 QY)Y & 5555 BGP OSPF « RIP die a3l <V &35 1 ARPUAl (s Bl i) oy £58550 laih oed

Juaia pgd &5 HTTP <FTP <DHCP (DNS e :clindidy Laldll < £330 PIM (MOSPF  «: DVMRP i 43351 23331 <30
https, SFTP, IPSec, VPNs, TLS, SSL, SSH, Kerberos, OSPF authentication and SNMPv3, (awali (3l 5 SIS Gl Y S 55 5

(0605439) Special topics in information and Networks

AR g el glial) Ry ol B Aald cle g sz
privacy and security i lemile e
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Credit Hours: 3 ¥ 3aadaall cle L
Prerequisite: 45l % + (4 13 5 pbdl) &8l 3% Aol Ve b AT 31 Al ARSI 3a AL 486 3 ; sl cuiliial)

A topic in information and Networks privacy and security will be selected by faculty members. The selected course should
not be one of the courses given by the department. The course selection is based on the department committee approval.

il (g sy o Bl Al Gaiad ) il e g5 o KGNy el By ol eyl al gy sl 15h B B

bl ulas 28815
(0604333) Database el a3
Credit Hours: 3 (2+1) (V4Y) ¥ aaadia) el
Prerequisite : 0604201 VLYY s bl

The main objective of this course is to provide students with the basic knowledge of database systems types, database
management, and database theoretical foundations. It covers a range of topics including: database systems concepts,
database (DB) modelling using the entity relationship (ER) model and the Enhanced-ER model, query and Data
Manipulation Language (DML) using Structured Query Language (SQL). The student will learn how to build a database
system using Data Definition Language (DDL), and DML. Also, the students should perform the normalization process of
relations using different normal forms.

The Database-LAB shows how to get started and helps understand the SQL language from the ground up: Query language
(SQL), and procedural language-SQL (PL/SQL), Database structures, storing, retrieving, and manipulating data in relational
databases.

JETEE VS VN e RN PRI e RV i PR
(ER) <iitsh &de #3543 5342 (DB) il saeld A2 iy el aelf Lol aalia 1alld Ly cile plaall (e 42 sada Gl 13 iy
ol A58 Ll 3l 138 i Clall R (SQL) Al o3y aad Jadall (DML) el dshes iy Maily)y <Enhanced-ER z3s4s
G Tixgls N AT A s B2 o)) S L iy LS (DMIL) 5 (DDL) <l o a5 24 padilly iy sief ol

(SQL (PL / SQL) 4 sy 4l y (SQL) p3asiyfl i et ) Gl Ghe il g LB aelidy SQL Aaly o 8 £ il ac1d s
AL O ae 8 3 gtallan s dlgialaial y SN 0 333, el sacE St

Gl el A‘V;L,",'imt'.;i“y Bl 3 jhaly oS 35 g Bl 15 G (pueill Sl

(0604334) System Analysis and Design Al psalady S35
Credit Hours: 3 ¥ osaadaall cle
Prerequisite : %+ £Y¢++0604333 VIVEFFr LT T € ol ]

The course encompasses the concepts, tools, and techniques required to analyze and design information systems. The course
will include structured development approaches and the system development life cycle, as well as rapid application
development through alternative approaches such as prototyping and agile. Emphasis will be given to the role of information
systems in organizations and how they relate to organizational objectives and structure. Students will be introduced to
system analysis and design modeling tools such as data flow diagrams, entity-relationship diagrams, data dictionaries,
decision tables, decision trees, and structure charts. This course also includes the project management principles such as:
project planning, scheduling, team analyzing and staffing.

(Uil 5B s 555 Aabaldl gl ool il 15 sl i gl ol syl tadl 4l iy sy patiall slisall 13 Jadg
bl 5 il B 5 o S0 i il 158 (b Al TSN 3l o Aoy alin IS G Gl g 101 il ) ALY
o A0 b g il 3an cilhlds e paalalll 43305 i3l g Uil QG QSN Cag jad Sl ealaBl (Sl BBV Lkl )l A4S,
( 3all bl s i g g5l 553 (oabia Lol liall 13 (il Sl cilabially ool ety c 1ol Jp135y (i el g8y cziilish

' Alge 3085 i 5y Gl S5 A3l

(0603440) Network programming A& Ay
Credit Hours: 3 s aadaall cletu
Prerequisite:0603342 0603342 : ) llial

This course provides various aspects of computer network programming. covered topics are input and output stream,
multithreaded, TCP/IP addressing, URL parsing, URL encoding, socket programming in both the TCP and UDP domains,
the client/server programming model and multicasting programming.
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(0603345) Wireless Computer Networks Lt G gulall ik
Credit Hours: 3 ¥ saadaal) cle L)
Prerequisite :0603342 PP EY G i)

This course deals with the principles, technologies, protocols and standards of wireless RF communication, with emphasis
on wireless LAN and WAN. Topics include: Satellite Communication, Cellular Wireless Networks, Ad-Hoc versus
structured networks, Bluetooth and IEEE 802.15 and Wifi networks, IEEE 802.11/b,g.,n standard, broadband wireless
networks, [P Mobile networks, Wimax, GSM, GPRS, UMTS,4th , and 5th generation mobile networks, sensor network,
LiFi, and Internet of thi

Qi ol )l Sy LS 35 e > :
5 [EEE 802.15 5 3)5Y) o) &y (ARigall &l Jiia Aloadial) &ty o 10 aslusil &y el coyuaiyl (e plnyal)
< UMTS 3« GPRS 3+« GSM 3¢ Wimax s « [P Mobilecl&is y «(3Uaill dumy e L8130 &2 ¢ IEEE 802.11/b sn 5¢ g 5 «Wifi

(10T)# B i ) &k g ¢ i guall A& 5 LT s ¢ Janditlalf) 4S5 g ¢ pandll S Rusaldll ¢l 3 il &3

S by Y A S e Glall 15 3

(0604240) Software Engineering Fundamental @l o) ALt ol
Credit Hours: 3 ¥ :5addaall el
Prerequisite : 0602110 0602110:&;'1:41‘ M|

This course introduces the goals, concepts, principles, methods, paradigms and tools of SE . In addition. this course
describes the process models, planning &effort estimation, team organization, object-oriented analysis and design, testing
techniques, quality metrics, quality assurance, software configuration on management, casc studies of software project.

iy LT (ol g i T i ol 0 Yty lipa ) s 3 s oy ol (0 ety CHER il 1 o
Cand bl Ll 5ay «laa il 5513 33al leve 3Rl unlin cclina il LAY i (AN Al el paladlly REN (il wlB cagall
aa il g Lt

(0603448) Network Monitoring and Documentation L g g S 48) 5
Credit Hours: 3 o5l cle
Prerequisite :0603443 0603443: Gk calbatady

A network evaluation both physically and logically to determine proper sensor placement, filter network traftic to comply
with wiretap authority, hide the presence of the monitoring workstation on the network, evaluate captured traffic for the
proper content, configure windows network monitoring AIS (automatic identification system), analyze and verify gathered
data in a windows environment, install and configure software including Wireshark, TCPDump, WinPcap, WinDump.

‘g,”;si‘yl u_:na.\h AL YUl cilasliall A g (A5l 1 333 ol ol ga _uml mLmEUmLJt st Gya TGN s
(1 Rl s AL ) gtyy AKEE A1 50 (5 Akl i shiall g AE5AT catiall iRl s A& e d el daas 03 )
Wireshark, TCPDump, WinPcap, WinDump. :Jis Glisa 5 basia g Cunfli ¢ gk g Ay (3 el o G (e @iy S

(0604313 )Web Application Programming i 5R) h"ﬁéﬁ A3y
Credit Hours: 3 ¥ aaiaal) cle L
Prerequisite : 0604333 & 0602313 VTOYENY & cT YT i i)

This course introduces students to basic web design using HTML (Hypertext Markup Language) and CSS (Cascading Style
Sheets). Throughout the course students are introduced to planning and designing effective web pages; implementing web
pages by writing HTML and CSS code; enhancing web pages with the use of page layout techniques, text formatting,
graphics, images, and multimedia; and producing a functional, multi-page website.

This course will cover the practical aspects of building web application using Java Sever Pages (JSP). The goal of this
course is to introduce the students to the basics of JSP. It also introduces the students to JSP Directives, Expression
Language and JSP Standard Actions. Finally, this course prepares the students to connect JSP with MYSQL.
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(0605337)Web security sl gl
Credit Hours: 3 ¥ saadaal) e L)
Prerequisite:0604313 0604313 1l sy

Fundamentals of web security that shows how to build secure web applications. The emphasis lies on standardized variety of
topics in web security and computer network security areas such as: HTTPs protocol, cryptography in web, SSL protocol,
different kinds of web attacks, browser security issues, cookies and web bugs and spywares. More advanced topics in web
servers such as Apache, IS, access control in web, web firewalls, and trainings for web security applications will be
covered.

sl 383 Gl sy gl el eyl e e g 42 ghda o S0 ooy Al g il ol T ol e gl claad

Uy Lol Y1y ya5 il y (im paaal) (ol 98y ) Ciladh G AL 13805 SSL S 58500 g 8 iy HTTPs J8 sl e
il Ly 8 @ gally gl e Glaall o) s cusl e Jslaill 3 331, 1S 5 Apache e 325U Gl adl s Gaadll el s cugll

sl ol

434) 1 i i igi ws g wf Ee  as, 4, LR YRl P e T P
g]:iis?cs) ntroduction to Cybercrimes and Digital 4,\.'-3)11 0y A5 sl Al
Credit Hours: 3 yopaadaall cle
Prerequisite:0603448 0603448 3 diaa)

Basic technology and techniques which are used to investigate cybercrime. A systematic approach to planning and
implementing a comprehensive computer forensic investigation, particularly evidence collection and the reconstruction of
events. also, learning about computer crime, use of Linux as an investigative environment, file systems as a source of
forensic evidence, data acquisition, computer forensics tools, computer forensic analysis, internet history and email,
reporting results of investigations. Moreover, learn techniques used by hackers to improve the protection of systems and
prevent similar breaches in the future.

o iy i o 8 iy Ll G s O ol 3 S S i, G
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(0605435) Ethical hacking SEYAY) @1y
Credit Hours: 3 ¥ 5 aadaall clE
Prerequisite:0605331 & 0603448 0605331 & 0603448: Gl il

Ethical hacking and penetration testing techniques. This includes: learning techniques and tools used by hackers and
systematically investigates a computer network for possible vulnerabilities. Scan, test, hack and secure target systems. In
addition, the Five Phases of Ethical Hacking (Reconnaissance, Gaining Access, Enumeration, Maintaining Access, and
covering your tracks). Moreover, the tools used by Ethical Hackers to examine the security of a device or network.
uﬁuy‘aj'&um@w@&aﬂ‘mujﬁuﬂ*wmﬁ :
(o) Jslaslly g LAY 8 G gil) y ASAY) Dia jill Guadll Jalall ) ALY Adagiosal Ll aaliy 1 5A0 ¢ A1 crana ALERAN c 33
A8 5 s gl oadil o gAY ol ety il e s pde o ALaAN il ) Akt WJplall & Jaliadl g calaall 5

8 I ol 2 Cum AT A1y GO ) il

(0604201) Data Structures and Algorithms a1l g it cus)
Credit Hours: 3(V+Y) (V+Y) Y baadial) clelu
Prerequisite: 0602200 & 0602212 0602200 & 0602212 : 3l cullatal
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An introduction to mathematical modeling of computational problems. Including the common algorithms, algorithmic
paradigms, and data structures (Stake, Queue, Link List and Tree) used to solve these problems. With an emphasis to
relationship between algorithms and programming, and introduces basic performance measures and analysis techniques for
these problems.

(Stake, Queue, Link List and Tree)=Gull JSGh 5 dum5 520 3085 Bl claay 33 2505 Anticall JSLAD £l 153 dalis

Al o3) I 3Dy Gulol§ o181 aliny 82 a5 i 52N O B a5 AN 038 ) b

(0602120) Digital Logic Design b hiall psalad

Credit Hours: 3 ¥ padaall cletud)

Prerequisite :0603100 R ne i)

Number systems, binary codes, Boolean algebra and logic gates. Simplification of Boolean functions. Combinational logic:
Adders, subtractors, code converters, comparators, encoders, decoders, multiplexers and ROMs. Sequential logic: Flip-
Flops, Registers, Counters, and RAM.

5 sl g3 15 ol 5513 « a9 pmand (el AN 3 Lt Al i g G el AN il sl A
B30I ccotaaall ecmdavaeall s Clabladll il G3lalall Jai e bl 6 13y JUGAYN 67003 ¢ 2l ol 3503 ¢ 3R 5003 AR

(0602212) Object Oriented Programming

3 A

Credit Hours: 3 (2+1)

(V4Y) ¥ spaaiadl cleld

Prerequisite:0602110

VLT ) bty

The basic concepts and techniques of object-oriented programming (OOP) using a popular OOP language (e.g. JAVA).
Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes.
The Object Oriented Programming -LAB: implement the following subjects using java programing language
(Classes, objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and
lymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes).

A g 1581y i o580 oy I 38y (SN ccialy (JEEY) aus
(Classes, objects, attributes and methods, object Wl aaf padaniy 4 aalial daap el i dsa il s instantiation,
constructor and destructor, inheritance, overloading and polymorphism, interfaces, serialization, usage of class libraries and
packages, and generic methods and classes).

ozl ccipally o3ty g el eoadidy i) (o1 V5N s e 4] o5y el daa’y iy Bulid) aetial

(0602200 ) Discrete Mathematics dakiitadl g

Credit Hours: 3 ¥ 5 aadaal) cile Ll

Prerequisite: 1505153 1505153: ) iy

Sets, set operations, relations, and functions. Propositional and predicate calculus, propositions, truth tables, tautologies,
fallacies and quantifiers. Induction and recursion. Counting techniques: Permutations, combinations, and counting finite

sets. Graph theory: paths connected and weighted graphs, matrix representation, spanning trees and traversing graphs and |

trees.

- “n : ‘u‘y‘d.-’w‘dﬁh “—_,1__|m),j|J 4 s i 1_, ‘_5_\,1_\‘_,\;-,_, ;T“‘,i);,yl, . ‘ ; Qu')hwj S “;,L,;*1 uua: : “;‘Lc =z -
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3 ) citlabaa sl g clahaiall AL 5 0 il AN il hiadll g oy 5 pally Aag i cidalads

(0603342) computer networks o puls) iz

Credit Hours: 3 (2+1) (V4+7) ¥ sl cleld

Prerequisite :0603201 0603201 : &l s

Details of protocols and technologies of both LANs and WANSs, with emphasis on LAN-related protocols. OSI and TCP/IP

stacks, LAN technologies, IP address (Classful and Classless), Subnetting, super-netting, delivery and forwarding of [P

packets, NAT technology. ARP, and RARP protocols.

(LAB): The Computer Networks—LAB: Cabling, design, and installation of LAN Networks, switch and router configuration,
NAT configuration, VLAN configuration, and static and dynamic routing configuration.
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(0605451) Graduation Project £ AN £ gia
Credit Hours: 3 ¥ aataal) et
Prerequisite: 53454 4214 4 + o £ Bt A8l & ¢ (A LTl 1l ilbiad

A design and programming project is done by the student individually or in a group under the supervision of some faculty
member. Projects involving research and analysis only may be permitted in some cases. Students are required to submit
detailed documentation of their work and pass an oral examination at the end of the module. In some cases, a written
examination may also be scheduled for the student.
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(060° £50) Practical Training Il Gy
Credit Hours: 3 v saataall cle L
Prerequisite: 53aadst 4. il Stk A8l 4 o A1AT 1B ikl

Field Training in some local or international establishment, whether it be commercial, educational, governmental or
otherwise under the condition that it either produces or employs IT products Following up the student progress in the
trammg process, submlttmg a final report summarlzmg the results of hi
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(0602313 )Visual Programming Laal) A3 300
Credit Hours: 3 ¥ s aaiaall el
Prerequisite: 0602212 VTOTYNY ) callatal)

This course concerns about designing and developing a Graphical User Interface (GUI) applications. Besides, this course
enriches the developed applications with available facilities in Java2D, which are Graphics, Event Handling, Exception
Handlmg and F lles I/0. Finally, this course prepares the students to connect GUI program with Java DB.

o Al s § sl ikl Gl 1% Lg_).u il oada uJ\ (GUI) LBagla o AhaL) igaly iyl JJ_,LJ, M i 1m el
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(0603446) Mobile and Wireless Devices Programming Asiulg ABwa) 554391 A3
Credit Hours: 3 ¥ osadiaal clewd)
Prerequisite: + 1+ YY)\ ¥ VLT Yl i

This course provides various aspects of programming applications for Mobile and Wireless Devices that run using Android
operating system. Covered topics are: designing activity interfaces, interacting with components, View using various
layouts, and communicating between activities using Intent, database applications using SQLite and maps using Google-
Map and ‘Map-Fragment.
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(0602332) Machine Learning v (.!-.-
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Credit Hours: 3 st clewd
Prerequisite : 0604201 0604201z (3l bty

Regression, Logistic Regression, Cluster Analysis, Supervised learning (SVM, NNs, Deep Learning, Random Forest,
Bayesian Network), Unsupervised learning (K-Means, Deep Learning), Reinforcement Learning.
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(0604206) TthnicaI Writing and Specialized English Apmnadal) 2 3N ZR10 o g g Al A
Language Skills

Credit Hours: 3 V-5 aadnall clE L)
Prerequisite : 0603100 9 1504105 1504105 3 0603100:(ad) allaiady

This course will introduce students to how to communicate through technical writing and explore how research is done in IT
using the following skills: search, read, write and present .In addition, it focuses on the specific English vocabulary,
communication skills, and cultural contexts relevant to the IT industry. It equips IT professionals and students with the
linguistic tools needed for effective communication, professional interaction, and comprehension of technical materials
within global IT environments
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