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Third: University Requirements (27 Credit Hours):

A LS Baaias de bl (27) Aaalad) ciliais ;i

s(Paaiaa Aclui 21) Ay

A. Obligatory (21 Credit Hours):

e e CourseName " e | s B s o Bl )
JaiS iy R Introduction to Islamic Creed 0 1 1| sy saah 0 Jaxd | 1504100
| 3y R Benevolence 0 [ 1 |1 i 1504101
| e 5y R0 Quran and Recitation 0 1 1 Gy AN 5 1504102
| | P ——— TR — = -
[ il i Biography of the Prophet (an Al g g gl 5 pd e
l S > & 2 ps e
e a8 - " analytical study) 0 3|3 s 1504103
1504096 |
Jus g 80 3 Arabic Language (1) 0 3 3 (1) & &zl 1504104
1504097 | ]
1504098 _ |
JaS g 80 3 English Language (1) 0 3 3 (1) 4 sy aadl 1504105
7 1504099 |
S Y Military Sciences N ERE G pul 11504106
S iy I National Education 1ol 3]3 Ak gl A 2l 1504107
JaS g SR Entrepreneurship and Innovation 0 3 3 SISy s 1504123
B. Elective Requirements (6 C.H) to be chosen from: s JEAS (Badins clela 6) daUadW o
1. Domain of Human & Islamic Sciences (3 C.H): (5 aaia Cilelun 3) Agadliayl g A3ileai¥l o gladl Raa .1
cladia Gl Course Name e | e B e sl o3
8 s R Scientific Miracles in Quran & 0 3 3 SOl sl JL:‘?] 1504110
Sunnah aldiy
Jald iy R0 Life Skills 0 3 3 Logadl ol el | 1504142
JalB sy Principles of Islamic Education 0| 3 |3 LSy A A Jykal | 1504115
a8 sy R Contemporary Issues 0 3k |3 §elnd Liad | 1504122
2. Domain of Social & Economic Sciences (3 C.H): (At el 3) Aoyl y Lo laial a il o 2
A i a | Course Name Gae | gl | A il | kA A
S 3y SR Law in our Life 0 | 3|3 Ll A odl | 1504117 |
JoE 5 58N Family and Community System 0 3 3 aaiaall g 3ol Al | 1504124
JeiE g 80 " Civilization of Islam L0 3 3 syl 5laa | 1504126
Sal& sy A | Leadership and Social Responsibility 0 3 3| aseasaal d el duah [ 1504144
3. Domain of Sciences &Technology & Health (3 C.H): ((aaiah e lu 3) Adiall g Ly ol 53830 5 o o)) Jaa 3
—Phﬁ- Gk .p | Course Name : S A G S sdaha sk
| a8 3y Digital Culture 0| 3 3 4o A | 1505151 |
| e g Development and Environment < = gy A5 | 1505152
| s | Nutrition & Health AE Ayl dsiall | 1505132 |
‘ T S LN el
e Sports in our life 3 |3 ] e il | 1504135 J;
r,n-l\&) ch i = 23 3
5P 25 e
e 7 FARS
0 [

\‘-
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Fourth: College Requlrements (18) C.H follows:

o \aS Biaia A8l (18) : l;i’sn cladlia sy

abath | e | ~ Course Name e | g A i o “'}"s"
ey Computer Skills (1) 0 3 3 (1 U)“‘-‘j' ;'5‘*‘ 1505137
T Information Technology Fundamentals | 0 3 3 i sl b ol S g | 0603100 |
Tl 1505137 ] Programming Fundamentals 0 3 3 1-?‘).»‘ e | 0602110 |
o 0602110 | Software Engineering Fundamentals 0 - ko e 0604240
. . 2
’ L& _als; | 0603100 Fundame'ntals of Data Communicationa 3 3 20&5n sl i S teakia 0603201
; Networking 7 .
¢ . | V603100 | Technical Writing and Specialized Engl " Al 2 ey 4l LS | 0604206
als ey o 0 3 3 N
_______________ 1504105 | L anguage Skills Loaadill & jla Yl
RN e 0| 18 | 18 gl

Fifth: Department Requirements (84) C.H as follows:

sl LS Baains A8l (84) paradil) il sluald

A. Obligatory (66 C.H): Jaias Aot (66) Gjlay i
. a1 e l - Course Name ‘ bt Mfi)
JIS As; 0603100 Dlglldl Logu Design 0 |3 | 3 ;,4331! hid) adal | 0602120
IS s 0602110 | Object Oriented Programmiing I 2 3 ‘ CJC.AS_—Z;:;. sl A Jl 0602212
s 1505153 | Discrete Mathematics RERE aabidi cipst) | 0602200
5 ala 3:333([)‘2) Data Structure 1 2 3 S S [ 0602201
Tl 0603342 | Network Protocols 3 3 -‘5-“"‘ ._,\1,5_”_), 0603341
= 0602120 | Computer Design and Organization 0 3 3 gl pilaliy ppatsl | 0602221
= 0603341 | Network Programming BTN EAENE IS Aaa | 0603440
o ’ 0602110 | Selected Programming Language "3 : 3 sJEisdaayadl [ 0602312
g | 0602201 | Algorithms o3 ]3 e 530 | 0602302
e ggggfg: Operating System 0|3 |3 Jaml ol | 0602322
90 i Fladl i
JdS Al sadiak dzlu | Practical Training 0 3 3 Al e S0 [ 0603450
\ akaalt 433 e+
|90 .
| S alag | sBAdzle | Graduation Project ¢ |3 |3 giAligsyda | 0603451
akaal! a3l 5
Feah 0603443 | Ethical Hacking 0 3 3 AV 3 Y | 0605435
A;S Alas 0603201 Computer Networks I 2 3 yulall &S | 0603342
e 0603342 | Operating System / Linux 0o | 3 | 3 ol Ja 8 | 0603320
ot 0603342 | Information Security 1o [ 3|3 i sal odf | 0605220
G;-» 0603341 Networks Security 0 3 3 ) S el | 0603443
fer 060334] | Network Administration 0 3 13 SIS | 0603444
Tt 0602212 | Visual Programming 0 3 3 4-3-}5‘ 1—\-‘)‘1‘ 0602313
P g:g:i:i Web Application Programming 0 3 3 Y cds Ase | 0604313 Bl
) v / 4 r\’j! A ? &
s “
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| L& ek | 0602201 | Database A sz | 0604333
ek 0603342 Wireless Computer Networks 0 3 3 ALl guah g | 0603345
T ITIIe] ( g Rk RS RRRo0T 4 ] 62 66 7 : : a,._! -----
B. Elective Requirements (9 C.H) 15 aades Siela (9) 4,0y o
e s | CourseName e | gB ] sl PR R . TR T
o] 0603443 Network Manitoring and Documentation | 0 3 3 | Wkt g IS A 35 | 0603448
Tk 0604333 \ - . 0603346
Y 1 1 o “\ . | = . l b A TR\ l\
0603342 Distributed systems 0 3 3 } iz el iy
! Jaadag | ' 0603445
o | gl TS S
60 :,; li-q»]' Special Topics in Computer Networks 0 3 3 ) SN e 49,,“";
. : 7t ) [
T Mobile and Wireless Devices |
s 3 aschusn 3 Yl A ’
0602313 | b amming 0 |3 |3 l S alimah 35 A | 0603446
T 0603443 [plrodqclion t Cybercrimes and Digital | 3 3| g, Ryl o ')ﬂ'g’w‘- 0605434
Forensics : , L )n
T 0602201 Arlificial Intelligence 0 3 3 Felhia 283 | 0602433
e 0603443 Networks and Information Risk Analysis | 0 3 3 i g cagian daal Jis3 | 0605432
C. Supplementary Requirements (9 C.H): 15 Adha Sl (9) Sl 7
i -EC D ¥ S Course Name A qﬁ{ PO Bl pt s pd
JaS Aiay | Mathematics and Linear Algebra 0 3 3 | gl el sl | 1505153
JaS ey | 1505153 | Numerical Analysis ] 3 3 sl BRI | 1505138
Ja& alay | 1505153 | Probability and Statistics 0 3 3 sadlfty -—\’u-h)' 15053139

Baalad) b Adual ) Aas g e B3 ol JUad) Gl 1Sy Bt e 3G adl 3y atldal) W HE35
P o $ ¢ ) &

558 Bala s luadlu
(3 5 Gaw 055 Y O
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SN 5 el gl a8 gd 5 RN gl AGals o) Absal sl

: A L
A Sl S Sl
; e = :
Salall Al el "“,“,‘,' gl ] 5 ei’ T
450y WE 233 <o Al ° ¥ RGBTl T e TPty
| LGl | sadead P Gy aly sl |
Programming | i Mathel?mtlcs A
Hasics 3 0602110 and Lincar 3
asics Algebra
Technical
Writing and
Specialized Computer
: 3 042 > 3
English IR0 Skills (1) >
Language
Skills
Probability Information
;“S:f tf 't ‘ 3 1505139 | Technology 3 0603100
SReR Fundamentals
Dlélldl.LO&.l(. ‘ 3 0602120 English 3
Design Language
3 3
3
18 15 EJ&J':' |
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Data X wsSls Discrete % iyl T
~ Structures : wigh 0602201 | Mathematics 7 7 aalish 0602200
Numerical Somputer ’M
and Analysis 3 1505138 Design & 3 auladl y 0602221
S i Organization e
Visual aapa | Object Oriented % 5919
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SIS 5 il glaal) alah ad LA g i 31 gall cilay il

(0602120) Digital Logic Design S o , Aol Pl ppaiad |
5 Credit Hours: 3 GEN S 3osaasaad Gle L |
Prerequisite: 0603100 : 0603100 : e cllaidl)

Number systems, binary codcs. Booluan algebra and logic gates. Slmphhmuon of Boolean functions. Combinational logic:
Adders, subtractors, code converlers, comparators. encoders, decoders. multiplexers and ROMs. Sequential logic: Flip-Flops,
Registers, Lounters and RAM.

‘Irs).d.._u,._..ln ‘u..u);l .—;.a' ik uun.:'a A et g it 4..1..3“ gl dapea Akl ._vLaI,.;.- s l_;. sl MJLSJJ._JL\..J' ) daall
i A alt 3 S ot Sl bl Sl ik T\ I3 S5y JRYIS S -)-l---'ésu-ﬂ 2N 3 3l 5
| (0602212) Object Oriented Programming b i '-41345-""“4&4‘ LECRW
F T (123 o s
Prerequisite: 0602110 o i 0602110 : 8o il

The basic concepts and techniques of ub]ul -oriented programming (OOP) using a popular OOP language (e.g. J/WA)
Classes, objects. attributes and methods, ohject instantiation, constructor and dcslructox inheritance, overloading and
polymorphism, interfaces, serialization. usage of class libraries and packages, and generic methods and classes.

The Object Oriented Programming - 1.AB : implement the following subjects using java programing language {Classes,
objects. attributes and methods, object instantiation, constructor and destructor, inheritance, overloading and polymorphism,
interfaces, serialization. usage of class libraries and packages. and generic methnd<. and classes).

2325 g 2 )a| Uu.&.l '3 -\_;l_).w 9 )a_mlﬁ q.w..ul 3 xJ&l h_}.L..a\ ¥y Sl .c'.a.. i nyl,.ﬁ' LIRS ,,..u‘.a..,;L;.A..L: \_..L.Sj' ‘.'\.A),' ".:'_}.; Z;,J.;.-S"I (s.'ghl.'i.»]'
Maj’ 9’ ‘k' ,_l_'Lu; i3 ‘PJ;-'I""J-’J ,',S.', i g [ cilgal (I

llall 4x! ,al.a.l....L: ayla ;.\.I.A.l w). -_:-.*«'.S. LN Al -‘_;\.n_;«gl'- Prtes

{Classes. objects, atributes and methods, object instantiation. constructor and destructor. inheritance, overloading and |
polvmorphism, interfaces, serialization, usage ol cl. S8 !|bmnu and packages. and generic methods and classes).

(0602200) Discrete Mathematics GRS SR Ak} ity 3
Credit Hours: i B ‘ B 35askal P
Prerequmte' 1505153 Sl % ' - 1505153: ﬁ,; 1 it

Sets. set operations. relations, and functions. Pruposmonal and predicate calgulu propositions, truth tables, tautologies.
fallacies and quantifiers. Induction and recursion. Counting lechnigues: Permutations, combinations. and counting finite sets.
Graph theory: paths connected and weighted graphs, matrix representation, spanning trees and traversing graphs and trees.

.u..ﬁ.z.zj u—al_,.a] 3 Uasdl Jslaa .q'u...‘a‘)i:' tlagte d_'zl;s!li \,,.c.l.u.)lo e ).!\; dlua' Sl ] J.;.Ylo iadah .\.J.._y.;.si' Clalee (.‘.'l.;}.'-.'.;.u:l

s L..uJ um"ufa Al s_,.c.).‘aaj x. ‘J‘_ﬂ,—l' YA aad! (35 \,&;’)U' 30 s.c-.u..\lod..a..}| cl)a....; &l ,.....:l o _sallil

A5 n,\_a..aas.ula.l.a....la-u)l RSP ).u.u‘! Wi gilad! .,;.«..«.,,,a.,m»)_..l_,wl
(0603342) Con;ﬁﬁter Netw@rks S i ' ‘ SRR R e,:y.,d}..ﬂy
Credit Hours: 3 (2+l) % § 4 e (1+2) 3 shadasl) e Ll
”Prereqmsne- 0603201 £ % SN 0603201 £ il |

I\A l configuration. VLAN configuration, and slam and L.\mmnc routing configuration.

Details ol protocols and technologies of bolh 1.ANs and WANSs. with ernphasis on [LAN- rclatud protowls OSI and TCP/IP
stacks, LAN technologies, IP address (Classlul and Classless). Subnetting. super-netting, delivery and forwarding of 1P
packets, NAT technology, ARP. and RARP protocols.

(LLAB): The Computer Networks-LAB: Cabling. design, and installation of LAN Networks. switch and router configuration,

'.s.r.lu- QIS..M.I Ve".a& Lh-hs.l—d‘ 'LA.M .S.l.ﬁ'hhhl‘\;/ - ~CJ'SA..M \:J‘XJS}‘))- ‘:‘“‘"‘l’ ‘_u;‘.'l J_',w.;.x' "ls_u.!' M:ﬂd.i‘.z.;hu\';.ﬂ.hu'
l,,.l;au& )S,.j).,._}l,.mﬂux.a.bj_,ay‘,)-.«su ¢}L‘¢—‘.ﬁ;).._b_a.lb;.)a.u.h:.lju_.=’..u&.u'L*.JLL_\_Auu

e ¢ -‘.n.alfﬂ N q.,\.a‘j' SR Sl P;"‘“I} S g alae) .4.3.;..‘" N2 LeweA] )@LJM‘\_}J ,Sj' SN a2 ._:)...a.al SISLE sl

wal

Hl,\_qu“.é.)}.ﬂ
S

(‘_‘_wv . 10 O,Xg"l)&‘/?(
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(0602322) Operating Systems e 7 e
Credit Hours: 3 2 | 3-..:..5.‘.11 el
Prerequisite: 0602201 & 0602221 0602201 & 060222 1l i

Principles of operating systems. A histor ual erspwla\u ol how operating systems evolved. processes and threads, CPU
scheduling. inter-process communication and synchronization, deadlock handling. memory paging and scgmentation, virtual
memory management, dwk organization and scheduling.

Sy 38520 150l tua g Uy y ey Ac LI -.M'yux. W g _I_aa.ul, Jash A AR P pgiie Jadt) oo
o Al g g et Al f*ﬁ' BRI 3 50) 6 SO a2 5 G o8 Sl e AR el 30 cigtal o3
(0602201) Data Structures T
e e e e
Prerequisite: 0602200 &0602212 0602212& 0602200 : S i)

Data types and structures, abstract data types and encapsulation. stacks, queues, recursion, linked list types, binary trees,
sorting algorithms, lor example exchange sort. bubble sorl. merge sorl, insertion sort, quick sort, ete, Searching Algorithms
such as lineuar dﬂd binary scarch.

_,.x:- \_A_Jah;.u Ij,; .A..l_ul '.x..;l-«a._).v.. .u‘}br'y' (JJ'}JH ,.c.;,.u‘)' Jul\n.l._,.,s‘” _u.u] _na.s.., M' < L_4|°'_,. ._aLxu.:..-q_.l My r‘_,.'

e R WL N SO R LN PSR S PRI G IV PEQRE L POy Y [P RO SR e PR RO U W T A
(0602302)_ Algorithms Sk E Eilga 5300
Credit Hours: 3 3-Saiadd At
| Prerequisite: 0602201 0602201 2 gitl callsiady

Algorithms, Mathematical induction. classitving functions. Computational complexity of algorithms. Searching and sorting
algorithms. Algorithms analvsis and design techniques: Divide and conquer greedy methods. Trees and graphs. 1ashing
dlg)nlhms Combinatorial dlgornmm P/NP problems.

‘_)A.I,A)A_A.:.jl_l._\_.l:uyl)l}ﬁ|hu.)w&au%.+ﬂ}_&.al'.'.J'._U)I'I;.S .C.L'_-J'. '5.& ‘—LJJA)-'UJ-LI ’_l'uu_.:..d__.:l.)ﬂ Il.l.u\l”w_.u )Iu.ll
;&B&&;I;&'.,J;Lﬂ;i:l&;&l.@l}; ._;'.u.)jl;;.al }u}.;. S )};.«_);_uthnmn_,m' A‘.a‘.."

(Oﬁqp_!;)_gglcctcd Programmmg Language § A Ao dal

CreditHours:3 .. o o S 3:5aakA) s tud)
: Prevoquiites DRDIIAD L i e P W *0602l ) J,.--Jl kel
Teaching a programming language which is not taught in the curr iculum and itis chosen b) the lecturer.

Hj.,xuﬂl*;ﬂ‘r]'qdudw._w‘aﬁ \—L’M"W‘-?JJV}(&‘\I .a,&‘-n.).h".i_&jl ;J;’..J;JJL :\aa)a!'»_ll&.hl a.)_d..u.lll..avgra_

_..'A&tj"\‘,..\.ulru‘.dlvu_:_ﬂ)‘-.h",n'\.d:)u.-.ul j.al_x.s\_’:).n_).. .a\)l_al

' (0602221) Computer Design and Organization s yiall 5 iy s :
 Credit Hours: 3 . A 3riadaall el
 Prerequisite: 0602120 0602120 ;o il

Numbers representation. Organization concepts of Von Neumann machines. Instructions set and assembly language.
‘\ddn.xsmu modu. LPU structure 'md function. /O systems. Internal and external memory organization. Interrupt handling.

Al r| ‘}', _s-\”uiﬁ' .;1)5)»;'. Q.L'L-.u js.u.hj)%).,q.}ad'd‘.la.w|w|)u).x_a.-«&w;uh,_au).uu,a,uhu.u\u—.--.bz“l#

Al ,ai:. .‘\_sj.a.alj FRVERE| 3).‘.':1.'.'-

—(0602313 )WVisual Programnnng 3-'“)‘“ *-t-u-ﬂ‘
Credit Hours: 3 A 3ohaaiaadl et
Prerequisite: 0602212 0602212 ; ;,J.‘..J\ ki) |

3y
— @J/\_‘,‘) W

\ﬁ/ o5
/64,\: i - i i ﬂ/} fﬁ/
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This course concerns designing and developing a Graphical User Interface (GUI) applications. Besides. this course enriches

- the developed applications with available facilities in Java2D, which are Graphics, Lvent Handling, Exception Handling and

Files 1/O. Finally, this course prepares the students to connect GUI program with Java DB.

—-‘“'—'A!' l!')d-lbo_,.hml'.humld...al .\h‘;}. Jas_uu_r.l ((,[“.n_.,,j“)]'?“ |‘~QA| u_JI"" ﬁv,:l:ﬁ, . & '-L...J;II:A _-,.
"‘“" g0t e ahangy S B 13 55 1150 it zUAlF Jaaly VR Adlad g BN Aallad -la-:-_)-' ) .Jd\azo \
Java DB-:-\-.«,..)-I ,Ml ‘

7.(0604313 ) Web Appllcatlon Programming G A el Agay
Credit Hours: 3 ‘ 3shaaad) cleludl
Prerequisite: 0604333 & 0602313 eaEs 0602313 & 0604333 : ol iy

Web page design, development and design of dynamic web pages. The design uses HIML and CSS to create structure and
appearance for client side. Also, basic JavaScript 1o create dynamic behavior on web sites. In addition. advanced topics such
as server side using JAVA Server Page (ISP) with special focus on using the JSTL. Finally. it covers Session Management
and JDBC.

._L)Sud.auLuL.ul .4_L.4\..: uwls_n.aijnn)m Ly ._:.}ul(SQ HTMI. JILILS)J' .&.i&ng‘-l.—\. "\_A;\.’h.a,auﬁ.a._;_p}lu
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| (0604333) Data Base S TS =i
Credit Hours: 3 (2+l) AT L S e : {(1+2) 35.:.&.& et
Prerequisite: 0602201 ; . i 0602201 ;3L Al

The main objective of this course is to provide students with llm b'lsm knowledge of database systems types. databasc
management, and database theoretical foundations. It covers a range of topics including: database systems concepts, database
(DB) modelling using the entity relationship (ER) model and the Enhanced-FR model, query and Data Manipulation Language
(DML) using Structured Query Language (SQL). The student will learn how to build a database system using Data Definition
Language (DDL.), and DML. Also the students should perform the normalization process of relations using different normal
forms.

The Database-LAB shows how to get started and helps understand the SQI. language from the ground up: Query language
(SQL). and procedural language-SQI. (PL/SQL). Database structures, storing, retrieving, and manipulating data in relational
databases.
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Prerequisite: 0603342 i oy & : T 0603342 (b o

This course deals with the principles, technologies, protocols 'md standards of wireless RF communication, with emphasis on
wireless LAN and WAN. Topics include: Satellite Communication, Cellular Wireless Networks, Ad-Hoc versus structured
networks, Bluetooth and IEEE 802,15 and Wi-Fi networks, [EEE 802.11/b,g,n standard, broadband wireless networks, 1P
Mobile networks, Wimax, GSM, GPRS, UMTS 4th . and Sth generation mobile networks, sensor network, LiFi, and Internet
of things (1oT) networks.

3sg 3 «Wi-Fi SIEEE 802.15 330 ot IEEE g ARGah A& bids Alaiial) S «.,,L. LS I 5 e YTy
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' (0603320) Operating System / Linux 3 SR i/ Skt alad |
?CredltHours' S R e e e P e J;SMV‘:&M
 Prerequisite: 0603342 ” : 0603342 ;s ki)

Cover fundamental network administration and system management using Linux (ubuntu) operating system. Topics to be
covered include: shell programming, accessing and configuring basic network services, managing directory services, and
using network management software on Linux operating system platforms. Students should be able to apply system
administrator skills in developing a network management strategy from installation, configuration and administration of Linux
Operating Systems.
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(0603341) Network Progocols. .~ . o) | o e R e
Credit Hours: 3 3 e | : 330l cletu|
Prerequisite: 0603342 s ; : 0603342 ; Bill uikaiall

Provide a detailed understanding of essential Internet protocols. Topics to be covered include: ARP, [Pv4, IPv6, ICMP. IGMP,

routing protocols such as RIP, OSPF and BGP. multicasting and multicast routing protocols such as DVMRP, MOSPI and

PIM, application protocols such as DNS, DHCP, FTP and H I'TP.

| UDP (IGMP ICMP (IPv6 [Py cARP - ) Lylaal 2 poial gall Apulal i 5591 2 8 500 J-a‘wei A M Gl 15 gy
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(0603440) Network Programming e AN daa
Credit Hours: 3 S S 3:3adaal clela
Prerequisite: 0603341 HE R 0603341 : 1l izl

This course provides various aspects of computer network programming. covered topics are input and output stream.
multithreaded, TCP/P addressing. URL parsing, URL encoding, socket programming in both the TCP and UDP domains, the
client‘server programming model and multicasting programming.

| e (mulnthreaded) Aleall 520a i M')HJ&—L' S e el e ,..,,.ml \_:,..L-...l Lk 5.-.‘.); d.t-ﬂ.ﬁ.m u'}; Sl 15 P.m

.(Mulncastmg) I
(0603444) Network Administration UL 3 0)
Credit Hours: 3 ' 35kl cle )
Prerequisite: 0603341 | 0603341 : 3iboad) il

Provide some exposure about the topics in network administration and management duties as network
administrators/managers, Topics to be covered include host management, infrastructure components, users’ management,
Simple Network Management Protocol (SNMP), Management [nformation Base (MIB). remote monitoring. desktop
management, web based management and network security management.
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Rt ond|
(06(H22(l) Information Security G glaall al
Credit Hours: 3 RISVl u\bulu

Prerequmte‘ 0603342 060 3342 ;s calbaial)

Introduction to vulnerability analysis and exploitation techmques Toplt.s include common attacking techniques such as virus,
Irojan, worms and memory exploits: intrusion detection, Security Information Event Managers (SIEM), and legal and cthical
issues in computer security. An overview to modern cryptography types such as (symmetric, Asymmetric), traditional
cryptography and crypto analysis. This includes algorithms such as hash functions, RSA, Ditfie-1lellman, El-Gamal, elliptic
curve and AES algorithms. Also, an introduction to number theory, pseudo-random number generator, message
Authentication. basic Protocols and public and privale key schemes.
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(0602433) Artificial Intelligence e ,é{ii:}.‘s £L83)
G HoR s e ek e S : R 3 S3ARAT) et
Prerequisite: 0602201 % T 0602201 1L .,mm

|

Basic concepts of Artificial Intelligence. Fields of research and application. Structures for state space search. Knowledge
representation and logic. Propositional and Predicate calculus, Strategies for state space search. Heuristic search. Control and
mlph.rmntdlwn of state space search. Plodm.tlon systems. Languages for AL Programming in Prolog.
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(0603346) Distributed systems ' o e 5 MBS
| Credit Hours: 3 TR B 3:3hadaal) cileld)
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This course covers various aspects of the Distributed system, covered topics are: communication in distributed systems;
layered protocols: synchronous vs. asynchronous communication mechanisms: client-server model vs. peer-to-peer model:
Remaote Method I[nvocation (RMI) and Common Object Request Broker Architecture {CORBA): group communication,
processes vs. threads. physical vs. logical clocks, Lamport clocks, distributed mutual exclusion, election algarithms and
distributed transactions.
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(0603445) Special Topics in Computer Networks ,u\.:.h u\&;&l\ 9.! Jald e guasa
(.rcdu Hours: 3 3: saafadll cls
Prerequisite:Astas 60 . 71 i aludll 43812 AL 60 A i ) sl A g ;i kil

A topic in computer networks will be selected by faculty members. The selected course should not be one of the courses given
by the department. The course selection is based on the department committee approval.
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(0@03446) Mobile and Wireless Devices Programming LhSl y AR 5 324 4 i

Credit Hours: 3 : S R 3: s.u..n m.-.L...Js
Prcrcquxsnte. 0602313 ; R e B 06023!3 ‘y...n A

This course provides various aspects of programming applications for Mobile and Wireless Devices that run using f\ndrmd
- operating system. Covered topics are: designing activity interfaces, interacting with components, View using various layouts,
| and communicating between activities using Intent, dalabasc applications using SQLite and maps using Google-Map and
\ Map-Fragment.

Jigals r‘-"“-‘- ] BN bl" )—“9-“' Android Jeessl '.h.l ,;la.n.‘Lu at ,;.. A.SL.A.I, gzl 3)5:.\. m/a.l Lgh 0L L e d'—.uJ' 133 L8
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(0605435) Ethical Hacking : R RN gAY |
| Credit Hours: 3 G - 3paaaal) SlslL) | ,
Prerequmte' 0603443 0603443 sl kel |

Ethical hacking and penetration testing techniques. This includes learning techniques and tools used by hackers and
systematically investigates a computer network for possible vulnerabilitics. Scan, test, hack, and secure target systems. In
addition, the Five Phases of Lthical Hacking (Reconnaissance, Gaining Access, Enumeration. Maintaining Access, and
coverm" your tracks). Moreover, lh(, tools used by Lthical Hackers to examine the security of a device or network.
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| (0604240) Software l"ngmeermg Fundamental P : e a@‘ﬁ&-ﬁia@&v '
| Credit Hours: 3 R ‘ 2 T 3rhaiad el |
Prerequisite:0602110 0602110 2 ) «..ihi.is

This course introduces the goals. concepts, principles, methods. paradigms and tools of SE. In addition, this course describes
' the process models, planning &effort estimation. team organization, object-oriented analysis and design, testing techniques.

quahl) metrics, quality assurance, software umlnwrauon on management, case studies of software pl’()_]u,l
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(0603448) Veg_typﬂg_!}qu_tpnng and Documentation : : T gkl 51 g SASAD A8) ja
C redit Hours: 3 3~e.\.éi.‘d| ...ls\.....l
Prereqmsne. 0603443 T SN B 2 0603443 T .,.m.m

A network evaluation both physically and logically to determine proper sensor placement, filter network traflic to comply
with wiretap authority, hide the presence of the monitoring workstation on the network, evaluate captured trafTic for the proper
content, configure windows network monitoring AIS (automatic identification system), analyze and verily gathered data in a
windows envnonment install .md configure software mcludlm. Wireshark, TCPDump, WinPcap. WinDump.
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(0603451) Graduatnon Project e C}'\-ﬂ} g.”.h

Cred|t Hunrs' 3

3 3&'@ el

Prereqmsﬂe; Al g Aradl

s.:.n&u.go,_,i -3 ; ‘_;ut_ni\m I

A design and programming project is done by the student individually or in a group under the supervision of some faculty
member. Projects involving rescarch and analysis only may be permitted in some cases. Students are required to submit
detailed documentation of their work and pass an oral examination at the end of the module, In some cases, a written
e\'mnmnon may also be schudul-.d lor the student.
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(0603450) Practical Traimng fs Gt Gy 0
(,redunqm-s' _ e R L am‘utt-w
Preneqmsiw “'ir-tmsmga \-1-!1‘ i il ¢ gl iy

Ficld Training in some local or international establishment. whether it be commercml educational. governmental, or otherwise
under the condition that it cither produus or employs |1 products. Following up the student progress in the training process,
submitting a final report summarizing the results of hh 11er rmmmﬂ
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(060543 } Networks and Information risk analysis -'\-.91--“; sl jladl Jdas
Credit Hours: 3 .}-a.:uu.h Cilelal
Prcrequlslte 10603443 0603443'@1.--!! s.,slhi.‘.h

Innoducnon to Networks and Information Sceurity. L\planauon of Security Policy and planning, Threats and \ulnerabllmes
identification, Identifying and Assessing Risk, Controlling Risk. network continuity& Disaster Recovery. Networks and
Information Security standards.
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(0605434) Introduction to Cybercrimes and Digital | S T
Forensfes'' ' "7 = 0 S ; il Aty A gkl il ad A Aadia
Credit Hours: 3 ‘ 3aiaadaadl el
Prerequisite: 0603443 : 0603443 B i

Basic technology and lechniques which are uxu.l to investigate cybercrime. A systematic approach to phnnmg and
implementing a comprehensive computer forensic investigation, particularly evidence collection and the reconstruction of
events. also, learning about computer crime, use of Linux as an investigative environment, file systems as a source of forensic
evidence, data acquisition, computer forensics tools, computer forensic analysis. internet history and email. reporting results
of investigations. Moreover, learn techniques used by hackers to improve the protection of systems and prevent similar
breachcs in the future.
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: | {0604206) Technical Writing and Qpeuahzed English | S & ANt AAD1 J‘é-‘.".ﬁ'“ s

Language Skills | : % > ;

Credit Hours: 3 ' : it 3-o.;.:.i.’.:s ul&\.u.ll
Prerequisite: 0603 100 3 1504105 | % : 501 105 4 0603100 o) callaiall

| This course will introduce students to how o communicate through technical writing and cxplore how research is done in 1T
using the following skills: search, read, write and present .In addition. it focuses on the specific English vocabulary. |
communication skills, and cultural contexts relevant to the I'T industry. It equips [T professionals and students with the linguistic
tools needed for effective communication, professional interaction, and comprehension of technical materials within global Tt
environments.
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