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Third: University Requirements (27 Credit Hours):

A, Obligatory (21 Credit Hours):

g LS B AB b (27) daalad) cialiia < Taad

(BaaiA A2Ua 21) 450y i

|—_—- clBada d;l-u e Course Name *,,hp 4& A A ,I..;}__ ’M;ﬁ',}f
. . . sadall I Jandd)
\l-ls 3 ! o Q0 « ( | ® - . z -~
. qauﬁi o Introduction to Islamic Creed 0 1|1 PNV 1504100
Jalf R Benevolence 0 1 |1 : : \JLA?\ 1504101
e Quran and Recitation 0 1 ] 3Gy e &N S5 1504102
T Biography ot the Prophet (an . A ya Ag gl 5l |
LA [0 A 2 7
S s analytical study) 9 % aglla® kS0aL03
1504096
de& gy | 5l | Arabic Language (1) 0|3 |3 (&b ad | 1504104
1504097 —
1504098
| Jd iy R 3 English Language (1) 03 3 (1) 45 aaiyi Gl | 1504105
1504099
S8 iy 2 Military Sciences ol ag <l B0 [ 1504106
S iy R | National Education B 0|3 bl 4 1 | 1504107
JalE R Entrepreneurship and [nnovation 043 D& 5 33l | 1504123
B. Elective Requirements (6 C.H) to be chosen from: 1 LAy (BAalhd el 6) A3 LAY o
1. Domain of Human & Islamic Sciences (3 C.H): ((3adah Clelu 3) dpadi s A3yl gl Slaa 1
wlBasia ST ~ Course Name e | g B o 33 l s o
' Scientific Miracles in Quran & ‘ Sl 3 odsd sassh
S i K0 | Q o | 3 |3 |9t I s04110
Sunnah iy
a8 iy 1 | Life Skills 0|3 |3 il o e | 1504142
JLE 3 ) Principles of Islamic Education 313 daaSiyl Ay A Jglal | 1504115
Jg Al | Contemporary Issues 0| 3|3 8 palas Ulial | 504122

2. Domain of Social & Economic Sciences (3 C.H):

2(Paadha Glela 3) Aualaidy) s Lelaay! J.h.“ Jaa 2

! ciliada | ke s [ Course Name | e | gl [pal Sl ) Mrb
| gu v'»ﬁl‘ Law in our Life | 0| 3 |3 Wi o8 | 1504117
045 .,-Ju&]' Family and C omm;nity System 0 J 3 3 ¢«~’«5\ 5 aj:u\}\ aldas 1504124 |
g iy Civilization of Islam ol 3|3 Pyl 3508 | 1504126
| 48 iy Leadership and Social Responsibility | 0 | 3 | 3 [ igieads sl | 1504144
3. Domain of Sciences & Technology & Health (3 C. f): (e-ha-a Clel 3) A3all g U gl 93301 § o glal) JLP 3 |
| clads Sl - Course Name D "l‘ P Shal al | B3 r') »
S 3y Y Digital Culture o |33 azdshaadhh | 1505151 4‘
kS i S e Development and Environment 0 3 13 - 4—‘-95‘;3—‘-'5\ 1505152 |
el iy R | Nutrition & Health o 0 3|3 Ll aazall | 1505132
J‘S@uﬂ-' Sports in our life 7 7 Oiﬂ 3 ‘ 3 \-3\;:‘,3 43-:)“ 1504135

B g s
ok o
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Fourth: College Requirements (18) C.H follows:

A L8 33 Ab e (18) <Ak cidhata 1Tyl

CBaA | s l Course Name G| B aow S3Lal aiat saadl by
e Computer Skills (1) 0 3 3| (Hesaha 1505137
= '::‘;3’:::;’1‘“3 Technology | o | 3 | 3 | ciaghadive d s cipiad | 0603100
o 1505137 | Programming Fundamentals 0 3 |3 gl gl 0602110
gk ] Software Engineering o RIS GEE '
- | 0602 - & iae Sl s gl 5
,‘m‘ﬁ | 0602110 | £,/ damentals 01 = 3 Slgpa il Lt g | 0604240
Fundamentals of Data Sl L resls
X TR Sl i rgalia
JaS sy | 0603100 | Communication and 0 3 3 ".:.;E:‘:J-T-J. g 0603201
Networking B
& .. | 0603100 | Technical Writing and Specialized Al ol e gl A0S0 |
1 S > - " 4 . | Y
SR | 1504105 English Language Skills 9 % v Ageanaddll 4y juady) [ 060400
B ko NI S -
0| 18 | 18 £ sadal)

Fifth: Department Requirements (84) C.H as follows: ¢ W& 333 45l (84) paradill ciibia luald

A. Obligatory (66 C.H):

130430 A8 Lu (66) sk

| clbatia ! s l Course Name ¢ ’ e | g0 pu- T e pad sl o
daS Al | 0603100 Digital Logic Design 0 3 3 . q“i).“ 0602120 !
! L& Al 1505153 | Discrete Mathematics 0 3 3| dadad Claaliyh | 0602200
.| 0602200 . ik : |
JE A 0602212 Data Structure | 2 30 cugh s 0602201
e L . AFER PR eS|
QS ARG 0602110 Object Oriented Programming 1 2 3 *P"J‘ i 0602212
! s
. 0602120 Lomputer Design:and 0 | 3|3 | &= 1A= | 0602221
Organization e
N 0602201 Algorithms 0 3003 | el 0602302
et 0602110 | Selected Programming Language | 0 | 3 | 3 ] sjEasisanad 0602312
g 0602212 Visual Programming 0 |3 ]3 pyaliasayh | 0602313 |
; 0602201 L , it | onnais
e 0602331 Operating Sysl_em - 0 3 3 aszEl) kel 0602322
| g 10602221 Computer Architecture 0 30 sl | 0602331
e 0602201 Theory of Computation | 3 | 3 i Shwdall 355k 0602430
| U AL 930"’3 E&u Practical Training 0 3 | 3 gtaall oy 3 | 0602450
, 8 218 ‘\ = 7,; 5
S A 930"’3‘?;&‘_“ Graduation Project 0 3 3 | zoalllg ghia | 0602451
‘ = = r oF |
i 0603342 Operating System / Linux 0 3 3 Sl { a5 plal 0603320
S AL 0603201 Computer Networks 1 2 3 sl & | 0603342
i o 5
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gata 0603342 Networks Sccurity 3|3 &2 od | 0603443
o 0603443 Ethical Hacking 0 ORI BY | 0605435
0602201
ot N in¢ Learni 3 3 ALY lal 02332
‘ o 0602312 lachine Learning 0 > »L- 060233
0604333 i , =ikt 45 %
‘ g 0 6023; 3 Web Application Programming 0 3| 3 - :H}M * | 0604313 |
& L& A3 0602201 Database 1| 2| 3 gl | 0604333
0604240 . "
= X System Analysis and Design 0 3 3| Al aalaly QA3 | 0604334
0604333 ' ‘
e 0603342 Information Security 3 | 3 alaghal o | 0605220
62 | 66 g saxal
B. Elective Requirements (9 C.H): haadad uu:Lu (9) 4 iy w
sl | s p { ~ Course Name lquq.)kllp.ul ; 3Ll al 3L ,L
e 0602201 Information Retrieval 0 3 3 clbdipesm 0602432
: e 0602201 Artificial Intelligence 0 | 3| 3 | gelklais&l | 0602433
S aali &3 | Special Topics in Computer i ALald e glaga |
! T L 60@&@‘ - 0 3 i .;ll,\i:; 0602434
| 0603443 Cloud Computing Security 0 I “9-"-“‘1‘2-"3"" ‘w‘ 0605339
‘ P‘)‘-“ b Al
| 0603443 :)ntroducllon to Cybercrimes and 0 | 3 3 ‘j}z'b Sy5&Nl | 0605434
‘ ‘ igital Forensics ‘ a5
. 138 A 350 o
g 0604333 Database Management Systems 0| Zfug | =% ’L b | 0604332
: Mobile and Wireless Devices \ 7 dm\ 9)g+‘il 4-;)7 : -
e > 2 3 s X .‘
e 0602313 Programming 0 3 | 3 7 *'SJ( S 0603446
C. Supplementary Requirements (9 C.H): Bia Gl (9) sailuah gz
ul-B:SA Al il 0 W Coursc Name ‘ s ‘;)h AU saadl pal sawal) ,'ig
LlS s Mathematics and Linear Algebm 0 | 3 | 3 | ghal ey oyl | 1505153
J4E Ay 1505153 | Numerical Analysis 0 3 3 Gamall QA3 | 1505138
J4E As5 | 1505153 | Probability and Statistics 0|3 ]3 sliadifly LRI | 1505139 |

W o Gaatall 8 L 3 s (o) (e 30 gl SR el sy s

el GG aB 3y calthal) U 535 554 53t :luustis
(W 353 (i 1k
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of/mfu/‘" G

d’WIZM“
.:::.,An/




Kallell Galafl aglell dzaly

The World Islamic Sciences and Education University

galall ple (B (gl s il aliiuy) Al lalie

[ ‘,3,‘111.;‘..1;
| A Jealdll J5¥) Jiald)
[ AR —
| LT PR 3 | PP s bl & g Ju‘ ‘
i el kel bt 33 o e B 1;5;: | s A
LGplaih Gy | Sadaal Ly ad) daing A_u,h;\}tdn‘ Saaall g 5]
———- M% -2
Programming R 5 M ather?mucs 4 .
Bakics 3 0602110 and Linear 3 1505153
’ Algebra ;
Technical |
Writing and 4 Computer |
ng 42 s 3 505137
Specialized 2 0604206 Skills (1) 3 150513
Inglish
s Information
Probability and o : :
iyt 3 1505139 | Technology | 3 0603100
RS Fundamentals
D:gntal.l.oglc 3 0602120 English 3
Design [anguage
|
3 3
3
18 15 £ sadall
R | g paladi vl i $ 348 paadi Gl
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B3l akal shiah SaLalt et sl
. =335 < J [ o 344 )
£ 3aiy1 daliy | el Al
00 3 0602201 Saerels 3 0602200
Structures Mathematics
Corisiites Software
S 3 0603342 | Engineering 0604240
Network £ g
Fundamentals
Copionter Computer
AP 3 0602331 Design & 0602221
Architecture PEHE
Organization
Visual Object
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Web Al Opuatmo  Jats
Application 3 Cl\-‘ﬂ.a,h‘h_f‘ 0604313 System / 3 : £ S:,.Ll 0603320
Programming 23 iy Linux
Osie;ti:?g 3 Jaliail | 0602322 | Algorithms 3 e lsdd | 0602302
; Selected - SRR
Information .-,}9‘ ; LESRY
: 3 By 522 TOgr: ’ 3 S 2312
s 3 il ghaal 0605220 | Programming 3 55544 06023
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u,.‘u\ ,.k. pod Ly 1 Sgall ...«.4, Ll

' (0602200) Discrete Mathematics W'
g_lje(m Houre- 3 _ 3 a.\u.-n uls-ul
Prerequisite: l<05153 A RE 1505153 dauli\!hﬂl

Sets, set operations. rulalmns and functions. Pmpnsmoﬂal and predu..m cd!culus pmposmnm nuth tdbles tautologies, fallacies.

and quantifiers. Induction and recursion. Counting techniques: Permutations. combinations, and counting finite sets, Graph

theory: paths connected and wur_lm.d "l"dphs. matrix represenwmn sp.innmL trees .md tmversx a meh\ and trees.

< '.A.Ll.l.l' Lq.\_a.l ol i ' r.n;]l U,I+ a.u._.a).l.\ an.:. s.;la.nj\, JJLM 5 J.a] ).a}'l "'_ i 1I u..ll.ai )&Y',\_ﬂ.i).u’ wle ,&@.ﬁ[\ e (_ﬂ.r.,Ml
IR \_;I_)....u] ‘u_| IS ET RN 1.1.".;.” .:.Li-_,.-.a.ul kY ‘&al,.]' s.".l‘;' Lz.]' el A)a ‘Fhu "\ q.»\..l' cl&.\—»‘}', g..au).l el N o )MI

A5 a0 kil cllaan anam 5 5 @il et (ol el Jhs L,,,J.J wa;,:.h
(0602120) Digital logic Design o S R T b (Sl asaics
Credit Hours: 3 SRt e RIS RITEY AL Glelall
Prerequisite: 0603100 0603100 :d;\.:-!l catlaaly

Number systems, binary codes. Boolean algebra and logic gates. Simplification of Boolean functions. Combinational logic:
Adders, subtractors, code converters. comparators, encoders. decoders, multiplexers, and ROMs. Sequential logic: Flip-Flops.
Reonstels (oumers and RAM.

570 ‘\_;I).:.ul,,w’,ads):.).c_)h.\a_)aqsw'Syl ;..,mn il G el S Al I‘_ibl,.ul_,q.nul el Al e il b Lkl
Aol 3201 5 S0 ecnaiaall e Mol el ¢ gl glatall L 560 il a)su, JUERY1 B 0 ¢ AN W8 5 il ¢ dBAN 5l (RS HER
(0602212) Object Oriented Programming gl 443 5t *-Nx"
Credit Hours: 3 (2+1) (142) 3 shaaial el
Prcrcqms:te' 0602! 10 57 e A O i 0602_! 19 (j-ﬂ--ll u!hn!l

The basic concepts and luchmquas of object-oriented programming (OOP) using a popular OOP ldnvu.we (e.g.. JAVA). Classes,
objects. attributes and methods, object instantiation, constructor and destructor. inheritance, overloading .md polymorphism,
interfaces, serialization, usage of class libraries and packages, and generic methods and classes,
(LAB)Writing Classes. objects, attributes and methods, object instantiation, constructor and destructor, inheritance, overloading
and polymorphism, interfaces, serialization, usage of class libraries and packages, and generic methods and classes.
samiy it 500 Jaaddl y 2 el y ¢ anally iy (RN Uy il <ot k&.,‘.\,‘ s Jha G Aladand Al dae sl \_.Lw,«..... 21 o amlial
M‘.ul ;-I,;\'I, ._u...ul_, s,s);.ll ;-'_,;\'I u\.ﬁia Aladsid 3 AMX u_le.;'J AJLS.. j)
._1|J]' 'J.Ma.ul_, n_:‘),ui, ‘)a.aul_, \’-l-j"J cu.‘s.ll ‘ "...‘;'l, dml wﬂ,u\l" &9')}1\ '.!Lp aa-l a’ o I Wl )ul s I;J\S, i.x..hu‘ \ m..u]' Je.\."i
Al P|)§‘a’l_, '_nl'a-alj ‘A)N 3 &I)' il -ll-_u&n ST 5 Jadedh gl o 'LS..kﬂ 2ty

ORI AT |

(0602313) Visual Programming ‘ : i 4.,.).5’ u..,.h
Credit Hours: 3 B i N A 3 3 aaA Bl
Prerequisite: 0602212 0602212 (hikdal wuikaialy ,

I'his course concerns designing and developing a Graphical User Interface (GUT) application, Besides. this course enriches the
developed applications with available facilities in Java2D. which are Graphics. Event Handling. Exception Handling and Files
1/O. Finally, this course prepares the students to connect GUI program with Java DB

~Ja\a')D,,-1‘L=Lul'¢:l -lb),]ad'u.l,u.'aﬂl_’hwl H.Jau.a“.ﬂ AGU |)u,.;JA' M.uj"*;',_h.u‘:. k,hl’wd—-&'l-\“ "1'
Jﬁﬁylwlthtgajmj»m’uﬂl all '\_AH |)'.!.; “‘LH‘JICIJ*I llA.a!)\_llD'J.l}..)lﬁ._L.ﬂl.ﬁJU'A‘l%ﬁ,—lhr‘)ﬂuﬂ,

Java DB
(0602201) Data Structures clitah )
Credit Hours:3 (l+2) e (| 12) 3 o.u.n.d! ale L
Prerequisite: 0602200 + 0602212 0602200+0602212: ) il

Dala types and structures, Introduction to data structure, Analysis of Algorithms and Complexity (Best, Worst, and Average
(dsu), /\I‘l"d\ llsl Lmkz,d list, Ru,ursuon Stack, Queue, Binary trees, AVL Trees, (Jraph

) ot 10 v)/l/’/fff) \.)'))

v e 2t i Lﬁwuw >
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;J.u.a_,.& u.u.l)ul il ) \*JA sl\.u'i"

L'\-;:\}' A;-‘n-f'j-'-:l .\JI}Q‘ 91',‘:1 A )')S:;') U—‘JA):..:}'I ¢ ,-A" n,;l,s { '._Ll,.ll el s el »_J.a.ul v',.i uu.& Sl g vlyl

_;.a'.u" _u',l;md'.g‘ul *"';J..J» b Lyhe g Gl Shaa 5 158 Al sag S a1 W JASY i cmaddl il el g ol i Jad
(0602221) Computer Design and organization R NPWE] Hﬁ“&ﬁ,ﬂﬁ w
Credit Hours: 3 : i 3:5) el |
Prerequisite: 0602120 2 % C 0602120: Al uikiad |

Numbers representation. Organization concepts of Von Neumann machines. Instructions set and assembly language. Addressing
modes. CPU structure dnd function. IO systems. Internal and external memory organization. lnlu‘rupt handling,

Jay Aakdl o R all datasll Saa y iy y uS 3 A yiall 3k iiaaaddll AR 2 g “3&‘ (hasss b cripdd 3o pgla piplia RYS T
LI.A.I(\b.I s jlali g A3l \Usi.;..l,é_‘.u _Gl);\‘,\,
(060233]) Computer Architecture - e S gl 45 jaia
[ Credit Howsied ey 3:pasadll clelu)
Prerequisite: 0602221 B 0602221 : gLl i

Introduction to computer architecture. Von-Neumann computer architecture. ALU architecture. Micro-programmed and
hardwired control unit. Instruction set. CISC and RISC architecture, Memory hierarchy and management. Cache memory. 1O
architecture. Introduction to parallel computers.

t..a,u\,;..l(,)m d.u.u]‘«sw AMJJ FPER :\ga..]'\_:la, W',H—Ldaj :..a,‘\,)l.m L.”av,n;_hpu_)w u,.J_ulem.a‘Ah.nL
M‘_)O_,u]'\_u..,aj ”au_u r)za g 'L'u..\}“.a’)mbu 'a)s’ 2 ':|.]|_,a)su.ﬁd.u} el 3915 plidag )a"f‘n.nu

(0602302) Algorithms. s 2 S )80
Credit Hours:3 D 3: 5 GAAl) il
Prerequlsute. 0602201 A 0602201 ; dall cullasaly

Algorithms, Mathematical induction, classitying functions. Computational complexity of algorithms. Asymptotic Analysis. Brute
Force. Decrease-and-Conquer, Divide and Conquer, Heap. Dynamic Programming. Greedy Algorithms,

- Ay \

i.l)?:,li :QI*;%)!,“IM,J}ECJMA\,}f_)»l).aam'uua)Jl,agu_n))l,ulJ.au‘..s).._,y.ji d',_.“'—l—l-‘ll\"..‘b).l "')““‘I‘“"‘“)J'J‘“
Call ALEN e ¢ Jall AL Joeel .ml,_lll_J.uAv}:.l'u}_,&)ﬂ_.‘*a,)',;ﬁ.jﬁ—.]'gml gw'..wl ﬂ_)A] )L.ul

(0602430) Theory of Com pmanon S b Chauladt 45 k5
Credit Hours: 3 g 35l cletudl
Prerequnsnte. 0602201 = 0602201 5L watlatiadl

Theory of computation is a course ¢ dedicated to teaching the studem the meaning of computing. What we can do with a computer,
and how it can do 1. and why some problems are computable, and some other problems are not, Theory of computation through
a set of abstract machines. Introduction to basic concepts and languages, recursive definition and regular expression, finite
automata and transition graphs, Kleene’s theorem and non-determinism, regular languages and decide ability, Context-lree
grammar and Chomsky normal form. pushdown automata and context-free.

languages. parsing. turning machines. and Chomsky hierarchy.

- .‘.,

L:I...kaj'- ?.A" 'ngM QJL\.I ,_,.L.uul LAUAL\,)“IC_L.A a3y 52 el oYY Fe JL,A‘UAJ.LF.LL\LJ,‘.“.,MI b)lu,unduuul'

agSane 538 e el JLEB Bt 358 Tl (A 2 cially Sl s ety it oy e B a0 5
(Dp@2322) Oheraling Bystems /i Y s o a e RS R SR S T M\,.Sa.
| Credit Hours: 3 3:3aaiaal cleuld
| Prerequisite: 0602201 + 0602331 0602331 + 0602201 : i) i

Principles of operating systems., A h»slm ical perspective of how oper"an s)stems evolved, processes and threads. CPU
scheduling, inter-process communication and synchronization, deadlock handling, memory paging and segmentation, virtual
memory management, disk organization and scheduling.

“nin

vy '|4.xla¢.\ a..-.,«.,:.-.,‘uw Al3 "|¢.:.4).«.!_,MJ.; )Ju".u'\_lh-aa.]l)ua:m' Akl ,Bih&ﬁ).. J paia uyumﬂ)a-ua_nb.n
)U'd,hjpﬂn.:,&’.‘\)f;'i b)Sc.NI o)l.;l w)SLI' uh).,u)a.;‘_,)bﬁ] c.-,_lsa.ul‘*.u ).:, L;uul,_gu_\ﬂ.afﬁ“
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(0602312) Selected Programmmg Language : 38 et oA 44‘), 4|
_“Credlt Hours: 3 : 3-3aadaall cletal
Prerequisne: OgRRRes e (e 0602110 : Bl iy

I.A LI.IAIP, »A]'*A)q".bluju‘l".‘.bw b "3H.J|_)A‘4.p).ab)$ajJ|¢)..M.;'J.J| ﬂ'—a.l'rj _:A]\’_“(N)_l .Jla.a.b-ws)hdu.dl'&h Uép_
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(0603342) Computer Networks 5 j ; s gualah u&.... '?
Credit Hours: 3 (2+1) (1+2) 3 seaadaall TR
| Prerequisite: 0603201 0603201: ‘y..mum..n

Details of protocols and technoloaus ol holh l ANs and WANSs, with k,mphd\h on l AN-related protocols. OSI dnd TCP/IP
stacks, LAN technologies. 1P address (Classful and Classless). Subnetting, super-netting, delivery and forwarding of IP packets,
NAT technology, ARP. and RARP protocols.

(LAB): The Computer Networks—LAB: Cabling, design, and installation of LAN Networks., switch and router configuration,
NAT gonhguralmn VLAN wnﬁmnrauon and static and dynamic rou(mn configuration.
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' (0603320) Operating System / Linux R R i sl f ki il
Credit Hours: 3 : i 3:3aatkall cle Ll
Prerequisite: 0603342 S T 0603342000 i

Cover fundamental network administration and system management using Linux {Ubuntu} operating system. Topics to be
covered include shell programming. accessing and configuring basic network services, managing dircctory services, and using
network management software on Linux operating system platforms. Students should be able 1o apply system administrator skills
in developing a network management strategy from installation, conﬂourauon and administration of Linux Operating Sy stems.

sshell 2 asa AN el et J2ddy (Linux (Ubuntu el pliad AlATL Al =)'*'J Bu *S-ﬁil 8513 Slles anid J‘ Glaall 13 g
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AL'mux pual 35l 4 a.'al;n':}'" RGTT | PR ] L 3olay e il

(0605220) Information Security 7 S : c.u,h;.n o |
Credit Hours: 3 Dave 3:5aaial) wie
Prerequisite: 0603342 0603342: G i

Introduction to vulnerability andh sis and exploitation techniques: Topics include common autacking techniques such as virus,
Trojan. worms and memory exploits; intrusion detection, Security Information Event Managers (SIEM), and legal and ethical
issues in computer security, An overview of modern cryptography types such as (symmelric, Asymmetric), traditional
cryptography and crypto analysis. This includes algorithms such as hash functions, RSA. Diflie-Hellman, El-Gamal. elliptic
curve, and AES algorithms. Also, an introduction to number theory, pseudo-random number generator, message Authentication,
basic Protocols. and public and private key schemes.
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(0603443) Network ie&urm PSR g Gl
Credit Hours: 3 Ry 3 :saaaad Q@M
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Details of network security attacks and countermeasures. Topics include packet sniffing, packet spoofing, port scanning,
vulnerability scanning, attack and vulnerability databases. password cracking. denial of service attacks, session hijacking.
network viruses, IDS, VPN, NAT, firewalls, and sccurity tools.

Network Security-1LAB: In this lab kali Linux used to explain several hacking tools for network security course. Demonstrate |

one or more examples of information gathering tools, vulnerability analysis. Web Application Analysis, Database Assessments,
Password Attacks, Wireless Attacks. Exploitation tools. sniffing and spoofing.
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(0604240) Software Engineering Fundamentals o § __ i C-l‘#u»\h L Gl
Credit Hours: 3 S ot 3:3aakaall cle )
Prereqmsne 0602110 2 0602110: deui WA

This course introduces the goals, concepts principles, methods. paradigms. and tools of SE. In addition. this course describes the
pracess models, planning &effort estimation. team organization, object-oriented analysis and design. testing techniques, quality
metrics, quality assurance, software configuration on management. case studies of software project.
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(0604313) Web Application Programmmg S < "‘}h Cilhal 434y
Credit Hours: 3 3 5aaiaal) wle L)

|

Prerequisite: 0604333 + 0602313 R

0602313 + 0604333 Siall culliad)

This course introduces students to basic web design using HTMl {(Hy pcrtext \‘larkup Language) and CSS (Cascading Style
Sheets). Throughout the course students are introduced to planning and designing effective web pages; implementing web pages
by writing HIML and CSS code: enhancing web pages with the use ol page layout techniques, text formatting, graphics, images,
and multimedia: and producing a functional. multi-page website,

This course will cover the practical aspects of building web applications using suitable language such as (Java Scver Pages (JSP).
PHP, ASP.NET). The goal of this course is to introduce the students Lo the basics of internet applications programming. Finally,

| this course prepares the students to connect the application with database.
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(0604333) Database e | | gl e
Credit Hours: 3 (2+1) (1-2) 3 <Baadaall wle L)
Prerequisite: 0602201 0602201 =t atiatial)

The main objective of this course is to provide students with a basic knowledge of database system types. database management,
and database theoretical foundations. It covers a range of topics including database systems concepts. database (DB) modelling
using the entity relationship (ER) model and the Enhanced-ER model, query and Data Manipulation Language {DML) using
Structured Query Language (SQL). The student will learn how to build a database system using Data Definition Language (DDL),
and DML. Also, the students should perform the normalization process of relations using different normal forms.

This lab prepares the students to get started and apply the SQL language practically in the lab from the ground up: Query language
{SQL), and procedural language-SQL (PL/SQL), Database structures. storing, retrieving, and manipulating data in relational
databases.
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(0604334) System Analysis and Design ; PRI ppaiay G5
Credit Hours: 3 % 3:3aaall cleuwl
Prerequisite: 0604240 +0604333 S 0604333 + 0604240; &) wullaia

The course encompasses the concepts. tools, and techniques required to analyze and design information systems. The course will
include structured development approaches and the system development life cycle, as well as rapid application development
through alternative approaches such as prototyping and agile. Emphasis will be given to the role of information svstems in
organizations and how they relate to organizational objectives and structure. Students will be introduced to system analysis and
design modeling tools such as data flow diagrams, entity-relationship diagrams, data dictionaries, decision tables, decision trees.
and structure charts This course also includes the project management principles such as project planning, scheduling. team
analyzing and staffing,
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(0602450) Practical Training : BN Vet ‘,51.u.i\ “"’*""“,
Credut Hours: 3 R 3 ssaaiaal caet |
Prerequisite: iadelagg dppy | ' ; $aaia A2l 90 8 Pl : Bl calkaia

Field Training in some local or international cslabhshnunl whuher it he wmmexcml educational, governmental, or otherwise
under the condition that it either produces or employs IT products. Following up the student’s progress in the training process,
suhmntmn 2 f'nal report summ‘lmmz the results ol his‘her training.
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(06024‘1) Graduation Pro;ecl _________ e e G_‘)'u.!l E3a
Credit Hours: 3 3: o.m-..n f..g:.u.n
Prerequisite: 3aalza 3k AL 90 Prare s Bl 90) qo cl.pl\ ) il

A design and programming project is donc by the student mdn |dm|l\ or in a group under the supervision of some faculty
member. Projects involving rescarch and analysis only may be permitted in some cases. Students are required to submit detailed
documentation of their work and pass an oral examination at the end of the module. In some cases, a written examination may
also be scheduled l'ur the student.
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(0602432) Information retrieval PR Bl sl
CreditMonrsed 1 e e S 3:daadaall cleua
Prerequisite: 0602201 0602201: Gl izl

Representation, and access to information: categorization, indexing, and content analysis: design and maintenance of such
databases, indexing and indexes, retrieval and classification schemes. formats, and standards; analysis. construction and
evaluation of search and navigation techniques,
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[ (0602434) Specml Topics in Computer Science R FPWEC S ot Rald e g
C redit Hours: 3 3: u.:-.‘.ll el
' Prerequisite: 44w 60 ob 7l 31 ,..tn g ek 60 o Fal 3 ,..u: Frrp 154 : iy

Topics of current interest, which are not mvered in other courses. The module materials depend on the expertise of the
instructor. The module cannot be repeated .
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(0602433) Artificial Intelligence ekl sl
Credit Hours: 3 ; 3sdaaiall Gleall
Prerequisite: 0602201 . 0602201 : Gl il

Basic concepls of Artificial Imellwence Fields of research and application. Structures for State ipdcc Search. Knowledge
representation and logic. Propositional and Predicate calculus. Strategies for State Space Search. Heuristic search. Control and
implementation of state space search. Production systems. Languages for Al. Programming in Pmlug
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(0605339) Cloud Computing Security | gl § Llald) Agia 3301 Jyal
| Credit Hours: 3 P 3rsaaaadl casll
Prerequisite :0603443 SR 0603443 3 abal) llaial)

Fundamentals of CC and Architectural Characteristics, %Lunm Design and Architecture for CC, Secure Isolation of Physical &
Logical Infrastructure, Data Protection for Cloud Infrastructure and Services. Enforcing Access Control for Cloud Infrastructure
based Services. Monitoring, Auditing and Management. Introduction to [dentity Management in CC, CC Security Design
Patterns, Policy. Compliance & Risl\ Management in CC,
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(0605435) Ethical hacking i IS LAY
Credit Hounrs: 3 S b 3 shaadaall clelal)
| Prerequisite: 0603443 0603443: ] aliaial

systematically investigates a computer network for possible vulnerabilitics. Scan, test, hack, and secure target svstems. In
addition, the Five Phases of Lthical Hacking {Reconnaissance, Gaining Access, Enumeration, Maintaining Access, and covering
your tncks) Moreover. the tools used by Lthical Hackers to examine the security of a device or network.
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Ethical hacking and penetration testing techniques. This includes learning techniques and tools used by hackers and

B 3 el il (58 SR ol s A i Y1 s e e o2 Lo il Aty oyl gl e Jlialy
| (0604332) Data Base Management Systems SOl 2138 a5 1)
| Credit Hours: 3 R A | 3opaadaal) castial)
Prerequisite: 0604333 0604333: e*:dxem

This course introduces advanced topics in database systems, ideas of the relational model relevant to a variety of aspects of
database technology such as normalization, SQL optimization, distributed database processing and view support, data protection

problems, the concepts of Transaction, concurrency, recovery, security. and data integrity, object-oriented databases. tuning. data |

warchousing and data mining. All practical applications shall be in ORACLE. Students will undertake a semester project that
involves the design and implementation of a database system.
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(0602332) Machine Learning PR AR
Credit Hours. 3 R e T RS SERR 3 3:5aatrall cleul
Prerequisite 10602201-0602312 3 0602201+0602312: el oiiah

Regression, Logistic Regression, Cluster Aml\ sis, Supervised learning (SVM, N\Is Deep Learning, Random Forest, Baycesian
Network). Unsupervised ludmm" {K-Means, Deep Learning), Runforumcm [.earning,
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(0605434) Introduction to vaercnmes and Digital Forensics | l,.i i By ku_o’&l*)\ altsadl 8 AL
Credit Hours: 3 _ 3: 3 aaiaall clsldl |
Prerequmte' 0603443 REIR } 0603443 : gl bkl

Basic technology and techniques which are used to investigate cvbercrime. A systematic approach to planning and implementing
comprehensive computer forensic investigation, particularly evidence collection and the reconstruction of events. also, learning
about computer crime, use of Linux as an investigative environment, file systems as a source ol forensic evidence. data
acquisition, computer forensics tools, computer forensic analysis, internet history and email, reporting results of investigations.
Moreover, learn techniques used by hackers to improve the p:o[uuun ol systems and prevent similar breaches in the future.
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(0603446) Mobile and Wireless Devices Programming «.-ﬂ..dxl 3 Ml 8 ;p‘ll a5
- Credit Ilours. 3 : 3-»;.:.4\ Slelal)
Prereqmsne 0602313 0602313: ‘_;g\i.!l 3al)

This course provides various aspects of programming applications for Mobile and Wireless Devices that run using Android
operating system. Covered topics are designing activity interfaces. interacting with components. View using various layouts. and
communicating between activities using Intent, database applications using SQLite and maps using Google-Map and Map-
Fragment.
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(60060420) Technical Writing and Specialized

' : A1l Ay julady Aadl <) Gl aas
English Language Skills Apanadlll &y jlady Gl g Al A

Credit Hours: 3 T s 3-5;\&.’.'!\ el
Prerequisite: 1504105 +0603100 0603100 + 1504106 de\-u-li ksl

This course will introduce students to how to communicate through technical writing and explore how research is
done in IT using the following skills: search, read, write and present .In addition. it focuses on the specific English
vocabulary, communication skills, and cultural contexts relevant to the 1T industry, It cquips I'l' professionals and
students with the linguistic tools needed for effective communication, professional interaction. and comprehension of
technical materials within global IT emuonmems
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