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Third: University Requirements (27 Credit Hours):

¢ L B 4Bl (27) daala) cilllata < GG

A. Obligatory (21 Credit Hours): (i Aol 21) dujuay i
e i e : Course Name peoau B B s
Ja& g R Introduction to Islamic Creed 0 | | foediayt sagadi U Jaaad | 1504100
Ja g L Benevolence 0 |1 1 SuaY! | 1504101
JaS g 80 Quran and Recitation 0 1 1 aydag e & G5 | 1504102
5 Biography of the Prophet (an % R Al s 245 4l 3 04
< | ) b il :
b analytical study) 03 = allas 1504103
1504096
JdS g 80 3 Arabic Language (1) 0| 3|3 (i ad | 1504104
| 1504097
| »
| 1504098
) JaS g 81 3 English Language (1) 0 | 3 3 ()& ad | 1504105
} 1504099 |
JeS iy R0 | Military Sciences 0| 3|3 4 Kuall 5kl | 1504106
| JdS iy R | National Education 0 (3|3 Ayl 3y 1 | 1504107
S8 s AU Entrepreneurship and Innovation 0 | 3 3 s | 1504123
B. Elective Requirements (6 C.H) to be chosen from: s MNGAS (Baias clelu 6) 43 LAY o
1. Domain of Human & Islamic Sciences (3 C.H): s(Padina Clsli 3) At g sy ashdl Jaa 1
aliads | e Course Name |t o pon | “m‘fh‘ i )
JE is 8 Scientific Miracles in Quran & D 313 Sl g oalall ):’,w 501D
Sunnah A3l
JdS g R Life Skills of| 3] 3 1 Lgaah cal | 1504142
| - - - | - “e - T ] 3
JelZ i 0 Principles of Islamic Education 0 3 3 LSt i A0 O 2al | 1504115
| JdE g R0 Contemporary Issues 03] 3 5 jhalak Ui | 1504122

' 2. Domain of Social & Economic Sciences (3 C.H)

(3aadne Clsla 3) AaaBy) g e laiay) f‘,h.l\ Jaa 2

ol | slea | CourseName R T el e ) -53‘4‘9‘4
JeS iy K Law in our Life 0 3 3 1504117
JelE iy S | | Family and Community System 0 3 3 &hﬂb 3 pllag 1504124
S g A | Civilization of Islam 0 3 3 ANy 13 jlas | 1504126
JeS g8l | | Leadership and Social Responsibility 0 3 3 A ainall 330 gynaall 5 S 1504144
3. Domain of Sciences & Technology & Health (3 C.H) (B iadne el 3) Aalall y a5l 55800 o o)) a3
| clada shes | CourseName e | o B pon s | i |
S s ) Digital Culture . 0| % | 3 Al A | 1505151 |
JLE iy S Development and Environment 0 3 3 Ay Az 1505152 _11‘
JE g A Nutrition & Health 0]31]3] Ludlly 45zl | 1505132 .y
| L& 3y Y Sports in our life 03 ]3] e A dalol [ 1504135 | (U/' ’
: : X )
r’-‘y/\i-) 4 — \,49 v"/)w/ e
’ ’
o N I i Sl k TR /
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" Fourth: College Requlrements (18 C.H): : A LS Banias A2 lu (18) (AT it lay
e R ok i ~ Course Name 2 e | pe | Bl el | bl
e Computer Skills (1) 03 3| (1) sl g | 1505137
' L o) 55 ciaddid
i Information Technology Fundamentals 0 3|3 o Jj,&ajj;;ll 0603100
foy 1505137 | Programming Fundamentals 0 3 3 Lol il | 0602110
Azt 0602110 | Software Lngineering Fundamentals 0] 3 3 Gl dldia Sl | 0604240 ;
T ' Fundamentals of Data Communication S S (s
L& & - - - g 2
JaS alay | 0603100 and Networking 0 3 %) IS, 0603201
| 0603100 | Technical Writing and Specialized 3 3 Aalll ol gy Al A0Sl |
SRR 1504105 .anguage Skills w0 s B 4 0604206
s A R R 0|18 | 18
Fifth: Department Requirements (84) C.H as follows: q-'l-' LS 51ais A8 L (84) Lataddll cldhis ;Luald
A. Obligatory (66 C.H): haaks delu (66) gy
oama [ . [ CourseName e e W 2 T
S Alas | 0603100 Dmlal L ogic Design 0 3 | .3 ] _,4.';‘.1 »u-a'a 0602120
SE Al 0602110 Object Oriented Programming I 2 | 3 ---5~u ‘+=y~- sl [ 0602212
JdS ey | 1505153 Discrete Mathematics 0 3 3 Zadaiall »—Lm-')a' 0602200
BRI GEN 0602200 Data Structure and Aleorithims H 2 3 e el e LSS | 0604201
0602212 | T s - -
L s | 0603201 | Computer Networks 1 [ 2] 3 wpall SIS | 0603342 |
st 0603342 | Wireless Computer Networks o | 3| 3 LS gl BLE | 0603345 |
et 0605220 | Networks Security DX _ SIS Sl | 0603443
o 0603443 Network quuormg and 0 3 3 Wil 55 K G5 | 0603448
Documentation R PES,
| Tt Network and Information ‘ S Gal Q\ﬁ)-u-’ 0605331
\ uast Security Protocols 0 3 3 sy )
| e | 0602212 | Visual Programming 0o | 3] 3 i daagll | 0602313
‘ e 3 % o3k TR 0 I anY
{ % 604242 Web Application programming | 0 3 3 iyl Slinld daa | 0604313
‘ | 0602313
S Alss | 0604201 | Database 1 | 213 wligh =13 | 0604333
) ‘ 0604333 ~ . Y o .2 « 3. tre3 an
Pl 0604240 b)’Ste{Il Analysis and Design 0 3 3 aaill ,m-_nu uuu 0604334
o 0603342 | Operating System / Linux 0 3 3 OS] U 5L | 0603320
e 0603342 Information Security 0 3 3 - ‘J""‘"" v‘"l 0605220
foas) 0605220 | Cryptography Theory 0 3 1 3 oAl &g as | 0605332
= ‘ 0 o emiation Risk | ) tadl Juas 5
o 0603443 Netw or‘ks and Information Risk 0 1 3 - =l N JA;J 0605432
Analysis i S glacall
s Introduction to Cybercrimes and R E TR R v 5434
0603448 Digital Forensics _0 3 | 3 RRBUED V': _Oﬁoi ?
0605331 : . sqaldy w(v
ack 0 | 3 3 AIAY A AV 0605435
Tl 0603448 | Ethical hacking | u-‘ RO
= 0603443 | Cloud Computing Security 0 | 313 Glaldl el Sel | 0605339 | U/',

e Ay
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90 Azl |
JeS als; | +suiasdele | Practical Training 0 3 3 Sl e S | 0605450
‘ acaall 43 32 ‘
90 4 7l
JeS alsy | 4 dudakdele | Graduation Project 0 3 3 TA g | 0605451
:“‘a' ml,; J
R e 4 62 E 66 ,,,,,,,
B. Elective Requirements (9 C.H) A el (9) Ay EiY) o
At e p Course Name e | gl | ae | Sakall Al Saall a8
| e 0603342 Network Programming o ! 3 &l dsa s | 0603440
el 4381 34 Special Topics in Information 0 3 34
| A O
e 60 A7 o | and Networks privacy And ‘ ‘:15:;«--‘ u::a A 0605439
el Security. o
o 0604201 | Machine Learning o[ 3 [ 3 [  anks| 0602332
| Al 4581 3% Selected programming language | 0 3 3 oo b sk ‘_M)_ &
T for information and Networks A ol i 3 0605338
privacy and security. 3 Claghid 25my
g 0604313 | Web Security o 8.0 3 gl Gl | 0605337
3 g Mobile and Wireless Devices 5 I VTR SVFL FOSS ’
B 0602313 | b 0 aming Gl d i 3 L, | 0603446
g 0604201 | Anificial Intelligence g:[ 8] 3 el oS | 0602433
C. Supplcmentarv Reqmremenls (9 C.H): Saadas Clelu (9) Badleaall E
; T i» s | e | _C_qg:_rse l\ame e | g B A Bl S3La) 8
"3’:’ Mathematics and Lincar Algebra 0 3 3 q"‘hil !y Syl 1505153
":LLEJ 1505153 Numerical Analysis | 313 Gaadl a3 1505138
s |1sos1s3 ‘{ Probebility and Statistices | 0 | 3| 3 liad iy LY 1505139
S e—

¥l mun‘,s«,uu&.‘,i Ga B3l (gl AN Galliah (lSaly) S el Ei3G a8 3y cattdal) s U455 53t sLul
RSNy B 058y
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UK 5 il glacal) 4y ab (B o5 SIS gl 0 Aol it Anid slagls

TTaREET

.............. SRR ok
(A Sl Jot Jalll
Bl b ClEL | sidlaul | sRah ) | sia A el 33l aby
Gplaiy dadhy | saaiaad i, | | &plaiyraadh, | sl |
A i
, . Mathematics i
: R e 0602110 and Linear 3 I
Basics
Algebra
I'echnical
Writing and
Specialized x Computer - ! 5117
anliﬁln 0604206 ql\l”ﬁ(l) J 1505137
Language ‘%
Skills | !
Probability and | Information 7
S 1505139 | Technology 3 0603100
Statistics %
Fundamentals
Digital Logic . SV : English
iy 3 ’p-hui‘ 2 = 3
Design ; fogeA2g Language
Fundamentals
of Data
Communication 3 0603201 3
and
Networking S 2 i 3
15 &J‘-‘-J".“ : 15 &M:" S
o) paledd ki
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AR Jadll
RS SR SRR < v PR
bkl F.u\ ‘ !M“PM‘, 8 (R =3 W S e R
ORI % R S0 Ll vt SRR PR e N 2 " all ad
Kphiiady |l S | g, | aad | |
s H——— TR AT
, 2 e Discrete Cilual Sl o
(‘; :?lp;nrl:r 3 0603345 et 3 L 0602200
) y S
[ Visual e Computer A CASLE 4
- ) 2 £
Programming s OF’O"’ L2 Networks 2 (o ,...'e.ﬂl @ 6073 342
Data Structure Object ‘Laujj‘
and 3 0604201 Oriented 3 gasall | 0602212
Algorithms Programming SEER
Inlm‘mgtton 3 0605220 Numcrlcal‘ .'.illd 3 1505138
security Anal}'sm
Softwarc
3 Engineering 3 0604240
Fundamentals
3
18 15 goadall |
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R : %QJHM ' : R
A Jial) | SV Jial
ssd'!’;‘ ! el | 33l ael 33Lal) al | CRELA | Al sl
:-" - :"Iv.'" :'n s ..‘1 :‘in- SM’ #‘:) p 1;0 ’Y‘F“‘i’pﬁ’ i 5:;"“".’“ z:“" ‘r-:‘. su‘ 'j:)
%‘?\ ‘*’ﬂ . ez )’}P.- RS - Al
Practical " S ? Ethical Sy shoeiny
SN { i kYW bl 54 5 3 it 543 ‘
Training ) Fllicu )i | 0605450 hacking 3 Ry 0605435 |
Networks | RIS
CGraduation LT : = and 2 : 'f“ —
: 3 goAadig g | 0605451 g ; 3 i Lewi 0605432
Project { Information il bl
' risk analysis | 7
Introduction : i ;
t ol i At
Cybercrimes 3 G 0605434 3 saladl
and Digital Gyl 5k
Forensics i i .
( 3 3
— — :
3 3
Cloud
Computing 3 0605339
Security
15 g yadal o & s

"M) T 'n...
' islu 66
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&y L)
; - s o e e
3L p cptag | sk | oo |osudign | oy | RES]
Dy aadly | swmall | 2 dady 0 i, | sl gﬂhﬂ P
Web w): | Operating PICTR AL
Application 3 e 0604313 System / 3 Ty | 0603320
programming <yl Linux C e
Systen 1R Cryptography G| .
Analysis and 3 Lo 2 | 0604334 g t 3 wen | 0605332
¥ patli asalaly I'heory o I
Design :'
= T
th'wo‘rk e o
e - s N4
Mosionng 3 & | 0603448 | Data Base 3 “n | 0604333
and (i Pt B
Documentation e il
Network and ¥ s ‘
information 3 &l 0605331 Netwo'rks 3 g bl | 0603443
security iyl Security ‘
. “ piasliy
protocols
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-._.xs..;i.s\,uu,um,..,w\,usq.s,bwn .n,.n..m, L

’ (0604432) Networks and lnformatlon rusk analysis ; il glaali y SIS Uadl ,j,,h.f
| Credit Hours: 3 3:3aaiAl) cile )
 Prerequisite 10603443 g 0603443: &L caiia

Introduction to Networks and Information Sgcunt\ E\planatlon of Security Policy and planning, Threals and vulnerabilities
identification. Identifying and Assessing Risk. Controlling Risk. network continuity& Disaster Recovery, Networks and
Information Security standards.

Al il "““k‘” o“" $ sl ).B;E" audiy 80 sanall Ll g ‘-'"'—'\1"" el "‘%““‘“" S‘UIH-' i vu—-a{i u_u-a,::la‘:l o &2 g-:l PP
- LuyMJ\_l_.....ul J‘.i ).a..\.-a ...n)| Sl e "L'Lﬁ'j;S;:;:l

(0605339) Cloud Computmg Securm' 2 z Aand L jadl bal

’ Credit Hours: 3 3-3;\&.7.'.'3\'.:.‘.34‘..1\

Prcrcqmsute 10603443 : 0603443 g"t.a....'.l AT

---------- : Ew M‘u“"?ﬂb

Fundamentals of CC and Architectural Characteristics. Security Design and Architecture torL( Qecure Isolation of Physical
& Logical Infrastructure, Data Protection for Cloud Infrastructure and Services. Lnforcing Access Control for Cloud
Infrastructure based Services, Monitoring, Auditing and Management. Introduction to Identity Management in CC, CC
Security Design Patterns, Policy, Compliance & Risk Management in CC.

LA.A)&.AJ ‘\.u_].l\_a_Ll._'ILI.MA‘_IA.I.II'L—-M 'Jc J.u_ u;.l.l&-—llﬂ_u)&ﬂ‘rﬁ_}a;"-i '.AMJM‘MJM \_/AJ..A}JJ\.JA»AJ‘J—)LI o IV B
b.a.)l.‘-_v.;....] ‘u.x,ml A‘J}‘J'a-..l”é‘.a_u.ua J',cﬂ_uleu_)a. H:....J‘_n_".x_a.l‘f»‘u.i.ﬁ.l Al } J.\,\ixaﬁ a)su...a...l'

A_Lla 'J_b,);j J_s).aa’\"a)l 5@1:44'_,—1».»’4...1- .MMIM)N'JJJ\J"M—N

(0605338) Selected programmmg language for information AR e il A Sk dastn 4
and Networks privacy and security : ¥l Slagihalt ey Sl b 7 N

Credit Hours: 3 RS R e G B 35 aagall el
P.-erequmte p-_ailt PP ; | .-LW iiiui e

A programming lan"u.n.c which can be applied to mtornmuon and Networks privacy and security mll be xeleuad by laculty
members. The selected language should not be one of the courses given by the department. The language selection is based
on the department commiltee approval.

Details of network sccurity attacks and countermeasures. Topics include packet smihm.,, packet spooling. port scanning,
vulnerability scanning, attack and vulnerabiiity databases, password cracking, denial of service attacks, session hijacking,
ner\mlk viruses, 1IDS, VPN, NA'T, firewalls, and security Lools.

t._._').‘i.ul .:.L-‘JL.&AJIWu,‘ .;llu._\.z.ltju..s\_:.&ya‘y.u_lu_.'s'}b 4.»M' :.;..4.@' )A..Lll lS..Lu."“J.: .g;g.a'_n..sd)L}G-).l _,;..:'..3

Lgihicalt ) sl e 520 55 Y 'Awu—‘-whu-a;iw'*-;ww' Ao i oSaall e il A el il sl 8 Bl 158 B s |

il ,,..\.ul»él' et R e Wl ol B3 uialad ..)»d;.a L.;lu..,.ml e ke A Colilinall 2205 |
(0603443) Network Seeurity | u.s;m u..l'
Credlt Hours: 3 R R 3 ;i;\'.;'ﬁ:-n il Ly :
Prereqnu_;tl:g_ 0605220 e R R 0605220 :J?"':‘“_ "'m‘ 3 :

SIS L ‘lq.ém-._:).y'»_vu,fa._MI FAE l;u..ul._..;;._,.,.;.\.-J)J' ..)'__..t.._.-u_n.;.l_;-" A eladgd Al g eaa g

_I&un \,&‘JJM..L.M' 3.ij Al gl ses GSEN Sl gie Aea i Aol s gl
(0602433) Al’ﬂﬁ&l_l_l.l_ _I_l_\lclhgcnoc FAA G qsuu*)l pl83
Credll Wonrsid e ; : : AT 3o S
' Prerequisite :0604201 B B 0604201 s S

Basic concepts ol Artilicial Intelligence. F leldq of rescarch and application. Stnluurcx for stale space search. Knowledge
remewnlanun and lomc Proposmon.xl and Prcdu.au. nlculus Sn 1teu|u ior state sp'm: >e’1rch IHeuristic search. Control and

Pe—ple > - L

W
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n/b q.i.&..;',u...ﬁ,a}l ;a_.J' \_Sha.sl J_)u')‘.i);‘ll v ‘_'L';.i' él...‘d} JJ&MJ'_A:I‘:I‘\:—'LU&:} .Gt.a;a:lu_‘lﬂ\_a&

R

P_,J’}u.u‘..\.n).ll i:L.;.a}lg'S_]I\_‘u.u;L.‘J’r\.a.al \_\.I-IJ ..Ll_\..).n L...)al_i.;a. WSYAN eliad ,.95..;.."

lu;LA.‘ 3 ,.l:b—a.a‘ c_.J' JJ..u

'(0’6‘05220) Information security A gl el

Credit Hours: 3 N & 3:3adiaall cie )

Prerequisite 0603342 0603342 : Gl iy

Introduction to vulnerability analysis and exploitation technigues. Topics include common attacking techniques such as virus.
I'rojan, worms and memory exploits; intrusion detection, Security Information Event Managers (SIEM), and legal and ethical
issucs in computer security. An overview to modern cryptography types such as (symmetric, Asymmetric), traditional
eryplography and crypto analysis. This includes algorithms such as hash functions, RSA, Dilfie-Hellman. El-Gamal. elliptic
curve and AES algorithms. Also, an introduction o number theorv. pseudo-random number generator, message
i\uthenucauon basu Protowls and public and private l\u) schemes.

u-“-] —J;S‘a'\SIA]' "J I)t -_>_| 3..,",)5“!‘._4..:_311' ""‘L“"'FNI““-‘“'—‘“}"‘)" .,6: 'J-‘—“}’h‘-"“"}"‘ﬂ)"',‘]‘.,‘l—i-uu_u

J.;l.L"J .4.&.]' )ﬂg' ).al:ﬂa.]' _;n_, ).L_l.ml ).l...ulJ_a.‘.:,lul_,__A.l h.'q.‘)havpo.l.: )J,i_‘SJ' _’.!4_!3—11 ji-kj-h-ﬁ-' —l—ﬁﬁ-" (S[FN‘)
..u,.)‘-.r.; a_,)la_,w‘ ’\[—Sa_u))l}; f_uz'l_,_\.uj MMJJP.J.JA\’&_J__“;/’; RSA .&Pluquu))OaM} _,mi.iﬂl
ua J;LA..l '\_l.&vs..;.aha.f. x;:’"'\_u'... |‘_J;’S}.)).]'J‘_,h.ull “.]u.:a:ﬁ_ﬂ,uu' ‘.Lu .\‘\l

(0603332) Cryptography Theory | A 2
Credit Hours: 3 S e 5 : 3 Méu\l\ el
Prerequmite 0605220 s 0605220 d}\uﬂ n,nﬂadl

Explanation ol eryptography modern techniques such as cry pmnal\ Sis, \uh. dmnnd dudes block chain and crypto-currency,
quantum and post-quantum cryptography. digital signature. steganography, advance cryptography protocols, end-to-end
encryption {such as Whats App) and tools used in ¢ry plouraph\

“it

¢ .4_,4&!' dagg ,z.y&.' 2 )u.uu' 4.;.3 pURt J.:.aul B PYMR PN '_m,l;..:.& ).ns...ul 5 _u. ,_)u )‘J.-.M Y PG| «_:._\..I u.'u.u.l
Je.h.u.l' J‘bu.n..u.aj \'l l4.l'.-a3 W (u._...l S s_‘.! ,._xa_A!'S) o '.J )J; e )_L‘a.l J.uu.u.n' lﬂ..o..m’ ’)Sy’).ul bu.,:}iuu' elaal e Jd).l ,q.fﬂ,ul
(0603320) Opcratmg gystem / Linux § """""""""" oSl fgads
Credit Hnurs- 3 R _______ 3:3aa3aall .:.\'st..h.
Prerequisite 0603342 SRR 5 i RS 0603342-&&-5! ulhu-““

| Cover fundamental network administration and system lmnw,ement using Linux {Red hat) operating system. Topics to be
| covered include: shell programming, accessing and configuring basic network services, managing directory services, and
\ using network management software on Linux operating system platlorms. Students should be able to apply system
| administrator skills in developing a network management strategy from installation, configuration and administration ol Linux
| | Operating Systems.

sshell JI dae g H3H aul gt Jalig {Linux {Red hat Jasis »-1=~ »'—\-u'-r aJn-" '-*'3 *—w'-‘a" AL 3 & Gt N3 Sl 15 —
MJ o Aliadll J g% »..JU.;..‘ ok Linux JedS [l ,ln: A& 3 0 o< 2 PRKEGL I P PR ST A.Lw'....;l AN S S u’.aJJ‘
Linux ,\.A.lo Jl.--x_’; Ju.a.a..u:y.el_u' ‘.S_uula)l‘\l' :\.'na_ﬂ_).t..

(060533l) Network and mfor_matlon security prowcols B il glaall g SUSEY el us‘,iy{{_
Crcdll Hours: 3 SRR 3ehaamall wileLud)
Prerequlsm: 10605220 S 0605220 : el allaiady

Discussion of rouling protocols such as RIP OQPF and BGP, multicasting and multlmsl routing protocols such as DVMRP,
MOSPF and PIM. application protocols such as DNS, DHCP, FTP and HTTP. In addition, network sccurity protocols such
as: hitps, SETP. [PSec, VPNs, TLS, SS1., SSH. Kerberos, OSPF authentication and SNMPv3.

v Sull g 303l Jl ¥ Y 8 4y 55 «BGP {OSPF « R]P.,-w il \—15}3)-}/ ARP == ”‘,-u“‘—--a‘-—l,-..'—ﬁ_;sy_g)hu-nh:@
Y S g Lais agd 2 HITTP «FTP «DHCP ¢ DNS L il Zaldll ey S 4050 PIM (MOSPF o D\’MRP.JM-A}-J' izl
https, SFTP. IPSec, VPNs, lLb SSL. SSI. Kerberos, OSPF authentication and b'\MI’wJ—“.g—'J-—‘s—- e

(0605439) Special topics in information and “Jetworks ey ; e ya
privacy and security i 7 AR e glacd) & 5 00 u‘.i-m‘*
Credit Hours: 3 i R e 3-0.\...-..1' A \u\su\;
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| Prerequisile:&& 60 "5 ch;!l 3 il A3 58 I Qﬁl.u 60 "‘ PLp.I\ 3 ,a..nﬂl a3 ga i) &.iis,.. J._d..d‘ A R

A topic in information and Networks privacy and security will be selected by faculty members. The selected course should
not be one of the courses given by the d..p.mmml The course selection is based on the departiment committee approval.

H}M-LQAJQJJ .u’—n-'é-l‘-A.‘lJ.éMJJ ._:l.!...slPrﬁpflé&alu_uwlufjf'u.ay’nh .‘JJ..:JL.'.AJ |...\_,J.a—l
-1

(0604333) Database R i e
Credit Hours: 3(2+1) 7 (ili)'jiu...h et
| Prerequisite : 0604201 06042601 &M‘ uihu"

The main objective of this course is to provide studems with the basic know ledge of database systems types. database
management, and database theoretical foundations. It covers a range of topics including: database systems concepts, database
(DB) modelling using the entity relationship (ER) model and the Enhanced-ER model, query and Data Manipulation Language
(DML ) using Structured Query Language (SQL). The student will learn how to build a database system using Data Definition
Language (DDL.), and DML.. Also, the students should perform the normalization process of relations using different normal
forms.

The Database-1.AB shows how to get started and helps understand the SQL language from the ground up: Query language
(SQL). and procedural language-SQL (PL/SQL). Database structures, storing, retrieving. and manipulating data in relational
databases.

~l,_.-.-.n.w_, u..:LnA' .:.',A.A.).'al! mi' .«__..u.'al '@l .\_.._l.a.] e ,54.“';5'-&' xa.;..m;”u)u...ﬂ_‘.da.n ..I_’_)J}\JM' 138 e cpnat il ._...,.1

zasas (ER) sl A8ve c }a R (DB) _'.n..ul sacld 430405 ._'.szl .‘-')A i alie -2l ’r’ o i ,...ayu' Ca Ao gada 3 ! tia

Bacld Al ol K Ly J'——.:-l 1A g.! alliah Jlasi (SQ] )4.\&4..' a?).vu..ﬁ" 4 AL (DMIL) —lih asdias & "—'-45 AU 5 (Enhanced-ER

GRS gl NS A.la.u...u..!‘).ul ikl Bless ¢! o <Sda e __uu.s(r)Ml ) ;(DDL) w_U...«.i,.H-._._u

‘SOL (PL / SQL) 4l ¥t dallly (SQL) a3aaay & ol U i ,_;.u..._l' ,\,p e 2y SQL Aaly +iull LS )% il w3 i
A,ﬂ.uh.' 2 Lu.u.nl 2! ,5#3 LQ—A-M} ‘.g.a..l.u..-J g_v..l.a.ll ot l-—ll.a—a.' fae'3 Kl

(066;334) System Analysis and Design ) i AR asaialy A5
Credit Hours: 3 Hioh R 3ol clelud)
Prerequisite : 0604240+0604333 0604333+0604240 : i« Jhazaly

The course encompasses the concepls. tools, and techniques requmd to analyze and design information systems. The course
will include structured development approaches and the system development life cycle. as well as rapid application
development through alternative approaches such as prototyping and agile. Emphasis will be given to the role of information
systems in organizations and how they relate to organizational objectives and structure. Students will be introduced 1o system
analysis and design modeling tools such as data flow diagrams. entity-relationship diagrams, data dictionaries, decision tables.
decision trees. and structure charts. This course also includes the project management principles such as: project planning,
scheduling, team analyzing and staffing.

sPUnu' )g,lu a8 :),.5 Rdatal ).I_,A.- u.u....- Jl.u.ul S Al 'Ln_,.uu..l ,zL. Adalal g At 5.4,...:4.1' "'LCLJ’_, u.l_,.l\.; 3 paalagl! d‘u? 9_\ el
\.J.Ah&i. 3 "'Ln,uulfah.l_)o._’.:— )AS_)ul P.;.mdk.u.ul LA*_'! AGl g At VJ.AM,_;A‘.‘H..;. n&.ag).\un&hu u).,. ﬁ’hul ol YL
J.Lﬂija.l Ja.a.a,.u._l_uﬁ Sl "&hﬂ_ﬁamlhm._)abp.h_]' A ')\la.lht..)u.;..;.. I_S;QJ \_H_b‘h Lgdald '-kaﬁj
.&_,_)AM-II Jmaa: ’)..J E M Ll d""“" i sl -Lu.E...u' 'Jnmi, ¢ -)M L;..;’_, JIJm' JIAJ u.Lle' u.t..u' By (—'.JL‘.SJ'

u.‘.aa.a.s.l_,‘.l_.hy, 9)&1' .«Jj.g.ﬂ_,
(0603440) Network programming i ' _ i 4 umkm,
Credit Hours: 3 : , | sl cleual
Prereqmsute’()ﬂBMZ ; 0603342 St M‘

This course provides various aspects of computer network proonmmmL covered topics are input and output stream.
multithreaded, TCP/IP addressing, URL parsing. URL. encoding, socket programming in both the TCP and UDP domains. the
client/ser ver promammmz, modd and multicasting programming.

“gie (multithreaded) Sall sadnis wzin Al el gas s sl -L‘—:-‘_w' -J)-’—N' prey ATy o Al A e Shaal! 3 a—L

Sl 2l saaain daaali s adal f Laaell Asa s 2355 0 UDP 5 TCP <lail socket 4 « URL sl < URL cugie JISE TCP/
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(0603345) Wircless Connpqgg;__ljl_g»l_syg;!g_sl SN e N AL i guatadt sk
e e R P e S 3iamd|ulsu:|
Prerequisite :0603342 SEE 0603342 : 3 i)

This course deals with the principles, technologies., protocols and standards of wireless RF communication, with emphasis on
wireless LAN and WAN. Topics include: Satellite Communication, Cellular Wireless Networks, Ad-Hoc versus structured
networks, Bluetooth and IELLE 802,15 and Wili networks. [EEL 802.11/b.g.n standard, broadband wireless networks, [P
Mobile networks, Wimax, GSM, GPRS, UMTS 4th , and 5th generation mobile networks. sensor network, LikFi, and Internet
of thmnﬁ ([oT) networks.

+ il gl Jall Sl g Sl AL I LS_.... J.a)_S)ulc..- AL "'uA-\')LLLAJ—\}Sy_p_,l_,u_nheu-ad“ 1 i
nseo s+ Wifi 3 IEEE 802.15 ,wﬁ.w.u&_, Akl '_ua_..a.:l-\_.&..ﬂ 1 il Gl & 5 AL YU
:; s Sl sl &L UMTS 5+ GPRS 3¢ GSM 5« Wimax s+ [P MobiletSal o ¢ 3lail iy e £l i 5 IEEE 802,11 /b ¢
C(loT)eled ’“C_;.)ul;l&.._,.-k_.,..a. t..'.&.u_,L[[| L34 _).\J;:I:.\)"“S.w_st _,.‘.M‘ S}..:-Jim'_i.:nlj

{0604240) Software Engineering Fundamental ; . g sl Asih it
Credit Hours: 3 : SR 3-»&&33 b sieladi
Prerequisite : 0602110 ; 06021 10: Gt :.dimh ‘

This course introduces the goals. concepts, principles, methods, pamdlgm\ dl‘ld tools of SE . In addition, this course describes
the process models, planning &effort estimation, team ormnizatlon object-oriented analysis and design, testing techniques.
quality metrics, quality assurance, software configuration on management, case studies of softw are project.

)3..1;,4,&;;4' Q_Lluun.v:,}w ))uul I.Ag.:qnﬂdh,]"ifm.(.: u.a.-;.a).ul M—A‘_,J\_J "_5'\ . s
V'.'an._ﬂ alall ;"“IJ"J ._AL):.‘_;;L 3l Gajad Sleds Gaiad el eiban Sl _).,n;l -.-J-"-J.U \Lu..:.Sj.] t‘C;J,Z‘.l arelaili QR ‘d.".)"!' H’a‘_’l sxgall
.;Q_h.n:)_l!‘- CT'J“:“'

il g s,.’n._._"_,g.,.m_,;.ghmj 32 _gl..uu' 12 A

| (0603448) Network Monitoring and Documentation l!iﬁﬁ,g LA I TR
Credit Hours: 3 3ssaamall cleludl
Prerequisite :0603443 % 0603443: o) allaialy

A network evaluation both physically and logically to determine proper sensor placement, filter network traffic to comply

with wiretap authority. hide the presence of the monitoring workstation on the network, evaluate captured traffic for the proper

content, configure windows network monitoring AIS (automatic identification system), analyze and verify gathered data in a
windows environment, install and configure software including W vrexh.arl\ T(‘PDump \\mPc.ap \MnDump

‘ .;—JJ"S‘ L oo F I‘Ja...a\ l\_l.A_,hA‘I ),)A«S);u.“g(‘.ul)ml Lt_.u}-Q)‘_.xlh.}'_u;.ﬂ" TR > lJ_aMI ‘.J _.j'd_._;t..] _)ads.u. ;-.du
’ ,',}';" oY —l_)l-ld' aual al2AGLL G gal g 4500 A A (S0 cAladilal! C.-'.a,Ml )5):15',.:-\—1-&51' ,’.;‘j Putr e ;-S—ﬂ",-t-u' |‘La-=.a 2h g

‘ Wireshark, TCPDump, WinPcap, W mDump (e ilaa i dopiimy Syffi L b A A gass —'-' iy .",w a‘-\-’-":
(0604313 JWeb Application Programming SRS B [Ny "Jl uu”h..«p ¥4
Crednt Hours: 3 S : 3: SSaxad clslll
Prerequisite : 0604333 & 0602313 e 0602313 & D604333 : 3ibial ol

This course introduces students to basic w Lb dulgn using HTML (Hypertext Markup Language) and CSS (Cascading Style

Sheets). Throughoul the course students are introduced to planning and designing effective web pages: implementing web

pages by writing HTML and CSS code; enhancing web pages with the use of page layourt techniques. text formatting, graphics.
. images, and multimedia; and producing a functional, multi-page website.

This course will cover the practical aspects of building web application using Java Sever Pages (JSP). The goal ol this course

is to introduce the students to the basics ol JSP. It also introduces the students to JSP Directives, Expression Language and

JQP Standard Actions. Finally, this course prepares the students to connect ISP with MYSQI.,

' \_I.’J _MMJM.’L— _).h.l ;u)q_;..xdl.m| I U3 CSS s [TTMI. «.:j)l..;_.u_ _;" um,.u J_qﬁ 1;2‘_3'_“..,4.:

),.a.,t..l.;u,,uﬂ.ll m_’w Ja..a.;.l_LuL be_LJJ'L‘mM‘(QQ}”T\" )S"'L‘S.”/a ;uyl._n.ss..:.lq_l Al

.;.a..:!l._:_equ.:j._:,a_,‘ ’._)ln‘o.‘M'd.J-dy't

|

JSP iy _)\Ja.l a2l e Gl 122 ._;.+ Java Sever (ISP) cAakia ;'A—u..l u_uyl ._.«Ll_xK c'...u\ 4.wu..l il gal! Lail | oL...u' _,_xa_u
-1t
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(0605337)Web security gl ol
Credit Hours: 3 R PR SALRER P |
| Prerequisite:0604313 j 0604313 : Blalt lisadl

Fundamentals of web security that shows how to build secure web applications. The emphasis lies on standardized variety of
topics in web security and computer network security areas such as: H'TTPs protocel, cryptography in web. SSL protocol.
different kinds of web attacks, browser security issues, cookies and web bugs and spywares. More advanced topics in web
servers such as Apache, 118, access control in web, web firewalls. and trainings lor web security dpphcatlona will be covered.

\_a_,anl*S:.u 14.' l'|_\aJ~_!.jJ‘ J‘-A —!_J\Du..:}a. Ju“&}-wﬂcw ,-u )5)—!'\—..@.“ ‘._al\._lat_;.&ha.ac_--'t.‘us.; s\_—l}l_;.dl "L;—Lu.l

.,.A;Jah.J\lu_U)u_hu} -a_)l_u«dl -L4|L§{S..u_,._|.dd Sianh ".‘W" "'ylnSSL '_,Su;_):_,hn.}l‘ |5HTTP\Q’S,:»,¢,_,M
il Ay B 5y e Alaad! sy cugll e Jytagh 3 a3 (IS 5 Apache e 43 -.'-;] pdl g eeadll el A3 --'~‘-
_4.}1 J.&
(06054;'34) Introduction to Cybererimes and Digital a1 ALt 5 A3 5800 o i A Radia
Forensics ‘ : : )‘g, ; i ,
Credit Hours: SR : 3:saddaall wle i)
Prerequisite: 0603448 : e AN 0603448 : Gkl wallail)

Basic technology and technigues »\hlch are usLd 10 invesligate uhc.rmmc ,\ svstematic approach to planning and
implementing a comprehensive computer forensic investigation, particularly evidence collection and the reconstruction of
events, also, learning about computer crime, use of Linux as an investigative environment, file svstems as a source of forensic
evidence. data acquisition, computer forensics tools. computer torensic analysis, internet history and email, reporting results
ol investigations. Morcover, learn techniques used by hackers to improve the protection of systems and prevent similar
breaches in the future.

;..i._\| M..s:_,uad_,“.‘fuaxm.m.:h.auiaé_hlwm|u,ﬂ| ‘..\.,).a_-/ L)ﬂ-‘r ”a.a.u."""‘.am- '.quu_Lu/'u;,a,Sﬂl
sl rs_'c ,..-.\.s.‘l '«_d}l A el G adal $.3a55 ‘._Sl nux plaais 4 “.u’)s.]' pal ot OJ: ..t)a_l.l L..\.' ,Lt_n Siaal ¢L.u I-".l.?
p.u.ah._,.:.a,ic., HAJLJ -u-..au&r.}.:’t"fj)ﬁ.'\’l_.:)u',\_.a' \"C " _)“La.u Lmlkxﬁa.l' ” .__,...u.a.u LL;]' 3025 I}JI
RSl ‘-’."—h‘ﬂli SIS .t_.,m_] ddlea Sewad] Cplldall u.ﬂd‘q.«_";i...ul

(0605435) Ethical hacking f SRR 31
Credit Hours: 3 b aadaall cAe i
Prerequisite:0605331 & 0603448 : S5 060‘33] & 0603448"ng| ilkaizh

Ethical hacking and penetration testing techmquez. Thus includes: Ie.ammu Lu,hmquc\ and tools used by hackers and
systematically investigates a computer network for possible vulnerabilities. Scan, test, hack and secure target systems. In
addition, the live Phases of Lthical Hacking (Reconnaissance. Gaining Access. Enumeration. Maintaining Access, and
u)nnnu vour tracks). Moreover, the tools used by Lthical Hackers to examine the secunt} of a device or nemmk

;)f.\_a,_lL -\S._wq_sé.u._}&_d&'d.ms Jp'_'._'s't'..‘.o_huu ..u'-.lb-z'_,—.ﬁll' u_u-,:.a.._l..s_")a |J|).|;§' ¢ -'_)a.s)' Jk.u;' " i

o ,_,}.ayln.fv 1 5t .aday.ljd_!).;)'k_.a)s.l .u.;.l'\);_).d ol ABiaYl ‘.!.m...a.‘]'uha\ Calig 31 mat o La! it RIPVECATREH )au.-
4&“‘}‘ lé;uul AMJLJ,J\)AL' M|*~M~’_I | it

"",J.;-u‘_lla ) ',‘.r—_-_x,-'u.a.a.l _')';..dll"\:hl._s..J_,:ayl ,Jc.nu:u‘}; .nu.-,

(0604201) Data Structures and Algorithms R ul,:,}{‘f.t_lif..ahus s
Credit Hours:_.}@:&) (1+2) 325 aadhall uLsL:JL
Prerequisite: 0602200 & 0602212 0602200 & 0602212 : il wolsiad)

An introduction to mathematical modeling ol computational problems. Including the comman algorithms, algorithmic
paradigms, and data structures (Stake, Queue, Link List and Tree) used to solve these problems. With an emphasis to
relationship between algorithms and programming, and introduces basic performunce measures and analysis techniques for
these problems.

(Stake, Queue. Link L ist and Tree)=ticll JSGa 5 ‘#ﬁ, PR 3 PUIPREL A —"-“u'»-' T *—'*-—\-‘ JSLEA Zaual ol sl daak
\S...uh.g.]‘_g;;.l\_:_m,d.;..hn-c.; .au..ﬁa,.w).,s_LuJJb;.l'vp.L .-w..ua_,.j q).s...‘na..l,l;]-'w.lu..t.!

(0602120) Digital Logie Design § Grab 3l it ,,..4
Credit Hours: 3 3rdaaiddl el | )
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Prerequisite ;0603100 I 0603 100: Sud) allaiill [
Number svstems, binary codes. Boolean algebra and logic gates. Simplification of Boolean functions. Combinational logic: |
Adders. subtractors, code converters, comparators. encoders. decoders. multiplexers and ROMs. Sequential logic: Flip-Flops.
Registers, Counters, and RAM.

8 ls i_l)i....l Q.);..ajal_ ..r)lala)... u.‘;.;la).-a Jua:_ iz "'- _j|,:_'-.'.=_;u4. ‘..mlu‘lu_:_,.]) L;.l' )ml A-ﬁ'l ._al_’,i.g..;l ._LIMA.V

Al i 38N il (oAl sl @46:1' @.“J e se! G Sy AN A0 L 5 Sa S e ¢l S s ‘L)LMJ'
(eiaite) Oicer DusalaiRngramaing . ol B L Heipel
Credit Hours: 3 (2+1) ; (142) 3 shaasmall Glelal
Prerequisite:0602110 | 0602110; i) il

The basic concepts and technigques of object-oriented programming (OOP) using a popular OOP language (e.g. JAVA).
Classes, objects. attributes and methods, object instantiation. constructor and destructor, inheritance, overloading and
polymarphism, interfaces. serialization. usage of class libraries and packages, and generic methods and classes.

I'he Object Oriented Programming —-LAB: implement the following subjects using java programing language (Classes,
objects, attributes and methods, object instantiation. constructor and destructor, inheritance, overloading and polymorphism,
interfaces, serialization. usage of class libraries and packages, and generic methods and classes).

v

.)..u, ..a').i J_sq.'aﬁ', u:.‘llk'n‘.‘j .)J_:;L"o};é@', ‘;');'LS.‘ZO \_AJL.u"j'._L‘.._l' .cLa..ﬁ'l rl’.l l:la._t&zu.‘lpaa:\u_ \"__'Lﬁlﬂ:\.xﬁ).l_tf.;:’ Lu\ ,a.‘-\..hul

".al.‘.ﬂ wly,l_,uﬁu‘;”} n))aj )t ,. |_J_Sa |..a_m|, _',ulu_ll w..a.eal, . 'lS...k'l
(Classes, objects, attributes and methods, object Gladl dad aehanl, G et Aoy -olel 45540 Bl SR fnstantiation,
constructor and destructor. inheritance. overloading and polymorphism. interlaces. serialization. usage of class libraries and
packages. and generic methods and Cldssph)

(0602200 ) Discrete Mathematics Gk el
Credit Hours: 3 Skt 3:3aaiil) il
Prerequisite: 1505153 SE 1505153: el cplid

Sets. set operations. lehuons and functions. Propomloml 'md predmte calculus, propositions, truth tables, tautologics,
fallacies and quantifiers. Induction and recursion. Counting techniques: Permutations, combinations, and counting [inite scts.
Graph theory: paths connected and weighted graphs. matr ix rep|e\em.|tmn spanning trees and ll‘i:l\(.l’\ln" Ll’dph\ and trees.

su.'L_AQ._J—hl L "}..:.l Lol v,’» “—h—uﬂ_}jj Lq_:.c- -JL..AI]J _;.I.—m;’:.a)_isl dh&ej Lal)é‘ ,._:uJ..-..l u..l.&,.sa‘.' '..\.m& nu.:_,.-.a.n.l

et sl rotlalasdll 4G i Ll Do padall Se w3l il oV andl 350 paal 0 (IS cle N el e S 2 gl < il
«.Hl_w,_m“.lmuu)_,t.a_.“ Ja2N e '=,n_¢..t,.;w.£,),.j,4.¢.'_,él ".Ld;s).a
(0603342) computer networks o ,..L;JI Sl
Credit Hours: 3 (2+1) | : S (142) 3 s el
Prerequisite 0603201 0603201 ;g M\“

Details of protocols and technologies of both LANs and WANs, with emphasis on LLAN- rul.md protocols. ()Sl and TCP/IP
stacks, LAN technologics. IP address (Classful and Classless), Subnetting, super-netting, delivery and forwarding of 1P
packets, NAT technology. ARP. and RARP protocols.

(1LAB): The Computer Networks—LAB: Cabling. design, and installation of LAN Networks, swilch and router configuration,
NAT c.onhy.uranon VLAN conFnur'mon and static and dynamic routing (,Ollllﬁ.lll‘clllt)n

lge! gy UK L):}L.._ u._;Sfiil s \_)S.u.ul Aghb &l oIS ‘))Sy))g chidlall &_&-\-4] 3 gl S »_#-asvé:‘-,l-l-uk!' amlidi
v',.n..l_).h\.au,‘SL ')SJ,.:}).,A'}naiﬁdu,.s;;.:‘;c@ld"@a@j;QAJ'%;!‘-&_)AS‘?J';'JJAJ'Q:S;:'_')13::;..“35
Ciatas! (Al )'_!“.'- m' Rl R tml’ ):,' | e laz! -.;;1:;..:' I ety arelal ;él)&“ SIS ol u}.JL;.I Al )..::»4

.),a-il];wd’ s gl
(0605451) Graduation Project e S R R e »55_5?\_&._3}3“;;

e : 3:50aaa)) iebd)
Prerequisne. Sadad dele 90 qictp-” i 93 ehgoys‘ct';.m &Mh,dhan‘

A design and proummmmu Pl’()jl.Cl is dunc by lhc sludem individuall\‘ or in a u‘oup undur thc x‘upcr\'mun of some lacull\'
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detailed documentation of their work and pass an oral examination at the end of the module. In some cases. a wrillen
examination may also be scheduled for the student.

_Pﬁqwgn’w'&& _).;._7"Mal..acl_,auq)..\—L«_wgs,lujus.g.mmldqppmjjpm J)...;.
“’,,:u.JA..nl Luas_l‘J..-.u‘,_y_J'a. ‘il_ul .u.so_a,,é_u_u..au u-}ﬁ...ar’)_‘] (K58 "_;Aau_u(aal ) .Q.awd'us“

Spomant

‘;’A_I'JH;I\:)"\!L.J:F .;):))A_UAJA! ,.x'aa)_n.h'_\.ﬂ_,au‘:)& S d..u«.h;.@

; X -.a.J'.uLaod.a,ucul,:Sr.é.u)_u ),S.u.!,ﬁ.;/;_ )...ad.i Mb}k.a}cau_a‘,acsu'c_:)-u; ,.4;.:'4_\3 ..It‘—).u:- Bulu

Flcld Training in some I()ul or mtermtmml establishment, whether it be commercial, educational, governmental or otherwise
under the condition that it cither produces or employs [T products. Following up the student progress in the training process,
submilling a linal report summarizing the results of his‘her training.

uw,,.a.;_.,o,_.;._,sa)._._u.).:. al‘_c._,S:;;‘.m.n.J‘LJmn_L'.s &) gt o gl J'A.._u] _L..uy. L TR | (A .\_l')- ~|_;..n._u)_;,|,,... |
A il (el g | 23 ol el e g sy Y Bl 8 Ul B gl i sl U o5 & S u-‘:iw' Lo 51555 |
(0602313 )Visual Programming N R R R il Aaad |
Credit Hours: 3 R i) clelud |
Prevequisite: 0602212 | : 0602212 : 3t ol

This course concerns about designing and developing a Gmphlcal User Interface (GUI) applications. Besides, this course
enriches the developed applications with available facilitics in Java2D, which are Graphics. Event Handling, Exception
Handling and Files IO. Finally, this course prepares the students to conneet GUI program with Java DB.

Jave [)\@AALJAJ'@!I)‘..IQ n.hn.ll .L‘.I.d-' th.-.l‘ LAq).u_U.-._naks.al (G[”)‘\.Au.).l;ml‘.fa jv_.t
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Java DB =
(0603446) Moblle and erelecs Devices Programming PO U i.liaw\ § 3091 da
Credit Hours: 3 3:3aaiaall cleld)
Prerequisite: 0602313 : ‘ 0602313 1 iball allaialy

This course provides various .sspu,ts ot programming applications for Mnhllc and Wireless Devices that run using Android
operating system. Covered Lopics are: designing activity interfaces, interacting with components, View using various layouts.
and communicating between activities using Intent, database applications using SQLite and maps using Google-Map and
Map-Fragment.
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(0602332) Machine Learning | ) s |
‘Credit Hours: 3 ' i i 3-sadaall cletu
Prerequisite : 0604201 R R 0604201 : it i) |

Regression, Logistic Regression, Cluster Analysis, Supervised leamning (SVM. NNs, Dn.cpl eaming, Rdndnm Forest,
Bayesian Network), Unsupervised learning (K-Means, Deep Learning), Reinforcement Learning,
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(06(4206) Technical Wrmng and Spedahmd*[-’/nglish
Language Skills
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CreditHours:3 T
Prerequisite : 0603100 5 1504105 1502105 3 0603 100- e S

This course will introduce students to how to communicate through technical writing and explore how research is dom in IT
using the following skills: search. read, wrire and present .In addition, ir focuses on the specific Lnglish vocabulary,
communication skills, and cultural coniexts relevant to the IT industry. It equips IT professionals and students with the
iinguisric tools needed for effective communication. professional interaction, and comprehension of technical materials within
elobal IT environments
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