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< The Impact Of Strategic Thinking in The Competitive Z
L Priorities: A field study At The Jordanian L
3 Pharmaceutical Companies L
D.r Qasim lbrahim Al Shaar Reem Ahmed Hosni Al-Shamri
Abstract

The study aimed at identifying the impact of strategic thinking (with the
dimensions: future vision, holistic perspective, systems thinking, and smart
opportunities) on competitive priorities (with the dimensions: quality,
flexibility, delivery and innovation) in Jordanian pharmaceutical
companies.

The study population consisted of all employees who occupy
supervisory positions in Jordanian pharmaceutical companies listed on the
Amman Stock Exchange. The researcher used the comprehensive survey
for the studied community that reached (112) individuals.

The study found that the level of Jordanian pharmaceutical companies’
interest in strategic thinking and competitive priorities is high, in addition to
the presence of an impact of strategic thinking in terms of its dimensions on
competitive priorities in terms of their combined dimensions in Jordanian
pharmaceutical companies, where the impact was significant for all
strategic thinking dimensions, except for systems thinking and the holistic
perspective.

The study presented number of recommendations, most importantly,
the recommendation for higher managements in Jordanian pharmaceutical
companies to encourage and motivate employees to present innovative
ideas and prioritize the strategic thinking instead of the traditional one that is
limited to the development of strategies of these companies in the future.
Keywords: strategic thinking, competitive priorities, Jordanian
pharmaceutical companies
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Good Governance and its Impact on Management of Greater
Amman Municipality Projects
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Prof. Mohammed Al-Shora Dima Al Abdallat
Abstract

This study aimed to identify good governance and its impact on project
management in the Greater Amman Municipality. To achieve the objectives
of the study, a questionnaire was developed and distributed to 150 employees
in project management in the Greater Amman Municipality, 138
questionnaires were retrieved. A descriptive analytical approach was used .

The study found an impact of good governance (its dimensions:
transparency, accountability, participation, integrity, faimess) on project
management (its dimensions: quality management, schedule management,
cost management) in the Greater Amman Municipality, as well as the
existence of an impact of good governance (its dimensions: transparency,
accountability, participation, integrity, fairness) in both quality management,
schedule management and cost management for projects. The transparency
dimension has an impact on all project management dimensions (quality
management, schedule management, cost management).

The study made recommendations; to conduct similar studies in the
private sector, to activate rational governance in project management in the
Greater Amman Municipality, and to prepare a guide to project governance
to be applied in governmental and private organizations.

Key words: Good Governance, Project Management, Greater Amman
Municipality, Jordan
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Serious Digital Games and the Development of
2 Cybersecurity Skills: An Exploratory Study X
\ Dr.Jaafar Alwan
Abstract

With the advancement of rapidly developing modermn technologies,
serious digital games have recently evolved which aim to develop
cybersecurity skills. Because of the importance of this topic and the limited
information about it, this study comes as a preliminary step toward exploring
the role of serious digital games in developing general skills as well as
specialized skills in the field of cybersecurity. This study also aims to explore
the challenges that may face serious digital games in developing skills in this
field .

To achieve these goals, the study adopts exploratory methodology based
on literature and examples related to the topic. The study depends on 29
serious digital games in the field of developing cybersecurity skills.

The study reveals that serious digital games can contribute to the
development of a set of general skills and another set of specialized skills of
cybersecurity. The study also concludes a set of challenges that could affect
the efficiency and effectiveness of digital serious games in developing
cybersecurity skills. These sets of skills and challenges are discussed
throughout the study. In conclusion, the study presents a set of
recommendations drawn from the results.

g Keywords: _g_ene_ral skills, specialized skills, cybercrimes, simulation
& games, gamification, malware g
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© The Impact of Servant Leadership on Organizational intelligence:
< The Mediating Role of Electronic readiness in Telecommunications
g Regulatory Commission (TRC) in Jordan.
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Abstract

The study objectives were to explore the impact of servant leadership
with all its dimensions (conceptual skills, empowerment, concern for
subordinates, and providing value to society) on organizational intelligence
with all its dimensions (strategic vision, collective integrative work, desire for
change, work internal motivation, harmony, spiraling and codifying
knowledge and sharing performance responsibility) through the effective
readiness mediator role in telecommunication regulatory commission (TRC.(

To achieve the objectives of the study, the researchers followed both
descriptive and analytical approaches. The study adopted simple random
sampling. Out of (110) distributed questionnaire, (98) were returned with
only (93) analyzable. The Statistical Package for Social Sciences (SPSS)
program was used to analyze data and test hypotheses. Other statistical
methods were also used, including multiple regression analysis, and path
analysis using Analysis of Moment Structures (AMOS).

The study concluded that servant leadership, organizational, intelligence
and electronic readiness are of high importance. The study revealed a
significant statistical impact of servant leadership with all its dimensions
(conceptual skills, empowerment, concern for subordinates, and providing
value to society) on organizational intelligence in TRC, and a significant
impact of all servant leadership dimensions on organizational intelligence,
also the significant impact of servant leadership on the readiness of the TRC.

There is also a significant impact of electronic readiness on organizational
intelligence of TRC and a significant impact of servant leadership on the
organizational intelligence through electronic readiness in TRC.

Considering the results of the study, the researchers recommended a
continuous trend to reach high levels of organizational intelligence by
consolidating the principles of servant leadership represented with its
dimensions (conceptual skills, empowerment, and providing value to society)
and strengthening them with continuous keenness to raise the level of
electronic readiness in the Telecommunications Regulatory Authority.

Key words: Servant Leadership, Organizational Intelligence, Electronic
Readiness, Telecommunications Regulatory Commission (TRC).
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The Impact of Artificial Intelligence Risks on the Effectiveness of
Internal Audit from the Viewpoint of the Jordanian Certified
Public Accountants
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Dr. Ala Jaber Matarneh
Abstract

This study aimed to demonstrate the impact of artificial intelligence risks
(governance, human resource management, supplier management, security
management, business continuity, knowledge management) on the
effectiveness of internal audit. To achieve the aim of the study, a descriptive
and analytical approach was followed. The study population was represented
by the Jordanian certified public accountants, which numbered 382 auditors.
A questionnaire was used to collect the necessary data from the study sample
of 121 certified public accountants. The study used the statistical package
program (SPSS), where descriptive statistics were used, such as arithmetic
means and standard deviations, and also analytical statistics were used to test
the study hypotheses through applying multiple linear regression. The results
showed a strong and statistically significant impact to the risks of artificial
intelligence  (governance, human resources management, supplier
management, security management, business continuity, knowledge
management) on the effectiveness of internal audit. In light of the results, the
study recommended a set of recommendations, the most important of which
is the need for internal auditors to include artificial intelligence in their risk
assessment and to consider whether they will include it in the risk-based audit
plan.
Key words: Atrtificial Intelligence, Artificial Intelligence Risks, Effectiveness of
Internal Audit, Internal Audit.
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1. Introduction:

The technological developments witnessed by the world have had important
effects on the activities of business enterprises. Artificial intelligence applications
are one of the most important of these developments, which seek to understand
the nature of human intelligence by building programs capable of studying,
implementing and understanding the cogplexity of the mental processes that the
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human mind performs during its practice of the thinking process in order to give
the necessary recommendations and provide the required information, with
capabilities that exceed human capacity in terms of speed and accuracy.
(Boucher, 2020)

It is not possible to imagine the presence of artificial intelligence in our lives
and business without the presence of some consequences or risks, as the future of
work will change, as many of the current work activities will become automated,
as (Alina et al, 2018) indicated that by the year 2025, smart robots will be taking
over a third of global jobs. Todorov, G. (2021) indicates that in 2022, companies
are expected to have an average of 35 Al projects in place and 48% of companies
use Al tools to address data quality issues. Therefore, companies need to
recognize these new risks urgently and rethink their approach toward these risks
and controls related to this technology in an organized manner .

This is necessary for two reasons: The first is that artificial intelligence
techniques allow systems and companies to become more complex to the extent
that exceeds the ability of the human mind to comprehension. In addition, the
nature of this increasing complexity is a matter that perpetuates itself, which leads
to the so-called Technical Debt, as the inclusion of controls in the system to
reduce the technical debt after its implementation is much more expensive than
designing the correct controls in the beginning. Consequently, the opportunities
for building risks and controlling their designs will inevitably diminish over time.
The second reason is that with the passing of time, the use of these advanced
technologies will become essential and vital for many systems and companies,
and perhaps sooner than anyone expects. So when the time is up, it will not be
possible to put the right controls in place overnight and manage risks effectively.
(11A.2017). Therefore, the role of internal auditing changes, auditors need to
understand the basics of artificial intelligence, to adapt to new emerging risks
(data analysis, cybersecurity, regulation and policy, and talent management) and
to determine the roles that they must play. Which may affect the effectiveness of
the internal audit followed in those companies.

the researcher believe that there are risks of artificial intelligence used by
companies, which may affect their accounting and auditing work, as well as the
effectiveness of internal audit, so this study worked on demonstrating the impact
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of artificial intelligence risks on the effectiveness of internal audit in Jordanian
public shareholding companies.

1.1The Significance of the Study:

The purpose of this research is to examine the Impact of Artificial Intelligence
Risks on the Effectiveness of Internal Audit, and to draw out key issues for future
research. This study contributed to the limited studies on Avtificial Intelligence
Risks and the Effectiveness of Internal Audit conducted on developing countries
in general and within Jordan in particular.

It is expected that this study will bring the issue of Artificial Intelligence Risks
and the Effectiveness of Internal Audit to the attention of the Jordanian
researchers for further research in this field. The findings of this study,
furthermore, might will be useful to the Internal Auditors Community, by helping
them to develop any future potential guidance for companies in the area of
Artificial Intelligence Risks and Internal Audit.

.3 Objective of the Study:

The main aim of this research is to investigate and examine the Impact of
Artificial Intelligence Risks ((governance, human resource management, supplier
management, security management, business continuity, knowledge
management) on the Effectiveness of Internal Audit .

1.2 Problem of the study:

Information technology issues have become the matter of concern to CEQOs.
The boards of directors of companies should find joint cooperation between audit
committees, advisors and risk analysts, and work together with information
technology departments and information security and privacy personnel in order
to fully cooperate in order to determine the level of risk management in the
company and define the appropriate approach to be used, preparedness and the
implementation of risk management programs of an adequate and effective
information technology (Ernst & Young, 2013) . Also, the success of corporate
IT operations and controlling the risks helps protect companies' reputation thus
avoiding its collapses. Therefore, these departments must evaluate and understand
the impact of artificial intelligence and the risk of negativity on the company's
ability to create value in the short, medium or long term, which may affect on its
evaluation of its accounting and auditing work, including its internal audit (Skafy
& Theebeh , 2012)
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Accordingly, the basic problem of this study emerges in knowing the impact
of artificial intelligence risks on the effectiveness of internal audit in Jordanian
public shareholding companies.

1.3 Conceptual framework

Ind dent Variabl .
ndependent varable Dependent Variable

/Artificial Intelligence Risks\ 4 )
-Governance
-Human Resources Effectiveness of
Management Internal Audit

-Supplier Management
-Security Management
-Business Continuity
-Knowledge Management

. J

Fig. 1: Conceptual framework

1.4 Study hypotheses:

After reviewing the related literature (11A, 2017); (KPMG, 2018); (Alina et
al, 2018); specifically the relationship of Avtificial Intelligence Risks. This
study was designed the following hypothesis

Main hypothesis

HO: There is no statistically significant effect at the significant level (o <
0.05) for artificial intelligence risks (governance, human resource
management, supplier management, security management, business
continuity, knowledge management) on the effectiveness of internal audit.

The following sub-hypotheses are branched out from main hypothesis:

HO 1: There is no statistically significant effect at a significant level (o <
0.05) for governance on the effectiveness of internal audit.

HO 2: There is no statistically significant impact at a significant level (o <
0.05) for human resources management on the effectiveness of internal audit.

HO_3: There is no statistically significant effect at a significant level (o <
0.05) for supplier management on the effectiveness of internal audit.
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HO-4: There is no statistically significant impact at a significant level (o <
0.05) for security management on the effectiveness of internal audit.

HO-5: There is no statistically significant impact at a significant level (a0 <
0.05) for business continuity on the effectiveness of internal audit.

HO-6: There is no statistically significant effect at a significant level (o <
0.05) for knowledge management on the effectiveness of internal audit.

2. The Theoretical Side of the Study:

2.1 The Concept of Artificial Intelligence:

The concept of artificial intelligence goes back to the 1950's when Alan
Turning conducted some tests that proved that devices can be intelligent and
exhibit identical human communication behavior. Where (Baltzan & Philips,
2019) points out that artificial intelligence can simulate human intelligence,
such as the ability to learn through experiences, use logical solutions to solve
problems, make effective decisions, control production lines, and maintaining
work if required. (Kazem, 2012) believes that artificial intelligence is that
branch of computer science through which it is possible to create and design
computer programs that simulate the style of human intelligence so that the
computer can perform some tasks instead of humans that require thinking,
understanding, hearing and speaking and the movement in a logical and
organized manner, both (Albishtawi & Albagmi, 2015) indicated that artificial
intelligence aims to understand the nature of human intelligence by creating
computer programs capable of simulating human behavior characterized by
intelligence and the ability to electronically process operations and provide
users with data and information that they need in different decisions very
quickly.

The researcher believes that artificial intelligence is a term for certain
entrepreneurial behavior and properties that characterize computer programs
that make them simulate thinking, human capabilities and their way of
working, and among the most important of these characteristics is the ability
to learn, conclude and reacting to situations that have not been programmed in
the machine.
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2.2 The Entrepreneurial Characteristics of Artificial Intelligence in
Companies:

Artificial Intelligence science aims to create a standardized primary body to
represent all human knowledge and to represent the means of human
processing of that knowledge represented by Mental Cognitive Processes,
which include perception, thinking, learning, language, problem-solving,
inference, attention and memory in One Basic Integrated Computer System
that works in an integrated manner with input tools that are similar to human
perceptual means, and output methods that may be expressive (Mohammad,
2014).

(Saleh, 2009) indicated that artificial intelligence has distinct characteristics
that if applied within computer programming, then these systems can be
described as intelligent, and among these characteristics:

1- Symbolic representation: where the artificial intelligence software is
characterized by the use of non-digital codes.

2- Independent reasoning (Diligence): resorting to independent reasoning
in choosing the solution methods that seem appropriate while preserving the
opportunity to change to another method in case the first method did not reach
the desired solution in a timely manner.

3- The ability to learn: It means the ability to learn from mistakes, which is
what leads to improved performance as a result of benefiting from previous
mistakes.

4- Simulating human behavior: It means simulating artificial intelligence
programs of the methods that humans follow in solving problems.

2.3 The Concept of Internal Audit:

The Committee of Sponsoring Organizations of the Tredway Commission
(COSO) defined internal audit as operations that are influenced by the
corporation's board of directors, management, and other individuals in the
organization, designed to give the institution assurance of its objectives in the
following areas: efficiency and effectiveness of operations and a reasonable
reliance on an investigation of financial reports and compliance with
applicable laws and regulations. (Ibraheem, 2009)
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Internal auditing is defined as an independent function within an
organization from within the facility for the purpose of serving the
administration by ensuring that all internal control systems work efficiently
and effectively to achieve all the objectives of the control system as set by the
administration. (Althonaibat, 2017)

The Institute of Internal Auditors defines internal auditing as an
independent and objective activity that provides assurances and advisory
services with the aim of adding value to the organization and improving its
operations, and this activity helps in achieving the goals of the organization by
following a systematic approach to assess and improve the effectiveness of
governance, risk management and control processes. (Mennie, 2019)

The internal audit activity adds value to the company and its stakeholders
when it takes into account strategies, objectives and risks, and works to
provide ways to improve governance, risk management and control processes,
and provides relevant assurances in an objective manner. The International
Standard for the Professional Practice of Internal Auditing No. 1210 indicates
that internal auditors must possess the knowledge, skills and other
competencies necessary to carry out their individual responsibilities.
Paragraph (A.3) also indicates that internal auditors must have adequate
knowledge of the most important information technology risks and related
controls, as well as having knowledge of audit techniques based on the
available technology in order to accomplish their work. However, not all
internal auditors are expected to have the same expertise as the internal auditor
whose primary responsibility is to audit the information system. (ISPPIA,
2017)

The researcher believes that internal audit is a vital element in helping the
board of directors and executives to take effective decisions by providing an
independent opinion regarding the processes and systems followed and
providing advisory services if requested, and in alerting the board of directors
to the risks of behavior and the potential reputation.
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2.4 Effectiveness of Internal Audit

The effectiveness of the internal audit is defined as a measure of assessing
whether the internal audit function can achieve its objectives. (Alzeban &
Gwilliam, 2014) The effectiveness of the audit was defined by (Hailemariam,
2014) as the possibility of achieving the goals and objectives of the internal
audit and reaching the desired results. As defined by (George et al, 2015)
effectiveness as the extent to which the audit objectives are achieved. And
(Anbar and Khudair, 2018) see effectiveness as the extent to which the
objectives are matched with the achieved results, and it is also a set of actions
that are taken to reach the desired results at the lowest costs and without
wasting time.

The International Standard for the Professional Practice of Internal
Auditing No. 2000 indicated that the internal audit activity is effectively
managed when the internal audit activity achieves its goals and responsibilities
contained in the internal audit charter, the internal audit activity adheres to the
standards, the internal audit activity members adhere to the principles of
professional ethics and standards, The internal audit activity takes into
account emerging trends and issues that may affect the organization. (ISPPIA,
2017) The American Institute of Internal Auditors also indicated that the
effectiveness of the internal audit function must be monitored and evaluated
periodically, and that when the internal audit function is effectively exercised,
it will be then considered an important mechanism that helps the
administration achieve its goals. (1A, 2017)

The researcher believes that the effectiveness of internal audit is the ability
of internal audit to provide useful results and recommendations that help the
administration in fulfilling its responsibilities through planning audit work,
and reaching helpful results in addition to being an indicator of how the
company manages its business and culture towards risk management for
customers and markets to reach expected results by adhering to professional
standards.
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2.5 Factors affecting the effectiveness of internal audit:

The literature reviews provides a considerable body of knowledge and
discussion on factors affecting the internal audit effectiveness, these factors
include; ((Endaya and Hanefah, 2013); (Abbass & Alegab, 2013);
(Hailemariam, 2014); (Alzeban and Gwilliam, 2014); (Ugarak, et al, 2015);
(George et al, 2015); (Dellai, and Omri, 2016); (Hanan, 2016); (Alanzee,
2017); (ISPPIA, 2017)).

Management’s Perceptions and Support of Internal Audit: For internal
auditing to function effectively, internal auditors and management must have
a similar understanding of what makes internal auditing a value-added
activity. Failure to reach this understanding may lead to the perception that
internal audit is just an obstacle in achieving the company's goals and
therefore not benefiting from internal audit services and ignoring its
recommendations. The internal audit also needs good support from the
management in order to be more effective and goals achieving. The support
provided by the management is its conviction and adoption of the programs
and policies that support the internal audit to be more effective and to achieve
the audit goals by providing the necessary resources, planning, organizing and
directing Follow-up, training, introduction to modern technology, and material
and moral incentives.

Independence and objectivity of Internal Auditors: It means that the
internal audit is independent of all the activities that it audits and issues its
reports by structuring the internal audit department within the company in a
way that enables it to perform its functions and duties efficiently and
effectively and free from any influence potential for management. The
International Standard for the Professional Practice of Internal Auditing No.
1100 indicates that, in order to achieve the degree of independence necessary
for the effective performance of the responsibilities of the internal audit
activity, the chief audit executive shall have direct and unfettered access to the
senior management and the board of directors, and the internal auditors’
judgments on audit matters should not be subordinated to the opinions of
others in a way that makes them believe in the safety of the results of their
work and that they did not make any sacrifices at the expense of the quality of
the work they perform.
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Internal Audit Quality: It is defined as the extent of conformity with the
requirements, as organizations seek to monitor performance, activities and
daily work to reach the highest degree of quality, by reducing errors and
detecting deviations in a way that leads to meeting the needs of management
regarding The quality of the internal audit that is based on the good
performance of the internal control system. The role of quality control can be
played by an independent department within the internal audit department,
whose task is to manage and control quality through the establishment and
follow-up of a quality program in order to evaluate the performance of internal
auditing in various activities. The International Standard for the Professional
Practice of Internal Auditing No. 1300 indicates that the chief audit executive
must Develop and maintain a quality assurance and improvement program
that covers all aspects of the internal audit activity.

The Outsourcing of the Internal Audit: Many companies conduct
examinations of their activities, operations and commercial controls to ensure
that their operations comply with the desired objectives. And in the event that
companies encounter some problems, they may need to take preventive
measures early so that operations are restored to the desired standards.
Therefore, companies may hire an external company to perform the internal
audit service, or hire a temporary team of audit experts to conduct analyzes,
objective tests and issue reports. The International Standard for the
Professional Practice of Internal Auditing No. 2070 indicates that when an
external service provider performs the role of an internal audit activity, he
must draw to the organization's attention that it is responsible for maintaining
an effective internal audit activity.

Internal Auditors ’Characteristics and Internal Audit Department
Performance: The characteristics of internal auditors refer to independence,
objectivity, effective communication and competence, professional due
diligence, training, development and improvement. The performance of the
internal audit department refers to the nature of audit activities in terms of
planning, supervision, field work, recording and reporting of results and
recommendations. The characteristics of the individual auditor are considered
more important in terms of evaluation than the characteristics that include the
work of the audit department, because when the external auditors perform the

; . !‘:l,.,,
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internal evaluation frequently, they are likely to need to re-evaluate the
personal qualifications of the internal auditors more than the characteristics
related to the operations of the audit department as it is likely The internal
audit staff changes more than the internal audits operations .

Presence of Adequate and Competent IA Staff: The size of the internal
audit staff and the competence of internal audit are critical features and
characteristics of the effectiveness and quality of internal audit that cannot be
separated. This means that in the absence of one of them, the other cannot
contribute to the quality and effectiveness of internal audit. Internal auditors
must have the necessary education, professional qualifications, experience,
training, interpersonal capacity, persuasion and organizational skills to be able
to add value and improve the company’s operations.

Availability of Approved IA Charter: The International Standard for the
Professional Practice of Internal Auditing No. 1000 states that the purpose,
authority and responsibility of the internal audit activity must be formally
defined within the internal audit charter, consistent with the internal audit
mission and with the mandatory elements of the international professional
framework for the practice of internal auditing. Basic principles for the
professional practice of internal auditing, principles of professional ethics,
standards, and definition of internal auditing. The chief audit executive must
periodically review the internal audit charter and present it to senior
management and the board for approval. Which helps in the ability of internal
auditors to identify non-compliance activities and increase the effectiveness of
internal audit.

The Use of the Internal Audit Function: The internal audit is an
independent evaluation activity that is practiced within the organization to
audit the financial, administrative and other operations with the aim of
creating an added value for the company. The internal audit charter specifies
the location of the internal audit activity in the company, and authorizes access
to records, contact employees, and access to physical property to enable the
performance of audit tasks, and defines the scope of internal audit activities.
Management support is considered critical to the success of the internal audit

function. Without management support, internal audit is not sufficiently
P
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objective and independent, and does not have sufficient resources to carry out
its work properly.

2.6 Reasons for adopting artificial intelligence applications in auditing:

In the discussion organized by The Association of Chartered Certified
Accountants (ACCA) and in cooperation with Emnst & Young (EY) on how
to harness the opportunities of modern technological technologies, the
discussion emphasized that data analytics and artificial intelligence can have
great benefits on the quality and effectiveness of auditing and creating
opportunities, as the tools will be digital and artificial intelligence techniques
are necessary to meet the need to review audit expectations. (ACCA & EY.
2019)

(Anbar & Mohammad, 2016) indicates that the reliance on the adoption of
artificial intelligence applications in auditing is due to the following reasons:

1- Artificial intelligence applications provide a summary of the practices
owned by the audit specialist, along with the accepted and known theories and
practices.

2- Artificial intelligence applications provide an effective means in finding
a common base and congruence in the assessment and in the method of
decision-making, as it assists auditors in following a series of steps that help in
educating auditors of the importance of the available information that affects
decision-making and issuing judgments, especially in the case of Contrasted
decisions and choosing the best solution.

3-Artificial intelligence applications help in planning a judgmental
assessment of materiality, which includes the appropriateness and adequacy of
evidence collected through the audit process.

2.7 Utilizing Artificial Intelligence Techniques in Internal Audits:

Information and Communication Technologies (ICT)-based decision-
making tools are nowadays making trends in the modern business world
simultaneously with increasing pressure on auditors to play a more effective
role in corporate governance and control. (Omoteso, 2012) It also helps give
auditors the ability to analyze larger amounts of audit-related data in order to
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generate more in-depth insights and understanding of financial and business
operations. Advanced analytics also provides audit teams with forward-
looking capabilities to improve the ability to predict outcomes through
analysis and forecasting. In addition, widespread automation will allow
routine auditing to be done by machines, freeing time of the financial and
audit professionals to focus on more valuable tasks. (Grembergen, 2002)
Internal auditors can benefit from Al applications in terms of: (Mennie, 2019)

1-Tracking and monitoring of key risk indicators.

2- Assess the quality of data in any system, such as in main data files, and
check the completeness of fields and repetitions and validation.

3- Collecting primary evidence during sampling to obtain unified evidence.

4- Automate the testing process to move from sampling to a more
complete set of data, providing greater confidence that controls are designed
and operating effectively.

5- Determining the open items, sending emails for follow-up and
documentation cases.

6- Creating worksheets attachments automatically, simplifying cross-
references and problems, and generating reports.

7- Automating the functions of the departments and expanding the capacity
of the internal audit to focus on more value-added activities.

2.8 Key Risks of Artificial Intelligence and Methodology for Internal
and External Audits of Addressing those Risks:

The adoption of artificial intelligence techniques by organizations brings
with it many opportunities for institutional development, but these
opportunities may be accompanied by high risks that may be reflected
negatively if not properly controlled. (Barta, & Gorcsi, 2019) indicated that Al
brings along new risks that must be reduced to an acceptable level. If the risk
mitigation measures are not in place, this may cause problems beyond its
market advantage, resulting in costly implementation without any benefit.

According to the Institute of Internal Auditors (11A), the risks arising from
artificial intelligence technologies in companies are many and varied
(1A.2017):
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1-Artificial intelligence may adopt deviations of human reasoning or
unknown tendencies in technology.

2- Exorbitant costs of adopting artificial intelligence techniques.

3- Some different issues related to moral and reputation risk.

4- Risks of competition for not adopting artificial intelligence technologies.

5- The risk of anonymous human biases being an integral part of Al
technology.

6- The risk of human reasoning errors being embedded in Al technology.

7- The risk of insufficient testing and monitoring of artificial intelligence
leading to morally questionable results.

8- Risks that will not be accepted by clients or other stakeholders as a result
of adopting artificial intelligence techniques.

9- The risk that investment in artificial intelligence (infrastructure, research
and development, talent acquisition) will not lead to an acceptable return on
investment.

Therefore, companies and institutions must take these risks into
consideration when setting their goals and establishing to bear institutional
risks and facing changes in the applications of artificial intelligence. Where
they should take into consideration Al strategy, digital strategy, Al
governance, and the human factor. (Mckinsey Global Institute, 2017) points
out that the Al strategy for each company depends on the opportunity
approach provided by artificial intelligence, as companies that combine strong
digital capacity with effective adoption of artificial intelligence and proactive
strategies will see strong financial performance.

The framework consists of ten elements that have all been identified in the
context of the organization's strategy for adopting artificial intelligence
(11A.2017), (Alina et al, 2018):

(The Al governance): Refers to the structures, processes and procedures
that are implemented to direct, manage and control the company’s activities in
the field of artificial intelligence in pursuit of the company's goals. Also, the
level of formal and structural procedures for Al governance will vary based on
the specific characteristics of that company. It also defines accountability and
oversight and helps officials possess the skills and expertise necessary to
effectively monitor artificial intelligence activities, which helps to ensure that
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the organization's values are reflected, as these activities should lead to
decisions that are in line with the company's ethical, social and legal
responsibilities.

(Data Architecture and Infrastructure): It includes the following
considerations, method of accessing data, privacy and security of information,
length of the data life cycle, roles and responsibilities for data ownership and
the use of it throughout the data life cycle

Data quality: The completeness and accuracy of the data on which the Al
algorithms are built is extremely important. Whereas, in many cases, the
systems do not communicate with each other or do through complex additions
or customizations. Therefore, internal audit must provide assurance on how
data are collected, synthesized, and verified with validity, comprehensiveness
and accuracy.

Human factor: Algorithms are developed by humans and thus human
error and biases (whether intentional or unintended) will affect the
performance of the algorithms, which harms the ability of Al to achieve the
expected results. The human factor takes into account whether; unintended
risks of human bias have been identified and managed in Al design and its
management, Al has been effectively tested to ensure that the results reflect
the original goal, and Al outputs are used legally, ethically and responsibly.

Measuring performance of Al: As companies integrate artificial
intelligence into their activities, performance measures must be defined to link
artificial intelligence activities with business goals and clarify whether
artificial intelligence supports the achievement of these goals effectively. The
company must also effectively monitor and control artificial intelligence
activities.

Talent management: Talent management is one of the main risks facing
internal audit in implementing artificial intelligence in companies, as technical
talents are the ones that manage algorithms in machine learning, use big data,
collect it and design it, but it is not skilled in risk analysis and governance.
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Candidates for internal audit: they need to have the skills to combat future
risks, critical thinking, good communication, creativity and innovation skills,
data analysis skills, and a desire for continuous growth. At the same time, they
need to analyze and protect the privacy and security of user data and find ways
to evaluate the performance of using artificial intelligence.

Cybersecurity: as it represents another point of concern that must be taken
care of and restore resilience via the Internet through resist, react, recover, and
reevaluate the readiness for cyber-attacks.

Black Box: where the problem within the black box relies in the inability to
fully understand the decision-making process by artificial intelligence and the
inability to predict decisions or outputs of artificial intelligence and how the
algorithms work. Thus, how to trust decisions when you do not know how
and its precise mechanism.

Data and analytics: For auditors, the main motivation for using data
analysis methods and techniques is to improve audit quality. Data analysis
gives auditors the ability to harness all of their organization's data to quickly
observe patterns and connections with vast amounts of information in order to
identify risks better. Data analysis tools also enable auditors to easily filter,
sort, split and highlight data. And organize their findings graphically into a
variety of diagrams to present to stakeholders. In short, data analysis helps
auditors conduct more audits more frequently, with more complete
information and better targeting, all while reducing the amount of time they
spend collecting data.

The issue of data and information protection is one of the things that must
be taken care of in all stages of preparing accounting information systems, as
data and information security has become one of the most important elements
of control that must be applied to data and information through continuous
planning during the life cycle of accounting information systems used because
of their exposure to many risks that may threaten its security. This makes it
imperative for the auditors who are in charge of the internal and external audit
jobs the necessity of scientific and practical qualification in line with work
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procedures and in accordance with modern electronic technologies.
(Albishtawi & Albagmi, 2015).

Therefore, the researcher agrees with (Alina et al, 2018) that the impact of
artificial intelligence on companies is huge in terms of opportunities and
challenges. Also, internal audits change according to these influences.
Therefore, internal auditors need to understand the basics of artificial
intelligence to determine the roles they must play and the risks and
opportunities that they are exposed to. Also, they need to be prepared to
change, reconfigure their roles and adapt to the automation of processes.
Therefore, from the researcher's point of view, they should identify
weaknesses and threats through the company’s structure, in addition to
designing appropriate procedures in order to reduce their impact on IT
resources.

2.9 The Methodology of Internal and External Audit of Artificial
Intelligence to Confront its Risks:

The starting point in auditing the applications of artificial intelligence in the
company is to determine the scope and objectives of the audit and consider the
risks to which the company is exposed in relation to artificial intelligence
initiatives, and then group the areas of those risks in the risk and control matrix
(@ document that lists all the risks and controls with relevance). (ISACA,
2018).

(Ahmed, 2020) indicates that there are two main aspects that auditors must
consider while conducting an audit of Al applications: compliance
(assessment of risks related to the rights and freedoms of data subjects) and
technology: assessment of risks related to machine learning, data science, and
cybersecurity.

Audit executives should work with CEOs and the board of directors to
develop ethical standards and governance models for the uses of Al. This
requires clarity on data privacy, file management, vendor management,
human resources, compliance, cybersecurity, and risk management functions
and policy. (Bone, 2020) In addition, internal audit must ensure that audit
committees and boards of directors are equipped to understand their role in
navigating the benefits and risks associated with artificial intelligence. (I1A.
2017)
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The main steps of a pre-audit include planning, understanding the
company, risk assessment, documentation, completion, and reporting. The
International Standard for the Professional Practice of Internal Auditing No.
2200 states that internal auditors must develop and document a plan for each
task , including the tasks objectives, scope, timing, and resource allocation.
The plan must take into account the organization's strategies, objectives, and
related risks. (Bone, 2020)

The internal audit must take into account many of the objectives of
participation or control, activities or procedures in implementing the
framework and providing advisory and assurance services and internal audit
services related to artificial intelligence activities (11A. 2017).

There should also be an integrated audit team with a diverse background
and experience in the field of artificial intelligence applications to focus on
artificial intelligence audits and the risks associated with it, in addition to using
a comprehensive approach to audit such applications consisting of the
following steps: (Chan & Kim, 2018); (Firouzi & Wang, 2020); (Ghanoum &
Alaba, 2020).

Requirements: The internal audit teams review the feasibility studies and
the requirements for building an artificial intelligence model and collecting
and storing data, for example (the algorithms used and the potential problems
associated with these algorithms and factors determining its results).

Data Preparation: The internal audit team tests controls around data
management to ensure compliance with the data tool requirements (data
acquisition mechanism, reliability of data sources, criteria used to identify
data, potential data acquisition issues and how much data we need to process
Which increases exponentially to the point of information overload).

Model Development and Model Validation: The internal audit team
reviews the controls that have been put in place to mitigate the risks of bias
and discrimination in the available data and the risk management controls
models to ensure that the model has been developed, validated and is
appropriate for the specific business objective (Criteria used to improve
algorithms, how to standardize data, how to calculate missing values, how
reliable are the packages used)

Model Implementation / Deployment and Model Execution: The internal
audit team tests controls related to the implementation of the deployment of
the Al model, in addition to considering IT controls with a special focus on
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emerging security risks (the procedures used to test the accuracy of the resullts,
Are the algorithms used achieve the objectives identified?, and the presence of
a third party to test the accuracy of the results and the presence of risks related
to legal issues and liability).

Model Monitoring: The internal audit team tests the implementation of the
Al model and continuous management including monitoring and validation of
results (actions taken by the responsible authorities to ensure that Al
applications comply with relevant laws and regulations in line with the
company’s objectives, controls and appropriate practical measures to guide
and monitor the applications of artificial intelligence.

Reporting: where the internal audit team discusses the findings, discusses
questions and concerns related to the model of artificial intelligence,
discussing the corrective action plan and making the final report available.

.The researcher believes that internal audit needs to adapt to new emerging
risks (data analysis, cybersecurity, regulation and policy, and talent
management). Therefore, as the role of auditing changes, auditors need to
understand the basics of artificial intelligence, to define the roles they must
play. This in turn may affect the effectiveness of the internal audit followed in
those companies.

3. Statistical analysis:
3.1 Study methodology:

The current study adopted the descriptive method that is based on
describing the phenomenon, which raises questions to the researcher, and
identifies the problem of the study, as the phenomenon is studied depending
on the data collected from its primary sources, It also relied on the analytical
method that studies data, tests hypotheses, and achieve results and
conclusions, through which it provides recommendations on the problem of
the studied phenomenon.

3.2 Sources of data acquisition:

The necessary information related to the study was obtained by various
methods, as:

1- The theoretical framework of the study was determined by relying on
references, periodicals, reports and university studies related to the topic.
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2- The questionnaire, which is the main measurement tool and relied upon
in this study to collect data. It was designed to cover several topics and was
directed to the members of the study sample.

3.3 Study Population and Sample:

The study population was represented by the Jordanian certified public
accountants, which numbered 382 auditors according to data collected from
the Association of Certified Public Accountants. The personally administrated
questionnaire approach was undertaken. The questionnaire was distributed to
a sample of the study population, which amounted to (121) questionnaires
distributed, (92) questionnaires were retrieved, (9) questionnaires were
excluded, as they were not valid for analysis, and the number of
questionnaires on which the statistical analysis was conducted on was (83)
questionnaires.

3.4 Test of validity and reliability of the study instrument:

The validity of the content of the instrument used in the study was verified
by presenting it to a group of experienced and qualified faculty members and
Jordanian auditors, to express their opinion in every field of study and the
drafting of paragraphs and the extent to which each paragraph is related to its
field.as some questions were modified and others deleted , and new questions
were added to comply with the proposals and observations of the arbitrators,
and thus the study instrument (the questionnaire) has become in its final form
consisting of (39) paragraph distributed in 7 fields.

While the stability of the study instrument means the stability, reliability
and predictability of the results; That is, the extent of agreement or consistency
in the results of the questionnaire, as it was applied more than once in similar
circumstances. To calculate the stability of the study instrument, it was divided
into (7) fields to measure the stability for each field and for the instrument as a
whole. The Cronbach Alpha internal consistency test was used for the
answers of the study sample obtained, and (alpha) can be interpreted as the
internal stability factor between the answers. Its high value indicates the
degree of high stability. The statistically acceptable value for this scale is
(60%) or more (Sekaran & Roger, 2016), in other studies the statistically
acceptable value is (70%) or more, and the results of the data analysis are
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shown in Table (1) and it shows that the result of the stability of the study
paragraphs is high.

Table No. (1) Internal stability coefficients (Cronbach alpha) for each field of the study instrument and for
the instrument as a whole

Paragraph Internal stability coefficients
number (Cronbach alpha)
The Independent Variable: The Risks of
Artificial Intelligence
Governance 8 89.9
Human Resource Management 3 85.7
Supplier Management 4 925
Security Management 4 914
Business Continuity 5 80.8
Knowledge Management 5 839
The Dependent Variable: The Effectiveness 10 01
of the Internal Audit )
The Instrument as a Whole 39 949

Table No. (1) shows that all the values of the Cronbach alpha coefficients
were high and that the stability of the study paragraphs as a whole was high,
reaching (94.9), which indicates that the study instrument has high credibility.

3.5 Normal distribution:

Table No. (2) Shows the result of the normal distribution test for the data,
where the Skewness & Kurtosis test was used, and the results were as follows:
Table No. (2) Normal distribution test

Variable Skewness | Kurtosis
The Independent Variable: The Risks of Artificial Intelligence
Governance 0.547 0.881
Human Resource Management -1.034 1.383
Supplier Management -1.191 1175
Security Management -1.305 1.368
Business Continuity -0.706 0.896
Knowledge Management -1.046 1941

33319 g2 Lazi¥ pglald JLa SU AL oo

P 20219 5i Ogle 21443 39‘ &alex(3) adall @ul et
Olaglall Li-glgisslg




{The Impact of Artificial Intelligence Risks on the Effectiveness of Internal Audit Alaa AL - Matameh }

| The Dependent Variable: The Effectiveness of the Internal Audit| -1.080 | 1536 |

It appears from Table No. (2) That the test value for Skewness is between
(1.96) and the value of the Kurtosis test lies between (+ 2.85), so the distribution
of the data is subject to the normal distribution.

3.6 Test for interactions (correlation) between independent variables

Table No. (3) Shows the value of VIF and Tolerance. The first main
hypothesis

The (VIF) test was relied on to ensure that there is no problem of multiple
linear relationships (multiple correlation), because it is considered a problem as
one of the problems facing the statistical estimation of the regression coefficients.

Table No. (3) The results of the test for VIF:
Field VIF Tolerance

The Independent Variable: The
Risks of Artificial Intelligence

Governance 1.504 0.665

Human Resource Management 1.540 0.649
Supplier Management 1.406 0.711
Security Management 1.290 0.775
Business Continuity 1.865 0.536
Knowledge Management 1590 0.629

The above table shows that there is no multiple correlation problem between
the independent variables being less than 5, thus accepting the level of variance in
each of the independent variables.

3.7 Descriptive analysis of the study variables:

After the researcher verifies the validity of the data for statistical analysis and
reliance on it, the other part comes in which an analysis of the study variables is
described, its hypotheses are tested, and their results are drawn as follows:

Table No. (4) The arithmetic averages, standard deviations, and t-value of the independent

and dependent study variables
. Avrithmetic | Standard | Significance Statistical
VDS Averages |Deviations Level VIl Significance
The Independent Variable: The
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Risks of Artificial Intelligence

Governance 703.9 0.554 4 15.947 0.000
Human Resource Management 203.9 4.690 6 12.078 0.000
Supplier Management 53.92 0.844 5 9.977 0.000
Security Management 4012 6.800 3 11443 0.000
Business Continuity 24.09 9.570 2 17.184 0.000
Knowledge Management 84.12 0.570 1 18.009 0.000
The Dependent Variable: The

Effectiveness of the Internal 3.995 9.600 14.896 0.000
Audit

Table (4) indicates that the trends of the sample members were towards the
high relative importance of artificial intelligence Risks. Knowledge
Management ranked first, with an arithmetic average of (4.128), with a
standard deviation of (0.570), and with high relative importance, while
Human Resource Management dimension came last , with an arithmetic
average of (3.920), a standard deviation of (4.690), and with a high relative
importance as well. All dimensions of Artificial Intelligence Risks have
emerged with high relative importance.

Furthermore, Table (4) indicates that the trend of the sample members was
towards the high relative importance of the Effectiveness of the Internal Audit,
where the arithmetic average was (3.995), and a standard deviation of (9.600).
It is showed that the dimensions of Effectiveness of the Internal Audit have
emerged with a high relative importance

3.8Results:
3.8.1Test of the study hypotheses and discussion:

HO: There is no statistically significant effect at a significant level (o <
0.05) of artificial intelligence risks (governance, human resources
management, supplier management, security management, business
continuity, knowledge management) on the effectiveness of internal audit.

To test this hypothesis, multiple regression analysis was used to identify the
relationship between artificial intelligence risks represented by (governance,
human resources management, supplier management, security management,
business continuity, knowledge management) in the effectiveness of internal
audit, and Table (5) shows that relationship:
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Table No. (5) Multiple regression analysis

The Independent Variable: The Risks Of values valuet Statistical
Atrtificial Intelligence significance
Govemance 0.200 2,945 0.004
Human Resource Management 0.162 2.943 0.004
Supplier Management 0.138 3.197 0.002
Security Management 0.132 3.050 0.003
Business Continuity 0.377 5212 0.000
Knowledge Management 0.228 3.359 0.001
The Indepenqr;jn_t Varlak?le: The Risks of 9860- 3393 0.001
Artificial Intelligence
valueF 52924 Stat'“'ca(';'g”'f'cance 0.000
Adj. R %79.2 R’ %80.7
Durbin-Watson 1.802 | Number of watches 83

Table No. (5) shows the existence of a strong and statistically significant
relationship to the main hypothesis: for the impact of artificial intelligence risks
represented by (governance, human resources management, supplier
management, security management, business continuity, knowledge
management) on the effectiveness of internal audit. where the value of F was
(52.924) and in statistical significance of (0,000), as for Adj. R2 , it reached
(79.2%), this indicated that what percentage of (79.2%) of the variance in
(Internal Audit Effectiveness) can be explained by the variance in the
independent variables, with any other factors remaining constant. Which
represents the impact of the independent variable (artificial intelligence risk) on
the dependent variable (internal audit effectiveness), thus rejecting the main null
hypothesis, and accepting the alternative hypothesis.

Results related to the first sub-hypothesis:
HO_1: There is no statistically significant effect at the level of significance
(0.<0.05) for governance on the effectiveness of internal audit.

The result of the multiple regression showed a direct relationship between
governance in the effectiveness of internal audit and it was statistically significant.
The value of B at the governance dimension reached 0.200 and its T value was
2.945, and with a significance level Sig = 0.004. This indicates that increasing the
independent variable by 1% leads to an increase of the dependent variable by
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(0.200) units, thus we reject the null hypothesis and accept the alternative
hypothesis.

Results related to the second sub-hypothesis:

HO 2: There is no statistically significant effect at a significant level (o < 0.05)
of human resources management on the effectiveness of internal audit.

The result of the multiple regression showed the existence of a direct
relationship between human resources management in the effectiveness of
internal audit and was statistically significant. The value of B at the Human
Resource Management dimension reached 0.162 and its T value was 2.943, and
with a significance level Sig = 0.004. This indicates that increasing the
independent variable by 1% leads to an increase of the dependent variable by
(0.162) units, thus we reject the null hypothesis and accept the alternative
hypothesis.

Results related to the third sub-hypothesis:
HO_3: There is no statistically significant effect at the level of significance
(2<0.05) of supplier management on the effectiveness of internal audit.

The result of the multiple regression showed a direct relationship between
supplier management in the effectiveness of internal audit and was statistically
significant. The value of B at the Supplier management dimension reached 0.138
and its T value was 3.197, and with a significance level Sig = 0.004. This
indicates that increasing the independent variable by 1% leads to an increase of
the dependent variable by (0.138) units, thus we reject the null hypothesis and
accept the alternative hypothesis.

Results related to the fourth sub-hypothesis:
HO-4: There is no statistically significant effect at a significant level (o <
0.05) of security management on the effectiveness of internal audit.

The result of the multiple regression showed a direct relationship between the
security departments in the effectiveness of internal audit and was statistically
significant. The value of B at the security management dimension reached 0.132
and its T value was 3.050, and with a significance level Sig = 0.003. This
indicates that increasing the independent variable by 1% leads to an increase of
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the dependent variable by (0.132) units, thus we reject the null hypothesis and
accept the alternative hypothesis.

Results related to the fifth sub-hypothesis:
HO-5: There is no statistically significant effect at the level of significance
(¢ <0.05) for business continuity on the effectiveness of internal audit.

The result of the multiple regression showed a direct relationship between
business continuity in the effectiveness of internal audit and was statistically
significant, the value of B at the security management dimension reached 0.377
and its T value was 5.212, and with a significance level Sig = 0.000. This
indicates that increasing the independent variable by 1% leads to an increase of
the dependent variable by (0.377) units, thus we reject the null hypothesis and
accept the alternative hypothesis.

Results related to the sixth sub-hypothesis:
HO-6: There is no statistically significant effect at a significant level (o <
0.05) for knowledge management on the effectiveness of internal audit.

The result of the multiple regression showed the existence of a direct
relationship between knowledge management in the effectiveness of internal
audit and was statistically significant, the value of B at the security management
dimension reached 0.228 and its T value was 3.359, and with a significance level
Sig = 0.001. This indicates that increasing the independent variable by 1% leads
to an increase of the dependent variable by (0.228) units, thus we reject the null
hypothesis and accept the alternative hypothesis.

4. Conclusions:

Companies and institutions should take the risks of artificial intelligence into
consideration when setting their goals and should establish to bear institutional
risks and facing changes in artificial intelligence applications. They should take
into account Al strategy, digital strategy, and Al governance. Whereas, the
artificial intelligence strategy for each company depends on the opportunity
approach provided by artificial intelligence. Companies that combine strong
digital capacity with effective adoption of artificial intelligence and proactive
strategies will see strong financial performance. The security of data and
information has become one of the most important elements of control that must
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be applied to data and information through continuous planning during the life
cycle of the accounting information systems used because of their exposure to
many risks that may threaten their security.

Internal auditors need to understand the basics of artificial intelligence to
determine the roles they must play and the risks and opportunities they are
exposed to, and they also need to prepare for change, reshape their roles and adapt
to the automation of their companies' operations. This makes it imperative for the
auditors, who are in charge of the internal and external audit tasks, the necessity of
scientific and practical qualification in line with work procedures in accordance
with modern electronic technologies. Finally, the results showed a strong and
statistically significant relationship to the risks of artificial intelligence represented
by (governance, human resources management, supplier management, security
management, business continuity, knowledge management) in the effectiveness
of internal audit.

5. Recommendations:

1. Internal auditors should include Al in their risk assessment and consider
whether to include it in the risk-based audit plan.

2. For organizations exploring artificial intelligence, internal audit should be
involved in the exploration process from its inception in order to help provide
advice that contributes to the successful implementation of the choice of artificial
intelligence programs.

3. Internal audit should not be responsible for implementing Al processes or
policies so that it won’t affect both independence and objectivity.

4. Inclusion of artificial intelligence in risk assessments and consideration of
whether it should also be included in the risk-based audit plan.

5. Provide guarantees regarding risk management related to the reliability of
the underlying algorithms and the data on which they are based.

6. Ensure that the ethical issues that may surround the company's use of
artificial intelligence are addressed.
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