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Security Functionality for the EndPoint

Centralized Management Console

1. WISE need one single management console to fully manage and
configure the following security services “Endpoint Protection (EPP), EDR.”
2. The EDR and Endpoint protection should support full (EPP, EDR, Device
Control ,Sandboxing , vulnerability detection, web filtering, Host based FW)
3. Approved EDR and EPP for the tender:
Fireye
VMWARE (carbon black)
Cisco
BitDefender
Broadcom (Symantec)
PaloAlto
: Fortinet
: Microsoft Defender
4.  The scope should cover 750 Devices and the offer should provide 1- and 3-
years renewal options.
5. The Awarded party shall manage the implementation end to end.
6.  Since current WISE AV (Kaspersky) licenses will be expired in 17/7/2022 ,
then the winning party shall provide immediate license that cover the university till
final implementation is done.
7.  Bidder shall have the required team certificate for implementing the solution.
8. The management console should support Two-Factor Authentication
9. The management console might be delivered and fully operated on-premises
or Cloud
10. The management console should support role-based access control for
administrators.
11. The product should allow automatic offline machine cleanup based on rules
defined by administrators.
12. For easy deployment, a single Remote deployment task should be used for
deploying the security agent on Windows, Linux instead of using multiple
deployment tasks based on OS type.
13. Ability to uninstall the existing third-party antimalware product during the
deployment task.
14. The Solution must provide Agents to do the following tasks on behalf of the
Management Server:
a. Network Discovery.
b. Distribution point of Updates and missed patches.
c. Patch Management Cache Server.
15. Capability to assign a policy to a single selected endpoint or multiple selected
endpoints.
16. Capability to assign a policy to a group of endpoints that can belong to a
specific custom group or AD Organizational Unit.
17. For easy management, a single policy can be configured and applied on
security agents installed on Windows, and Linux operating systems.
18. The Vendor shall provide minimum HW specs for machines were Agent will
be install.
NextGen Endpoint Protection & EDR
1. The existence of a single endpoint protection agent offers NextGen EPP +
EDR features.
2. The Security agent must support Windows, Linux operating systems.




3. Instead of using another Network agent, The Endpoint Protection Security
agent must come with built-in communication module to communicate with its
management console without any need for additional agents to be installed.
4. The single protection agent must come with the following all in one protection
layers:
Anti-Malware
Advanced Anti-Exploit
Anti-Ransomware “with ransomware activity rollback”
Anti-Phishing
Web Traffic Scan
Tunable Machine Learning
File-less Attack Protection
Process Inspector “behavioral analysis”
Local & Cloud Machine Learning
Sandbox Analyzer
Firewall & IDS
Network Attack Defense
. Endpoint Detection & Response “EDR”
Application Control, Device Control, Web Access Control
5. To minimize resource consumption, the product must allow custom modules
installation (e.g., installing the antimalware product without the web access
control module or without Firewall module).
6. The solution should provide ability to add or remove any protection module of
already installed EPP agent by remote reconfiguration task without reinstalling
the Agent.
7. Supported operating systems:
a. Windows: Win 7, 8/8.1, 10, 11, 2008 R2, 2012, 2012 R2, 2016, 2019 and
2022 ( vendor should state if windows XP and 2003 is supported )
b. Linux: Red Hat Enterprise Linux / CentOS 6 or higher, Ubuntu 14.04 LTS or
higher, SUSE Linux Enterprise Server 11 SP4 or higher, OpenSUSE LEAP 42.x
or higher, Fedora 25 or higher, Debian 8.0 or higher, Oracle Linux 6.3 or higher,
IBM AIX
8. For greater protection, antimalware should have 5 types of detection:
signature-based, heuristic based, machine learning, process inspector
“behavioral analysis” and cloud analysis.
9. The solution must provide ransomware mitigation module for real time back-
up of the files before being modified by suspicious processes to mitigate the risk
of losing data during advanced ransomware attacks.
10. The ransomware mitigation module should detect ransomware families in
zero-day based on behavioral analysis and machine learning.
11. The ransomware mitigation module should automatically recover files
encrypted by ransomware upon detection.
12. The solution must include machine learning algorithms used against zero-day
or advanced exploit (directional) attacks.
13. The Solution must provide an additional next-generation security layer, based
on aggressive heuristics and tunable machine learning technology, to detect and
block the new generation of advanced or targeted attacks and sophisticated
malware before execution. It must provide:
a. Classification of the attack types.
b. Ability to only report detected threats, without blocking them.
c. Ability to adjust the detection aggressiveness for each attack category,
with options to act on higher confidence detections and report all other
lower confidence detections. At least 3 detection levels should be
available.
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d. Ability to take different actions on detected files and network-based
threats.
14. Ability to detect file-less attacks, including those making use of legitimate
operating system tools such as PowerShell or script interpreters and the solution
shall not globally block scripts to achieve this.
15. The solution must offer behavioral analysis which continuously monitoring of
all running process to detect and terminate advanced threat on execution
16. The solution must provide the ability to automatically rollback all malicious
activities upon detection.
17. The solution must offer advanced anti-exploit protection layer to stop zero-day
attacks by real-time detection of the most recent exploits that can be used to gain
privileges over an operating system.
18. For greater protection, antimalware must be able to scan HTTP and SSL as
well.
19. The Solution must provide network attack protection layer which will protect
from network-based attacks like “lateral movement, brute force attacks, credential
access, network exploits, password stealers, network discovery, ...etc”.
20. EDR solution must allow query to all the host endpoints in enterprise for
specific indicators of compromise (I0OCs).
21. EDR solution must detect exploitation in MS word, MS excel, MS PowerPoint,
Java, Flash, IE, Firefox, and Chrome,.. etc.
22. The Network attack protection must inspect all network traffic in both
directions (incoming and outgoing).
23. The solution must offer Firewall layer providing the following features:
a. ability to set the "stealth mode" in LAN and internet.
b. The module can be installed/uninstalled according to the
administrator’s preferences.
c. Ability to define trusted networks for a specific endpoint / group of
endpoints.
d. The ability to detect Port Scans.
e. The ability to set different Network Profiles (Home/Office, Trusted,
Public, Untrusted or Let the Windows decide) for specific networks or for
adapters (Wired, Wireless, Virtual)
f.  Ability to create custom rules based on Application and/or
Connection.
24. The Endpoint protection agent must come with protection password
25. The antimalware product must contain a scanning engine and it must be able
to run scheduled scans and can automatically shut down after scanning the
workstation.
26. For best performance, the antimalware product must work with low CPU
priority.
27. The solution should provide Built-in Exclusions for Microsoft Server Roles
(DNS, DHCP, AD, Exchange, SharePoint ...).
28. Ability to define an exclusion list from scanning for folders, files, paths, file
extensions, processes, threat name. Scan exclusions should support
wildcards.
29. Ability to define an exclusion list from scanning for certificate hash and
command line
30. The endpoint security agent must include a sandbox analyzer module to
integrate with the provider sandbox and automatically submit samples for
detonation.
31. The endpoint security agent should deny access to detonated samples until
receiving the Sandbox analysis result.
32. The endpoint security agent must be able to automatically remediate
malicious detonated samples by the sandbox analysis.




33. The solution must offer application control with Whitelisting/Blacklisting
capabilities.
34. The solution must offer web access control as a web filtering to control user’'s
internet web access
35. and device control features to block any plug and play devices like “external
storage, Modems, etc.”
36. The Solution must provide application whitelisting/blacklisting, in addition to
application inventory.
37. The solution must provide user content control module with the following
featureS'
Blocking Internet access for specific clients or client groups.

b Blocking access to certain applications.

c. Blocking Internet access for certain periods of time.

d. Block web pages that contain certain keywords or category.

e. Allow access to specific web pages specified by the administrator.
38. The solution must include an “Endpoint Detection and Response - EDR”
module able to identify advanced attacks that are taking place in realtime
(execution phase).
39. The EDR Module must be covered by the same Endpoint Protection
bundle license, no additional license is required.
40. The EDR module should offer both automatic and manual threat hunting
capabilities.
41. The EDR module must have the ability to evaluate typical endpoint activity
(baseline) according to MITRE techniques and report any deviation from typical
activity by generating a new incident in the management console.
42. The EDR module allows for visualization “incident graph” in great details for
each incident including specific details for each affected endpoint, specific
process and incident timeline.
43. The EDR module must have the ability to act on every step of the incident
with a set of actions that can be used to further investigate (sandbox, virus total,
google search).
44. The EDR module must have the ability to simply kill the process, quarantine
files, add to blocklist, isolate the host, remote connect to isolated hosts, install
patches, or add an url exception (depending on the type of threat evaluated at
each step of the incident).
45. The EDR module can block files and/or processes based on hash values
(MD5/SHA256) added directly by administrator to the management console or
imported them via a .csv file.
46. The EDR module should allow administrator to set custom behavioral
detection rules.
47. The EDR module should provide response and forensics investigations
mechanisms like

a. Live remote shell from the console to any Endpoint

b. Support for file upload/download

c. Process memory dump generation.
48. The solution includes a host IPS module able to block various network-layer
threats including the prevention of lateral movement for various categories of
malware.
49. The host IPS module is integrated with the EDR module and the later can
include specific information from the host IPS module in the incident details.
50. Optionally, WISE need to push notification messages to end users using the
agent installed




Reporting and Dashboard :

1. The solution should report in-depth on system-level OS and application
changes to file system
2. The solution should support reporting in HTML/Graphical/CVS/PDF Formats
3. The solution should provide ability to report incidents per user, computer,
application , attack, file, or IOC
4. The solution should support daily/weekly/monthly reporting
5. The solution should support Easy to use from one view: summary and details
in the same page.
6. For reporting the solution should have as Scheduled, that can be sent by mail
to any number of recipients (it's not required to have also an account in the
console).
7. The solution should allow the visualization of reports that are currently being
generated by the administrator.
8. The solution should support the Export of reports to .pdf file, details to .csv
file.
9. The solution should support report customization to aggregate events from
any security module into a single report based on multiple criteria as follows:
endpoint status, endpoint events, Events.
10. Endpoint status reports include the following (not limited to) info:

a. Workstation type

b. Workstation network

c. Endpoint client details

d. Security signature details

e. Workstation role
11. Endpoint events reports include the following (not limited to) info:

The workstation where the event took place
The type, state and configuration of the endpoint client

The user that was logged on during the event

a
b.
c. The name and status of the policy currently enforced on the endpoint
d
e. Other criteria (blocked website, malware detection, etc)




